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1. Introduction

This installation guide provides necessary guidelines and steps that have to be followed for installing the Release 55 version of Ramco Aviation application suite. 

This document serves the following purposes:

· Acts as a check-list for common pre-requisites for installation.
· Guiding on installation of RVW Run-time for setting up platform for Ramco application installation

· Guiding on installation of RVW Run time patches

· Guiding on installation on Ramco M & E 5.5 Application

2. Prerequisites

There are some common pre-requisites which need to be followed before setting up three tier server system. 

For details you can refer the document embedded below, under the reference section mentioned below:

	Document Name
	Document Attachment
	Reference Section

	1-Prerequisites.doc
	     
[image: image1.emf]1-Prerequisites.pdf


	All


3. Installation of RVW Runtime

Once Prerequisites have been done, follow the steps mentioned below to install RVW Runtime, which will serve as platform to install Ramco Application. 
There are four main components to RVW Runtime installation:
· File Server Installation

· Web Server Installation
· App server Installation
· RM Server Installation

All of these four servers are to be installed one-by-one in sequence to complete RVW Runtime Installation.

3.1 File Server
For setting up ‘File Server’, please follow the steps detailed in the document embedded below:

	Document Name
	Document Attachment
	Reference Section

	2-FileServer.doc
	
[image: image2.emf]2-FileServer.pdf


	All


3.2 Web Server

For setting up ‘Web Server’, please follow the steps detailed in the document embedded below:

	Document Name
	Document Attachment
	Reference Section

	3-WebServer.doc
	
[image: image3.emf]3-WebServer.pdf
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3.3 App Server

For setting up ‘App Server’, please follow the steps detailed in the document embedded below:

	Document Name
	Document Attachment
	Reference Section

	4-AppServer.doc
	
[image: image4.emf]4-AppServer.pdf
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3.4 RM (Database) Server
For setting up ‘RM Server’, please follow the steps detailed in the document embedded below:

	Document Name
	Document Attachment
	Reference Section

	5-RMServer.doc
	
[image: image5.emf]5-RMServer.pdf
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4. RVW Runtime Patches

Deployment of RVW Runtime Patches is the next step.

For an illustrative step-by-step procedure to deploy RVW Runtime patches, please refer the document embedded below:

	Document Name
	Document Attachment
	Reference Section

	6-RTPatch.doc
	
[image: image6.emf]6-RTPatch.pdf


	All


After deploying RT Patch, hot fixes needs to be applied. Please refer the Readme.txt file available in …/CD1 - RT/04.HotFixes.
5. Settings on Internet Information Server (IIS)
After the above mentioned servers have been setup successfully, settings in IIS has to be done..
For Step-by-Step Guide for IIS related settings. Please refer the document embedded below:

	Document Name
	Document Attachment
	Reference Sections

	7-IISSettings.doc
	
[image: image7.emf]7-IISSettings.pdf


	All


Once the above settings are done launch the URL http://<server>/rvw from client or http://localhost/rvw from web server to verify that RT has been installed successfully. Using the adminuser login to verify it is successful.
6. Installation of Ramco Aviation M&E 5.5 Application
After the above mentioned IIS Settings have been completed and verified successfully then the next step is to install Ramco Aviation M&E 5.5 Application suite.

For step-by-step guide to Ramco Aviation M&E 5.5 Application, please refer the document embedded below:

	Document Name
	Document Attachment
	Reference Sections

	8-AppInstManual.doc
	
[image: image8.emf]8-AppInstManual.pdf


	All


Once the above settings are done launch the URL http://<server>/extui from client or http://localhost/extui from web server to verify that Ramco Aviation M&E 5.5 Application has been installed successfully.

7. Supplementary Configuration Settings 

With completion of point 6, the Ramco Aviation Application will start working.  In this “supplementary configuration settings” section the following settings could be done.

a. Server side settings

· MIME Settings (Web Server) - Mandatory

· SQL Database Mail (RM Server) - Optional
· Reliability Analysis Reporting Tool Setup - Optional
· Non RVW Reports Settings (Web Server) - Optional
· Email & Fax Integration (Web Server) - Optional
· Reports ((Web Server) - Mandatory
· Manage Consolidated Financial Statements Package - Optional
· Automatic Material Movement Document (AutoMMD) Settings (Web Server & RM Server) - Optional
· Bar Code Label Printing – Optional
· Ezee View – Mandatory
· MDCF Setting – Optional 
b. Client side Settings

· MCR Status Report Client Settings - Mandatory
· Netronics Client Settings - Mandatory

· Object attachment Client Settings - Mandatory

c. Others
· Schedulers to be configured - Mandatory

· Scripts to be run - Mandatory

· Synonym Scripts deployment- Mandatory

If you need all or any of the above mentioned functions, please refer the document embedded below.

	Document Name
	Document Attachment

	9-SupplementarySettings.doc
	
[image: image9.emf]9-SupplementarySett ings.pdf




8. Server Side Mandatory Settings
For Step-by-Step Guide for Server Side Mandatory Settings, Please refer the document embedded below:

	Document Name
	Document Attachment
	Reference Sections

	13-Server Side Mandatory Settings.doc
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9. Admin Settings
For Step-by-Step Guide for Administration related settings. Please refer the document embedded below:

	Document Name
	Document Attachment
	Reference Sections

	10-Admin Settings.doc
	
[image: image11.emf]10-Admin  Settings.pdf


	All


10. Conclusion

On completion of steps mentioned above, server setup is complete and Ramco Application is installed and ready to use.

Type in the URL of the application installed, in an IE Browser window, which will launch the home page.

Therein you can provide the application user login and password details to login the application, and start using it.
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VirtualWorks™ DotNet Runtime — APP Server Installation

1.1 APP Server Installation — Core RT Components

1. Connect to the DEPLOY share (this share gets automatically created) from
the File Server machine. Go to the folder ..\Installer folder under the
deploy share.

e If the MSI package needs to be installed in particular user account
then double click the file RuntimeSetup.MSI to run the same.

e If the MSI package needs to be installed in ALL USERS instead of
specific user account, then run the following command in Command
Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 RuntimeSetup.MSI ALLUSERS=1

Click “Next” on the Introduction screen.

ja ¥irtualWorks Runtime Setup

YWelcome to the YirtualWorks Runtime Setup Wizard

C

TmIcs

The inztaller will guide you through the steps required to install Virtualyorks Buntime Setup on your
computer.

WARMNIMG: This computer pragram iz protected by coppright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel | ¢ Back

2. Clicking Next, will redirect to the Confirm Installation Screen where the list
of layers appropriate for this server would be listed. This information
depends on the data that was given in the Deployment Wizard application
under File Server installation. Currently the assumption is that the WEB
and the APP Layers are installed in two separate machines and this
document will guide through the APP Server installation steps. So this
screen would list only the APP layer.
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irtualWorks Runtime Setup [_ (] ]

C

TmIcs

Confirm Installation

The inztaller iz ready to install Yirtuah'orks Funtime Setup on pour computer.

Click "Mext" to instal the folowing Components.

AFF
1.

Cancel | < Back | Mest »

3. Clicking Next will complete the installation of APP Layer components.

rtualWorks Runtime Setup

Executing Yirtual¥orks Runtime Setup T

Tarmco

Wirtualworks Runtime Setup is being installed.

Please wai...

Cancel I < Back | THest > |

rtualWorks Runtime Setup

Installation Complete T

Tarmco

Wirtualworks Runtime Setup has been successhully installed

Click "'Close" to exit.

Please use Windows Update ta check for any critical updates to the NET Framework.

Cancel < Back | Cloze I
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i ¥irtualWorks Runtime Setup

Y'ou must restart pour spsten far the configuration changes made to Yituahyorks Buntime
Setup to take effect. Click Y'es to restart now or Mo if pow plan to manually restart later,

4. Once the installation is complete, system will prompt for restarting the
server. Please do not restart the server now. This completes the
installation of APP Layer core Runtime components.

1.2 APP Server Installation — Deployment Components

1. Connect to the DEPLOY share (this share gets automatically created) from
the File Server machine. Go to the folder ..\Installer folder under the
deploy share.

¢ If the MSI package needs to be installed in particular user account
then double click the file DeploymentSetup.Msi to run the same.

o If the MSI package needs to be installed in ALL USERS instead of
specific user account, then run the following command in Command
Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 DeploymentSetup.Msi ALLUSERS=1

Click “Next” on the Introduction screen.
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2

i;';:‘ YirtualWorks Deployment Setup [_ [ =]
Welcome to the YirtualWorks Deployment Setup Wizard T
;' ramco

The inztaller will guide you through the steps required to instal Virtuahwforks Deployment Setup on
your cornputer.

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel | < Back

2. Clicking Next, will redirect to the Confirm Installation Screen where the list
of components for Layer appropriate for this server would be listed. This
information again depends on the data that was given in the Deployment
Wizard application under File Server installation. As specified above this
screen would list only the APP layer components.

i;';:‘ YirtualWorks Deployment Setup [_ [ =]
Confirm Installation sy
ramco

The inztaller is ready to install Yirtuahk'orks Deployment Setup on your computer,

Click "Mext" to install the following Components.

APP

1. Deployment
2. Implementation
3. &dmin

4. Security

Cancel | ¢ Back

3. Clicking Next will complete the installation of APP Layer Deployment
components.
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i%‘ ¥irtualWorks Deployment Setup [_ [0
Executing VirtualWorks Deployment Setup e

C

rarmco

Wirtuahworks Deployment Setup is being installed.

Flease wait
i Cancel I ¢ Back | et > |
i%‘ ¥irtualWorks Deployment Setup | _ (]
Installation Complete —

TAMICo

Wirtuahworks Deplopment Setup has been successfully installed

Click "Close" to exit.

Please use Windows Update ta check for any critical updates to the NET Framewark.

ro— < Dack i

i:%‘ YirtualWorks Deployment Setup

Yo mugt restart pour system for the configuration changes made toirtuaks/forks
Deployment Setup to take effect. Click Yes to restart now or Mo if you plan to manually
restart later.

4. Once the installation is complete, system will prompt for restarting the
server. Please restart the server now. This completes the installation of
APP Layer Deployment components. Proceed with VirtualWorks™ RM
(Database) Layer Installation.

- End of Document -
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VirtualWorks™ DotNet Runtime — Patch Installation

This document walks through the steps for installing VirtualWorks™ .Net Runtime
(Microsoft Version) patch installation.

1.1 VirtualWorks™ RT Patch Installation

Copy the Runtime Patch installation file (VWRTPatch.MSI) from the VirtualWorks™
installation kit in to a local directory in all the layers viz., WEB, APP and RM
(Database). Copy the file RemoveReadAttribute.bat also from the same
VirtualWorks™ patch installation kit into the folder ..\Program Files\VirtualWorks.
After copying the batch file, double click the batch file and execute the same. This
batch file will remove read-only attribute from all the deliverables under the
VirtualWorks™ folder.

o If the MSI package needs to be installed in particular user account then
double click the file VWRTPatch.MSI to run the same.

o If the MSI package needs to be installed in ALL USERS instead of specific user
account, then run the following command in Command Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 VWRTPatch.MSI ALLUSERS=1

1. The ‘Welcome to Ramco Installer’ screen will be launched.

i YWRTPatch [ [0] <]
Welcome to the VWRTPatch Setup Wizard o ,:}
“ 7

T ramco

The installer will guide you through the steps required ta install YWwWh TPatch on your computer

‘WARMIMNG: This computer pragram is pratected by copyright law and international treaties.
Unauthorized duplication or distibution of this program, or any partion of it, may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel | < Back

2. Clicking ‘Next’ launches the 'Select Layer’ screen.
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& YWRTPatch (O] x]

Please Select the layers to be installed in this o
machine {_‘j"’ E.}

= amco

Select the layers you want to install and Specify vour Resource Manager tupe..

™ wieh Laper
™ Application Layer
[™ Resource Layer [Check RM Layer + Sql Server for Sql Server and RM Layer alone for Oracle]

= 50L Senver

Cancel < Back

Note: VWRTPatch does not have any specific Layer-wise installer. The same MSI
(VWRTPatch.MSI) will be used to install Runtime Patch for all layers (WEB, APP and Database).
This document is a common document which can be used to individual layer machines

appropriately.

In the above screen, the patch installer will display all the layers WEB, APP
and RM. In this screen, select only those layers which are specific to that
machine. While running this installer in RM (Database) layer, select the
options “Resource Layer” as well as “SQL Server” which is mandatory.

3. If Resource Layer option is selected, then the following screen will be
displayed. Provide the Resource Layer (Database Layer) machine name.
This name should be same as the RM Layer machine name that was given
as part of RM Base installation. Also provide the Database user name (this
should be same as the user that was used during Base RM installation),
password and the deployment database name (Database name should be
same as what was given during Base RM installation).
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fior YWRTPakch [_ (1] ¢ |
Please Provide Resource Manager Information T
{0
- ramco
Pleaze Input the Rezource kM anager Detail....
[ atabaze Server Mame
|HM_L&YEH
D atabaze Uzer
|Sf-\
D atabaze Pazsward
D atabaze Mame
|DEF'D B
Cancel < Back Hest »

4. On clicking ‘Next’ the “Confirm Installation” screen will be launched. This
is only an information screen. Click ‘Next’ and start the installation.

o ¥WRTPatch [_[C[=]
Confirm Installation T
£V

- ramco

The installer is ready to install VR TPatch on your computer.

Click "Mest" to start the installation.

Cancel < Back
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o ¥WRTPatch [_[o] =]

Installing YwRTPatch ~a ,:J
‘ 2

Tramoco

Wu/RTPatch iz being installed.

Flease wait...

Cancel | < Back Hewt >

1.2 Other Settings

1. Go to the properties of the folder..\VirtualWorks\IIS\Shortcut (in WEB
Server) -> go to Security tab and provide Full Control permission to one
of the following user group 1IS_USRS or 1IS_IUSRS (If this group does not
exist, you may add the same using the Add button).

2. Comment the <healthMonitoring> tag in Web.Config file which is available
in the Web Server under path ..\VirtualWorks\IIS\ (e.g. D:\Program Files
(x86)\VirtualWorks\I1S\web.config)

T T T T T o [ ot T roleced Mole: o1 PR~ ST~
G . | S

e L~ [ =]
£rstan Bastise | vt T e [ooms [ 58 raco 0 | i ... | 8 e i | 8 Divprowr .. [ Bprear | S seever o1 | o Syaten I[" = % o 1zzorm ==
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Application Installation Guide

1.0

Introduction

This installation guide provides necessary guidelines and steps that have to be followed for
configuring the supporting utilities for Ramco Aviation application suite in Server and Client
machines

This comprises the following configurations:

a.

2.0

Server side settings

MIME Settings (Web Server)

SQL Database Mail (RM Server)
Reliability Analysis Reporting Tool Setup
Non RVW Reports Settings (Web Server)
Email & Fax Integration (Web Server)
Reports ((Web Server)0

Manage Consolidated Financial Statements Package

Automatic Material Movement Document (AutoMMD) Settings (Web Server & RM Server)
Bar Code Label Printing

Ezee View

MDCF Settings

Client side Settings
MCR Status Report Client Settings

Netronics Client Settings

Object attachment Client Settings

Others

Schedulers to be configured
Scripts to be run

Synonym Scripts deployment

MIME Settings

Go to Internet Information Services (IIS) Manager, Select Extui virtual directory under Default
Websites section.
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Connections
¢- |7 |8
-5 Start Page
165 RAMCOVM3E0 (RAMCOVMIBO\Administr atar)
3 Application Pools
El- &l Sites
=-€9 Default Web Site
1| App_Drata
SV APPDATA
|| aspret_client
' 3‘ crystalreportviewers12

In Extui Home Page in IIS select Group Type as Area. Under IIS tab right click MIME Types and
select Open Feature option.

€-id | |8
Q_ﬁ Start Page
143 RAMCOVM3E0 (RAMCOVM3E0) Administratar)
i+ [2} Application Poclks ASP.NET
[-[&] Sites

€D Default Weh Site \‘\2 0 Fl [ \) 9 é-% = j., B i!?

9 JExtui Home
=]

Group by! Area WIEE RS

- App_Data ’ [E
3 APPDATA MET MET JMET Profile JMET Roles JMET Trust JMET Users Application Connection  Machine Key
| aspret_client Compilation  Glabalization Levels Settings Strings

9 crystalreportviewers12 b,

¥ ePubs = é &

L5, =E %
B Extui o0

Pages and Providers  Session State  SMTP E-mail
Controls
IIs

@ 2 e wy S|

£ 3 Z & &

ASP Authentication Compression Default Directary Error Pages Handler HTTP Logging

Document Browesing Mappings Respo...
=
H 3= &
WIE T4 Open Feature |}s5t settings
g Explore

Manas Edit Permissions. ..

Q D Basic Settings...

115 Man. Wigw Virtual Directories

Permiss
Manage Application »

@ Help

Online Help

Right click and add
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[Connections
Q-id|* |8
-5 Skart Page
E‘*’E‘_‘ RAMCOWM3S0 (RAMIOVM3S0,Adminiskrator)
i[5} Application Pools
=@ Sites
=P Defaul web site

&) MIME Types

Use this Feature ko manage the list of file name extensions and associated content types tha

Group byt Mo Grouping <

Exkension = | MIME Type | Enkry Type |
323 text/h3z3 Inherited

aaf Inherited

applicationfoctet-st, ..

an k... Inherited

Laccd Add... iorfmsaccess  Inherited
.accd - ionfmsaccess  Inherited
Laccd Edt... ionymsaccess  Inherited
acx | & Remove ionyinternet...  Inherited
afm | = ionjoctet-st...  Inherited
Jai ._@’_. Help ionfpostscript Inherited
aif Cnline Help - aiff Inherited
.aifc audio/ aiff Inherited
.aiff audio/ aiff Inherited
.application applicationyx-ms-ap...  Inherited

Add MIME Type EE |

File name extension;

MIME Evpe:

o |

Cancel

(1) Give File name extension as .ini and MIME type as text/xml

(2) Give File name extension as .ifd and MIME type as text/xml

(3) Give File name extension as .mpt and MIME type as application\vnd.ms-project

3.0 SQL Database Mall

To enable workflow alert mails from the Ramco Aviation Application, SQL Database mail should
be enabled in the RM (Database) Server.

Steps for Configuring a Database Malil :-

Prerequisite; SMTP Port 25 should be enabled in the database server.

Base Aviation Solutions Group
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e Connect SQL Server 2008 through SQL Server Management Studio (SSMS)

e Open a blank window and run the following scripts

USE Master

GO

sp_configure 'show advanced options', 1;
GO

RECONFIGURE;

GO

sp_configure 'Database Mail XPs', 1;

GO

RECONFIGURE

GO

e In the left pane, go to <ServerName>-> Management - Database Malil
¢ Double Click “Database Mail” as highlighted in the below screenshot

e A configuration wizard will be open as shown in the below screenshot

osoft SQL Server Management 5tudio

Flle Edt “iew Tools ‘Window Community  Help
Dtewcuery |0y 25 50 & 4 8,

kiR e R % Database Mail Configuration Wizard - RSCL58

Comnect~ | @2 9 m T 3] B

& [ RSCL50 (50U Server 10.0.1600 - RSLHAdhminshy Welcome to Database Mail Configuration Wizard
# [ Databases
# [ Security L
# [ Server Objects
# [ Replication

B [3 Management Database Mail is a SOL Server component that uses the Simple Mai Transfer Protocol [SMTP)
¥ Policy Management to send e-mail messages. The wizard helps you perform setup and maintenance tasks such as:
7 Data Callection # Managing D atabase Mail accounts and profiles
(5 resource Governor » Managing Database Mai security

B s Plas # Configuring Database Mail spstemn parameters

[+ [ 5QL Server Logs Click Next to continue, or Cancel to exit the wizard.
L' Database Mail e
Distributed Transackion Coordinator
[ Legacy
|_J'a) SQL Server Agent (Agent ¥Ps disabled)

[ Skip this pags in the future

e Click Next
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%= Database Mail Configuration Wizard - RSCL58

Select Configuration Task
Select setup or maintenance tasks.

If wou are installing D atabase Mail for the first time, select the setup option.

(&) Set up Database Mail by performing the following tasks:
1. Create a new e-mail profile and specify its SMTP accounts
2. Specify profile zecuriby
3. Configure system pararmeters

() Manage Database Mail accounts and profiles

0 Wiew or change systemn parameters

[ coos I s [ e

¢ A new profile will be open, as shown in the below screenshot
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?-; Database Mail Configuration Wizard - RSCL. 58

New Profile
Specify the profile name, description, accounts, and failover priority.

Profils name:

Description:

A profile may be associated with multiple SMTP accounts. [f an account Fails while zending an e-mail, the profile uzes the next
account in the priority list. Specify the accounts azzociated with the profile, and move the accounts to set the failowver priority.

SMTP accounts:
Prionity  Account Mame E-mail Address Add...

Provide Profile Name and Click Add in the SMTP Accounts
In the window opened, provide Account Name, Email Address, Servername as shown in
the below screenshot. Retain default values for all other fields.
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%= New Database Mail Account @

Specify name, description, and attibutes for your SMTP account.

Account name: | CompanyM ame |

Description: |Account for Automatic D atabase Mailing from R amco Application |

Outgaing Mail Server [SHMTF]

E-mail address; | AYZEaUICOMPAtY. Com |
Display name; i CormpanyM amne |
Beply e-mail | |
Server name: !SMTPS envert amel Part number: I

[] This server requires a secure connection (S50

SMTP &uthertication

() Windows Authentication uzing D atabase Engine service credentials

() Basic authentication

(3) Anongmous authentication

Ok H Cancel H Help ]

Click “Ok”

Database Mail Configuration Wizard - RSCL5B

New Profile
Specify the profile name, description, accounts, and failover priority.

Profile name: CompanyProfile

Drescription:

A profile may be associated with multiple SMTP accounts. If an account fails while sending an e-mail. the profile uses the nexst
account in the priority list. Specify the accounts associated with the profile. and move the accounts to set the failover priority.

SMTF accounts:
Friarit Account Mame E-mail Address Add...

CormpanyM ane wyz{Eyourcompany. com

e Click on Next, following screen will appear.
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E Database Mail Configuration Wizard - ramcobl24

Manage Profile Security
Specify database users or roles that have access to profiles.

Public Prafiles | Private Profiles I

A, public: profile can be accessed by all users of any mail-host database.

Select public profiles. *Y'ou can also specify the default public profile.

Public | Frofile Marne

| Default Profile |
v Company Name o
o N N

[~ Show only esisting public profiles

Help | < Back | Mest » I Eirnighy >3] | Cancel |

4

Select the Profile Type as either Public or Private. Click on Next, following screen will
appear.

E Database Mail Configuration Wizard - ramcobl24

Configure System Parameters
Wiew or change D atabase Mail system parameters.

System parameters:

Fararmeter | Walug |
Account Fetry Attempts 1

Account Retry Delay [seconds] =]

tarimurn File Size [Bytes) 1000000

Prohibited Attachment File Extenzions

exedllvbs.js _I
Database kail Executable Minirum Lifetime [seconds) EO0
Logging Lewel Estended

Mumber of retry attempts for a mail server to send email.

Resat &l |

Help |

< Back | Hext » I Eirigh >3 | Cancel |

A
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e Click on Next, following screen will appear.
EiDatahase Mail Configuration Wizard - ramcobl24

Complete the Wizard v

Werify the actions the wizard iz about to perform, and then click Finizh to esecute these actions on the server.

LClick. Finish to perform these actions:

Mew Accounts
» Create new account 'Company Mame' for SMTP gerver 'SMTF Server Hame'

Mew Profiles
# Create Mew profile "Campany Name'
Adding Accounts Profiles

» Add account 'Company Name' to profile 'Company Mame' with pricrity '1'

Manage Profile 5ecurity
» Set Company Mame' as public profile

Mew Accounts
» Create new account "Company Mame' For S

Mew Profiles
# Create New profile 'Company Marme'
adding Accounts Profiles

e Add account 'Company Name' ko profile 'Con

Manage Profile Security
» Set 'Compary Mame' as public profile

Help | ¢ Back | et = | Finish I Cancel |

4

e Complete the wizard by clicking on “Finish” button. On completion of the settings you will
find the Database Mail Account with Status shown as “Success”.

After Configuring Database Mail, you can Test the Database Mail by sending “Test Email”

e To “Send Test Email”, goto SSMS - <ServerName>-> Management->Database Mail>
Right Click and select “Send Test Email”. (as highlighted in the below screenshot).

¢ Provide your mail id in the “To:” field and click Sent Test E Mail.

e You will receive mail id if it's successfully configured.
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r.-.:- Microsoft SQL Server Management Studio

File Edit ‘Wiew Tools \Window Community Help

S ewquery | [y | B8 0 5y |0 5 A 4 E)

Object Explorer * 1 X

Cornect - | @3 43 T 7] §
=] La RSCLSE (SQL Server 10,0,1600 - RSCLSSYAdminist
[# [J Databases
® [ Security
[# [ Server Objects
# [3 Replication
(= [ Management
[ Palicy Management
2] Data Callection
# %53} Resource Governar
[# [ Maintenance Plans

2

=] q SOL Server Logs %= Send Test E-Mail from RSCL58
E Distribu i Configure Database Mail Database Mail Profile: CompanyPrafile
[ Legacy [ Send Test E-Mall.. 1 BE
[ 5GL Server | -
View Database Hal Log Subiect | Database Mail Test
Reports b I Body: This is a test e-mail sent from Database Mail on
RSCLEA

Refresh

Send Test E-Mail

Close

4.0 Reliability Analysis Report Settings

Macro Security level should be set as “Medium” and in Trusted Publishers Tab “Trusted
Access to Visual-Basic Project” should be enabled in the Web server. If the server has
multiple login users, then these excel setting are to be done for all the login users.

Step 1: In Microsoft Excel, go to Tools --> Macro --> Security option.

B Microsoft Lucel - Bookl 3 =18 ]
U e g yow frsort Fgemt [ ook Dot Window boh =18 x|
eI A e S o | [EEE A Yy e [HRE|w.
A1 = ] AutoCored...
A T B [ C snworkbook., [F [ & [ A [ 0 [ J [ ® | © | M [N [ 0T -
] Track Changes. » i
Meroe Weekhooks, .
EX o .
o Colsboratn ®
Goal Seek..

Seapmion..

EzaeEHe

i

akaFLL
0 Macrvsolt Soripk Bl AR+SHE4FLL

ek ERERR R R R EEEE & =)

=

» [pilsheets ( Shont f Shents | 14l -rIIﬂ
[T [ [

dwton| (5 D @ || Divee .| ooz .| sareicon | Gyern | ez | ot au | Blimsn.|[Evwaos.. | [CEBE Vel wanm

H
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Step 2: In the Security Level tab, choose the option “Medium”.

] Fle Edt Wew Inset Fomat Toos Dats Window Help Type a question for help 8 x

SR G E]

{Security Level }| Trusted Publishers |

© yery High. Only macres installed in trusted locations will be allowed
to run. Al ather signed and unsigned macros are disabled.

©) High. Only signed macros from trusted sources will be allowed to
run, Unsianed macros are automaticaly disabled,

(%) Medium. ¥ou can choose whether or not bo run potentially unsafe
macros

© Law (not recommended). You are nat protected from potentialy
unsafe macros, Use this setting only if you have virus scanning
software installed, or you have chetked the safety of 3l documents
you open. =

T [ e e e e =
m|m““‘m‘”“b|m|“““°‘m‘m““'ml”“b"*"““|5|m‘m‘\"m‘m|g|w|m

\?D< + »i\Sheet1 { Sheat2 [ Sheeta / I J 3l
liDawr L | AutoShapes N\ W [0 O A 4 -
Rty
Y start

Step 3: In the Trusted Publishers tab, enable the “Trust access to Visual Basic Project” option.
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Microsoll Lxcel - Deokl
B8] B Ed Yew It Fgmat ook O Widew bep

& x
g3 )80 8 x 0l e i zw B LU EERH S E LA B
PEEEEE 3, By 3| T ety vt Chang
Ky P mac i 3 Ad %]
Al - A
..... d“ K3 O | Y N § £ o - o o < o B O 4 O T oy
1
; Security E|E
4 Sncurky Lowel || Trusted Publshers
3 | bwwd To Ispund By Eror...  Friendy Name
v
8
]
10
1
12
13
4
15
16
17
18 2] ok st ks e Lo
“;: ] Tt scess o Vel Basic Project
2
2 T o= )
23 s
2
2%
x
i
il
A
] - ¥
W4 r w Oy Sheet] {Sheots [ Sheetd [ [E3 |
lows 4 mptws- S N CIO A @@ S-Z-A-==200)

W O \kpagamiempath ~: Project] - Mirroselt V.. sl Exicel - Book (.__.. - IR

A folder called Reliability has to be created under 11S\Docs where the generated output excels will
be placed.

Configuring Deploy.ini file
Reliability Analysis reports work based on the values provided in Deploy.ini file.

Provide following details in the deploy.ini file available under ‘1IS\BASRa\deploy.ini'.
<Servername>

<username>

<password>

AVNAPPDB

<Basra Component full path> (ex.) E:\Program Files\VirtualWorks\lIS\BasRa

Configuring Reliability Analysis Scheduler

ReliabilityAnalysis.exe is the tool that needs to be configured in Windows Scheduler to run on a
daily basis for every 30 minutes (Configuration steps given below). The Tool obtains server
details and template path information from the Deploy.ini file.

ReliabilityAnalysis.exe will be available under ..\\VirtualWorks\IIS\BASRA.
Steps to Configure ReliabilityAnalysis.exe file in Windows Scheduler: -

Step 1:- To start Windows Scheduler Task, Start - Run - Type “control schedtasks” - Click Ok
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In the Task Scheduler, click the Actions “Create Task” given on the right pane. A new window will
open as shown in the below

I

@ Task Scheduler
File Action Yiew Help

=S

= |m=HE

[ Taskscheduler {Local)

(& Task Scheduler Library

screenshot.

er Summary (Last

[ Chweniesnr of Task Scheduler sl
£ Create Task

General | Triggers | Actions | Conditions | Settings |

Mame: [RelisbilityScheduler
Location: %

Authar:

Description:

Security aptions

Wéhen running the task, use the following user account:

Change User or Group..

€ Run only when user is logged on
@ Run whether user is logged on or not
I¥ Do nat stare password. The task will anly have access to local computer resaurces.

™ Run with highest privileges

™ Hidden Canfigure for:

il s i st indouins Server™ Z[IH
indows Server™ 2003, Windows® XP, or Windows® 2000

Windows ista™, Winduws Server™ 2003 =l

Surnrmary: 23 total

Last refreshed at 5/28/2010 5:32:33 PM

As highlighted in the “General” Tab

1. provide “Name”

2.Select the option “Run whether user is logged on or not”

Refresh

Task Scheduler (Local)

Connect ko Another Com,..
] Create Basic Task,..
W Create Task,.,
Import Task...
Display All Running Tasks
& Disable All Tasks Histary
AT Service Account Confi...
visw 3
|5 Refresh
Help

3. Check the option “Do not store password. The Task will only have access to local
computer resources”

4. Select the dropdown “Configure for” to Windows 7, Windows Server 2008 R2 or
Windows Vista, Windows Server 2008 based on the operating system it is getting
installed.
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_ Create Task New Trigger [}

General Triggers |A Begin the task: IAttask creation/rmodification j
Withen wou create at [ Settings

Mo additional settings required,
Trigger

—&dvanced settings

[ Delay task for: Im

v Repeat task every: Im for a duration of:
| | Stop all running tasks at end of repetition duration

™ Stop task if it runs longer than: lm

I Activate: I 52852010 j I 5:52:13 PM ﬁ ] Syrnichronize across tirme zones

I Expire: I 54282011 j I 5:52:13 P ill i Synchronize actoss bime zones

¥ Enahled

oK I Cancel

Surnmary: 23 total

1. As highlighted in the “Trigger” tabSet the drop down “Begin the Task” as “At task
creation/modification”

2. Inthe Advanced settings check the “Repeat task every”, select 30 minutes and “for a
duration of” as “Indefinitely”
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# Create Task New Action

General | Triggers Actions | Yau must specify what action this task will perfarm.

Withen you create a task, you

Actian Det:

Mewy... Edit...

R o o S R e S B ]

Action; |5tart a program

&

—Settings

Program/script:

Add arquments (optionaly:

Start in (optional):

Browese,., I

6]

Cancel

As highlighted in the “Actions” Tab

1. Set“Action” as “Start a Program”

2. Inthe Settings frame Click Browse button and select ReliabilityAnalysis.exe from the
path “..\\VirtualWorks\IIS\BASRA”"

Base Aviation Solutions Group

Commercial In Confidence

Page 18 of 70





' ramco

Co-creala. Innovate. Win

Application Installation Guide
@ Create Task B

General I Triggers I Actions  Conditions | Settings I
Specify the conditions that, along with the trigger, determine whether the task should run. The task will not

tun if any condition specified here is not true,

Idle
™ Start the task only if the computer is idle for: IlD rminutes j

Wifait far idle for: Il hour
¥ Stop ifthe computer ceases to be idle
™| Restart if the idle state resurmes

Powver
[ Start the task anly if the cormputer is on &C power

= Stop ifthe camplter smitches ta battery pauwer
I WWake the computer to run this task

Metwark
[~ Start only if the following network connection is available:

I.ﬂ.ny connection

QK I Cancel

As highlighted in the “Conditions” tab, uncheck “Start the task only if the computer is on

AC power”
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General | Triggers I Actionsl Conditions  3ettings |
Specify additional settings that affect the behavior of the task.

[ Aoy task to be run on demand

Run task as soon as possible after a scheduled start is rmissed

IV TFthe task fails, restart ewvery: =
Atternpt to restart up to: |3 tirries
¥ Stop the task if it runs longer than: ‘4h0urs jv

¥ Ifthe running task does not end when requested, force it to stop

™ Ifthe task is not scheduled to run again, delete it after; I3|J days TI

If the task is already running, then the following rule applies:

|D0 not start a new instance _'_]

QK I Cancel |

As highlighted in above screenshot, complete the “Settings” tab which ends the completion of
Task Scheduler for Reliability,

Configuring Folder for saving Reliability Analysis Reports

e Visit the screen under the BPC ‘Utilities ‘--> Component ‘Object Attachment ‘--> Activity
‘Set Options’.

¢ Note the path mentioned under ‘Path in Server'. If not defined, set a path.

e Create a folder within the above path in the web server to download Reliability reports.

e Provide write permission to the above folders for everyone/ the user account -
‘lusr_<servername>’

e The folder created above needs to be defined for Reliability Analysis component in the
multiline separately.

e All the .bmp files available in 1IS\Reports folder should be copied to the folder ‘lIS\BasRA’
also.

e Company Logo should be available as .bmp file with the naming convention as
<Company Name>.bmp (Company Name as defined in the application) in the folder
‘IS\BasRA'.

e In case of enabling Reliability Analysis in a server with multiple databases, the scheduler
needs to be configured separately for each database. The path of the RelReports.exe file
will vary for each database. The corresponding Deploy.ini, Reliability Report templates,
ReliabilityReports.xml files will be configured along with .exe file. The Stored Procedures
and Table objects need to be compiled in each database.

Pre-requisites for executing ReliabilityAnalysis.exe file
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e Atleast one printer driver needs to be installed in Web server for the generation of
Reliability reports.

e Ensure that the following assemblies are available in Global Assembly Cache path
(C:A\Windows\Assembly)

0 Microsoft.Office.Interop.Excel
o Microsoft.Office.Interop.Word

If the above-mentioned assemblies are not available, do the following settings,Click Start->
Settings -> Control Panel -> Open Add/Remove Programs and select MS Office Installation.

1ol

Currently installed progranms: ™ Show updates Sork by: |Name |
CF Micrasoft Compression Client Pack 1.0 for Windows =P Size 44.58ME -
13 Microsoft Office 2003 Web Components Size  22.61MB

=] Microsaft Office Live Meeting 2007 Size  S1.46MB

icrosoft Office Professional Edition 2003

Sf‘ Microsoft Office Yisio Viewer 2003 (English) Size 19.57MB

@ Microsoft SQL Server 2000 Size 74.18MB

[ Microsoft SQL Server 2005 Size  157.00MEB

| Microsoft SQL Server 2005 Backward compatibility Size 26.18MB

d Micrasoft SQL Server 2005 Books Online (English) Size 123.00MB [
| Microsoft SQL Server Mative Client Size 4.16MEB

lj Micrasoft SQL Server Setup Support Files (English) Size Z20.60MBE
@ Microsoft User-Mode Driver Framework Feature Pack 1.0

([l Microsoft visual C++ 2005 Redistributable Size 5.21MB
ﬂ Micrasoft Yisual Studia 2005 Premier Partner Edition - ENL Size  154.00ME
Ld Microsoft Yisual Studio 6.0 Enterprise Edition Size  151.00MEB -

Click Change button. Select Add/Remove Features option and Click Next.

i'._%- Microsoft Office 2003 Setup =10 =]

Microsoft Office Professional Edition 2003 U

Maintenance Mode Options

&
g i~ dd ar Remowe Features
i_hange which Features are installed or remowve specific Features.:

im

a
d

Reinstall or Repair
Reinstall or Repair Microsoft Office 2003 ko its original skate.

feit]

Uninstall
Uninstall Microsoft Office 2003 From this computer.

@gra %dﬁ

= Bacl | [exk = I Cancel |

e Check the option ‘Choose Advanced customization of applications’ and click Next.
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i'-“!r" Microsoft Office 2003 Setup

Microsoft Office Professional Edition 2003

Zuskam Setup

select the Microsoft Office 2003 applications you would like to inskall.
Please deselect the Microsoft Office 2003 applications you would like to remove.

W [ Wword I+ Publisher
I+ Excel v fccess

I+ PowerPoink I+ InfoPath
Ly W Cutlook

InfoPath requires Microsoft Internet Explorer wersion 5.0 or laker.

v Choose advanced custornization of applications. i

Space Required on C: 1954 KE
Space available on C: 3759 ME

< Back | Mext = I Cancel I

e Select the option as mentioned in the below screen shot and Click Update.
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] 2 Microsoft Dffice 2003 Setup

Microsoft Office Professional Edition 2003

i Adwvanced Cusktorization

1 Choose update options for applications and tools.

- i= = | Microsaft OFfice InfaPath ;I
== = | Office Shared Features
- OfFice Tools

Run all F

Installed on Firsk Use

4 Mok & ailable

Descripkion
Primary inkerop assembly that allows Microsaft
Forms 2.0 programmability with \MET Frarmework
version 1.1,

Space Required on C: 1954 KB
Space Available on C: 3739 MB

Help | = Back I Update I Cancel

Now the assemblies added in the Assembly.

_loix

File Edit Wiew Faworites Tools  Help | :,'
Qo - 0 - 3| ) sewen i rowes |y 1) X | -
Address I[ﬁ CWINDOW S assembly j 5
Folders x | Assembly Mame 4 |'v';|
@ SpecificationTime ;I E@Microsoft.ExceptiDnMessageBox 9
) Test ﬂ@MichsoFt.JScript g_|
Bl (5 WINDOWS s Microsoft . mshtrl 7
) addins s@Micrasoft, MSXML g
la AppPatch ﬂﬁ'lMicrosoft.NetEnterpriseServers.ExceptionMessageBDx 9
I5) assembly s 1
) Config fdMicrosoft, Office. Inkerop, InfoPath 1
: : Hﬁ'lMicrosuft.OFFice.Inteer.InFDPath.XmI
2 Connection Wizar M b Office. Int _— Microsoft, Office, Interop. InfoPath, Vel
) Cursors b ILros0rt. TIce. Interop. Lwe PublickeyToken=71e%bcel11e9429¢
) cebug aﬁ'lMicrosuft.OFFice.Inteer.SmartTag T
) Downloaded Inst: aﬁ'lMicrosoft.OFFice.Interop.Wu:uru:l 1
@ Downloaded Prag 3&1Microsoft.Report\-‘iewer.Common a8
) Criver Cache 3@1Microsoft.Report\-‘iewer.ProcessingObjectModeI &
= phame hd 3@1Microsoft.Report\-‘iewer.WebForms G-
Kl | v ] 4 | >
|1 object(s) selected | | d Iy Computer S
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5.0 Non RVW Report Settings

The database connection details required for launching Non Rvw reports are obtained from
Deploy.ini  file  available in the web server under the path .\Program
Files(X86)\Virtualworks\IIS\ExtulnNonRVW” . Provide the following details with respect to the
database server.

<Server Name>

<SQL User ID>

<SQL Password>
<Application Database>

6.0 Email & Fax Integration

6.1 Email Interface

The email interface would generally be associated with application transaction reports.

(e.g.) After viewing a purchase order report in Crystal Reports viewer, the report can be emailed
to the supplier. So the emailing interface (In Crystal Reports viewer) is provided with a “send
email” button which enables the system to take the “to email id” from the transaction details
(masters) of the report and send the generated PO report as an attachment with the email.

Assumptions

The email interface needs following things to be pre-configured

e MS Outlook 2003 mail client needs to be installed in the Application server.

e One common Email account (Email administrator account for Ramco Aviation Solution)
needs to be configured for sending emails. All mails will be sent using this account.

e The outlook email profile should be active and open in application server.

e Report will be exported to PDF format and this will be attached to the mail.
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Email interfacing is provided with Crystal reports ActiveX viewer in Ramco Aviation Solution.

The users can open the report for viewing from the various screens of the application. On clicking
the report link, system opens those reports in the crystal reports viewer.

The crystal reports viewer is provided with a “Send email button” on the top and this viewer is
used as an Email interface.

When the user clicks the “send mail” button on top of the report viewer for sending email, the
system pops up the below shown dialog.
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/3 Crystal Report Mailer - Microsoft Internet Explorer =] ]
El
=
Crystal Report Mailer
From |rameshc@rsi.ramco.com
Ta Ijnhn@yahnn.cnm
cc|
BCC |
Subject ITest rmessage Subject
this is auto generated message from Ramco Awiation Solution ;I
Message
[
Send Mail
[

System defaults the senders mail id in the “From “field provided. This information is derived from
the login user’s information.

e Recipients mail id will be taken from the transaction data available in the report launched
in the viewer and the same will be defaulted in the “To" field.

e User can add any text in the subject and Body fields [optional]. System includes the
default message.

e User can add additional recipients in the CC and BCC fields etc.
e  On Completion of the email form user can choose the send mail button in the Form.

e The Web Server exports the reports to PDF document using Crystal reports RDC (Report
Designer Component).

e The Email administrator mail profile will be configured in the application server’s Outlook
2003 Client.

e System uses this Outlook Client Profile and sends an automatic mail to the identified
recipients with the generated PDF report as an attachment.

Implementation of Email Integration

Email integration approach is implemented using Crystal reports designer. Steps involved in
the process explained below.
Pre-requisites:

¢ An Email account for sending emails should be created in the exchange server.

e Outlook Client needs to be configured in the application server and it should be active.

¢ Installation of Ramco Aviation Solution needs to be completed.
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Installing Advance Security Outlook 2003

Install “Advance security for outlook 2003 in the Application server.

Please refer to the “Installation Manual (Readme.txt)” for more help on Installation procedure.
The outlook2003 client needs to be restarted after the installation of Advance Security.
Configuring

Launch the Ramco Aviation Application and Open the report where the Email Integration is
enabled.

Try sending a test report which will prompt the outlook advance Security warning as shown in the
below picture.

Advanced Security for Outlook =]

The following program iz tging to automatically send e-mail oh pour behalf
[through Outlook AP ]

Diezcription:  Wizual B azic
Copyrighl: Copyright € 1387-1992 Microzaft Carp.
File wersion:  B.0.81.76

:: File lozcaton:  C:\Program Filez‘\Microzoft Yisual Studio'WB32\wb

Stack Froperties

— Select an action tc perfarm

2 Elock access

= <all default handler

v Alsaws perfomn this action for this file

(] .4 | Help

Select “Allow Access” and option and Check the Checkbox provided in the bottom for “Always
perform this action for this file”

On selecting “OK” will set a action for Ramco Aviation Application as a trusted application for
outlook for sending a Email via outlook 2003 client.

Hardware and Software Requirements
Web Server

e Internet Information Server with Crystal Reports Enterprise Edition 9.0 or above
Application Server

e Outlook Exchange server Client 2003 needs to be configured for the email administrator
account of Ramco Aviation Solution.
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e  Outlook Advanced Security Component needs to be installed in the web server and
include the Ramco aviation application as a trusted application.This is required to avoid
security warnings from Outlook Object model guard while outlook automation.

Outlook Advance Security is a wrapper application for Outlook 2003 Client from mapilab.
Other Details:
Web site : http://mapilab.com/outlook/security/

Product Name : Advanced Security for Outlook (version 1.3)

License : freeware

(Advanced Security for Outlook is free for commercial and non-commercial use.)
Client

Crystal ActiveX Viewer for Viewing the Crystal reports

List of Transactions
In the following transactions the email interface will be enabled.

SI. No. Business Component Transaction

1 Sales Customer Order

2 Procurement Purchase Order

3 Procurement Repair Order

4 Procurement Pack Slip

5 Inventory Stock Issue

6 Sales Customer Goods Receipt
7 Procurement RFQ

8 Finance Remittance Advice Report
9 Finance Payment Advice Report
10 Finance Prepayment Invoice

11 Finance Customer Order based Invoice

6.2 Fax Interface

The Fax interface would generally be associated with application transaction reports.
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(e.g.) After viewing a purchase order report in Crystal viewer, the report can be sent as a fax to
the supplier so the Fax interface (In Crystal Reports viewer) is provided with a “send fax” button

which enables the system to take the “Fax number” from the transaction details (masters) of the
report and send the generated PO report as a fax.

Assumptions
The Fax Integration assumes and expects following things to be pre-configured.
The application from GFI Fax Maker will be used for sending fax.
So this application works along with the Exchange server 2003.
e GFI Fax maker Software needs to be installed in the Exchange server.

e (This can be installed in a separate machine and it can be configured in the exchange
server. Please refer to the Fax Maker Installation manual)

e MS Outlook 2003 mail client needs to be installed in the Application server.

e One common Email account (Fax administrator account for Ramco Aviation Solution)
needs to be configured for sending emails. All mails will be sent using this account.

o (Fax Integration expects an email to sent to the Fax humber instead of email)
e The outlook email profile should be active and open in application server.

e Report will be exported to PDF format and this will be attached to the mail.
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Architecture

Fax interfacing is provided with Crystal reports ActiveX viewer in Ramco Aviation Solution.
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a.:hdt'ﬁ.n atdléxch?ﬁg% serr:lver. the Fax requests to Fax maker server.
344 ISt oD EnClanee Fazx Maker Server would be configured
server. cai accept the requ_rests with & Modem, telephone an ather
far Faxes along with Emails hardware required for Sending Fax

Fax interfacing is provided with Crystal reports ActiveX viewer in Ramco Aviation Solution.

The users can open the report for viewing from the various screens of the application. On clicking
the report link, system opens those reports in the crystal reports viewer.

The crystal reports viewer is provided with a “Send Fax button” on the top and this viewer is used
as fax interface.
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When the user clicks the “send fax” button on top of the report viewer for sending a fax, the
system pops up the below shown dialog.
a Fax with Crystal Reports - Microsoft Internet Explorer - |I:I|5| |

To [Fax:514422354510

Subjact i’l’est message Subject

his is auto generated message from Ramco Aviation Solubon :J

Magsige

System defaults the recipient’s fax number information in the “To” field provided. This information
is derived from the Transaction details of the report.

e User can add any additional text in the subject and Body fields [optional]. System
includes the default message.

e User can add additional Fax recipients.
e On Completion of the form user can choose the send button in the Form.

e On Clicking the “send” button, the web server exports the reports to PDF document using
Crystal reports RDC (Report Designer Component).

e The Email/Fax administrator email profile will be configured in the application server’s
Outlook 2003 Client.

e System uses this Outlook Client profile and sends an automatic mail to the Fax Number
specified in the “To” field.

e The GFI Fax maker installs an add-on at Microsoft exchange server. This add-on enables
the exchange server to receive fax requests along with email.

e The user can send a fax by sending an email to fax number instead of a mail id.
Application server sends an email with fax number as a recipient.

e The fax request received by the Exchange server will be redirected to Fax maker server
by Fax maker add-on.

e The Fax Maker Software will be configured with a modem, telephone line and other
software and hardware required.

e The Fax maker processes the request and sends the fax using the modem connected to
it.

Implementation of Fax Integration
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Fax integration approach is implemented using Crystal reports designer. Steps involved in the
process explained below.

Pre-requisites:
e An Email account for sending email/Fax should be created in the exchange server.
e Outlook Client needs to be configured in the application server and it should be active.
¢ Installation of Ramco Aviation Solution needs to be completed.

Installing Advance Security Outlook 2003
Install “Advance security for outlook 2003 in the Application server.
Please refer to the “Installation Manual (Readme.txt)” for more help on Installation procedure.

The outlook2003 client needs to be restarted after the installation of Advance Security.

Configuring Advance Security
Launch the Ramco Aviation Application and Open the report where the Email Integration is
enabled.

Try sending a test report which will prompt the outlook advance Security warning as shown in the
below picture.

Advanced Security for Outlook |

The fallowing progran iz tiing to automatically zend e-mail on vour behalf
[through Outlook AP ):

Filz locaton:  C:AProgram Files'Microsoft Yisual Studio B 984vb
& Description:  Visual Basic

Copyrighl: Copyright 2 1987-1338 Microsoft Corp.

File wersior:  6.0.81.76

Stack Froperties

— Select an action ko perform

“ Allow access

¥ Block access

=|| Call default handler

= Abwoys perffomm bhiz action Far Hhis Fle

Ok | Help

GFI Fax Maker's Exchange server add-on needs to be installed and configured.

Select “Allow Access” and option and Check the Checkbox provided in the bottom for “Always
perform this action for this file”

On selecting “OK” will set an action for Ramco Aviation Application as a trusted application for
outlook for sending a Email via outlook 2003 client.
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Installing Fax Maker

Fax maker Software can be installed in Exchange Server itself or | can be installed in a separate
server and the same can be configured in the Exchange server

Please refer to the Fax Maker Installation Manual for Installation Procedure.

Hard ware and Software Requirements
Web Server

e Crystal Reports Enterprise Edition 9.0 or above
Application Server

e Outlook Exchange server Client 2003 needs to be configured for the email administrator
account of Ramco Aviation Solution.

e Outlook Advanced Security Component needs to be installed in the web server and
include the Ramco aviation application as a trusted application.

This is required to avoid security warnings from Outlook Object model guard while outlook
automation.

Outlook Advance Security is a wrapper application for Outlook 2003 Client from mapilab.
Other Details:
Web site : http://mapilab.com/outlook/security/
Product Name : Advanced Security for Outlook (version 1.3)
License : freeware
(Advanced Security for Outlook is free for commercial and hon-commercial use.)
Exchange Server
Fax Maker Server
e GFI Fax Maker
e Modem (connected to a Fax machine)
e Telephone Connection for sending a Fax

e Faxdrivers (if any)

Fax Maker Vendor Details

Vendor Name : GFlI

Product Name : GFI FAX maker for Exchange/SMTP (version 12)
URL : http://www.gfi.com/faxmaker/

Pricing Details

No of Users Package Price
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10 users FAX10 $695

25 users FAX25 $1,250
FAX50 $1,995

O} 50 users

100 users FAX100 $2,495

250 users FAX250 $3,450

500 users FAX500 $4,250

Unlimited users FAXUNL  $5,995

More Details:
GFI offers a fully working evaluation version for 30 days.
(This can be extended for another 30 days)
e Best fax integration available for mail server
e Minimal administration and user training required
e The most popular fax server, voted #1 by Windows IT Pro readers for 3 years.
e  Supports Windows 2000/XP/2003 running Exchange 5.5/2000/2003 and Lotus Notes
For latest information on pricing and feature list is available on the GFI's web site.
Client
Crystal ActiveX Viewer for Viewing the Crystal reports

List of Transactions

In the following transactions the email interface will be enabled.

Transaction Business Process
Customer Order Sales

Purchase Order Procurement

Repair Order Procurement

Pack Slip Procurement

Stock Issue Inventory

Customer Goods Receipt Sales

RFQ Procurement
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Remittance Advice Report Finance
Payment Advice Report Finance
Prepayment Invoice Finance

Customer Order based Invoice | Finance

7.0

Reports

To display logo in the base reports following settings has to be done in web server:

For other than Finance reports, logo can be placed in any folder and the path to be
configured in the CustomReporting.xml.

Please follow the below steps to configure this

Step 1).Create a folder in the path "\Program Files\VirtualWorks\IIS\Extui\". Suggest to
create folder with the name ReportLogo.

Step 2).Place the company logo file under the folder created in the Step 1.

Step 3).In the xml CustomReporting.xml which will be available in the path "..\Program
Files\VirtualWorks\IIS\Extui\ilrt", search for the report parameter "reportlogo” and the
attribute Value to be replaced with the path created in the Step 1.

Find the below example for the same:

<ReportDefaultParameters>
<ReportParameters>
<ReportParameter Name="reportlogo" Value="D:\Program
Files\VirtualWorks\IIS\Extui\ReportLogo\reportlogo.bmp" SubReportName="" />
</ReportParameters>
</ReportDefaultParameters>

In this example the folder created with the name ReportLogo and the logo file name is
reportlogo.bmp

For Finance reports following settings has to done.

Business Processess Finance Setup
Component : Organization setup
Activity : View OU-Company Mapping

Base Aviation Solutions Group Commercial In Confidence Page 35 of 70





¢

" ramco

Co-creala. Innovate. Win
Application Installation Guide
Field :Logo File Name - > Log file name will contains the drive and file name of the
logo.

For eg in this case, the logo file name displays the value “E:\RAH1.bmp” where “E:”
represents the drive and “RAH1.bmp” represents the file name.

Using the above information, the folder has to be created in E drive as E:\Program
Files\Active Marshal\llIS\Logo. And place the RAH1.bmp file in the same folder.

& VirtualWorks™ - Enterprise Application - Windows Intemet Explorer ¥ =
@Uv ‘[/ '|‘f‘)\ A Google P -
x |Google| | E| Y search+ ¢ (5 - o | @ sharer T 7 Bookmarks+ | Ay Check ~ ) Translate » & AutoFill + %" U Signln v

m = = »
5.7 Favorites (7, VirtualWorks™ - Enterprise Application f} - v [ mm v Pagew Safetyv Tools~ '@"

Business Process: Finance Setup User: RAHUSER Organization Unit: Republic Airways Role:RAH Role

o saeenTests &3 i T B 17 | @ & i Themese

Brabarr | HE 2l E @

,}. Business Process v .‘; Recent Activities » | Favourites »

=|v View OU Properties

Company Identity (4]
Status Mepped |V
Company Code RAH v Company Name Republic Arways Holdings Inc.,
Operator Code RP Logo File Name E:\RAH1.EMP
0Org Unit Details (4]
6 [4] poremmds todsar) [v][2] [x] ] BEo@am| [ - o
# O Unit# Crg. Unit Neme Station Name Address ID

Created by RAHUSER
Last Modified by RAHUSER

Created Date 07/27/2008
Last Modified Date 07/27/2009

Organization Setup -> View OU-Company Mapping \;) 58 Minute(s) 3:10:30 775PM

Q.Lu(a\intraﬂd\PrutedEdMude:Of‘f v Bl0% -

e For Non RVW reports, place the logos under C:\Windows\Temp

Ensure to give network service rights to the above folders mentioned in point a) and b) and follow
the steps below to provide the rights.
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STEPS FOR GIVING RIGHTS TO NETWORK SERVICE

(1) Right click the folder C:\Windows\Temp and select Properties option.

Temp Properties ﬂ E |

General | Sharingl Securit_l,ll Wieh Sharingl Eustu:umizel

_‘_'/I ITemp

Type: File Folder

Location: C:wIMDOwWS

Size: 53.3 ME (55,890,153 bytez)
Size on dizk: 537 MB [56,348 672 bytes]
Cantains: 185 Files, 15 Faolders

Created: Thursday, June 0F, 2007, 5:04:28 P

Attributes: Advanced...

(] I Cancel Apply

(2) Click the security tab in Temp folder properties window.
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Temp Properties ﬂ E |

| Wwieb Sharing I Custamize I

Group or uger hames:

E Administrators [Rak COWR 4374 dministrators] -
€3 CREATOR OwNER
ﬁ METwWORK SERVICE
ﬁ Power Uzers [RakCOWR 437Power L zers)

€7 SYSTEM -
4 | »

Add... | Bemaove |

Permizzions for Adminigtrators Allow Deny

Full Control

Fodify

Fead & Execute
Lizt Faolder Contents
Fead

hd
Faor special permizzions or for advanced zettings, Advanced |
click Advanced. —

QK. I Cancel | Apply |

IREEEEE
1000000

(3) Ensure that Network Service under Group or user names: section is having following
checkboxes are enabled under permissions section.
a. Read & Execute
b. List Folder Contents
c. Read
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tempproperies ——————_BE|

Generall Sharing  Security |Weh Sharingl Eustn:nmizel

Group or user names:

E Adminigtrators [RAMCOWR 437 dministratars)
€7 CREATOR OWwWNER
‘ HET'wWIOREK SERWICE
ﬁ Power Uzers [RAMCOWR 437 Power L zers)

€5 SvSTEM v
4| | »

Add... | Bemove |
Permizzions for METWORK,
SERVICE Allow Deny
Full Cantral =
kA cacdify

Head & Execute
Lizt Folder Contents
Read

=
Faor special permizzions or for advanced zettings, Advanced |
click Advanced. —

QK. I Cancel | Apply |

1I0EEEOO
1000000

(4) If the network service not exists under Group or user names: section, then click Add..
button.

(5) Enter “network service” in the text field as mentioned below and click Check Names
button.
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Select Users, Computers, or Groups ﬂ

Select thiz object tupe:

ILlsers, Groups, or Buil-in securnity principals Object Tupes

Erarn thiz location;

Irsimail.rsil.ramcn.cnm Locations

Enter the abject names to select [examples]:

network, service] Check Mames

i

Advanced. .. | ak. | Cancel

(6) Give network user name and password and click OK.

Enter Metwork Password
=

1 i ’L."'j‘

Enter the name and passwaord of an account with permissions
For rsimail.rsil.ramco. com.

For example user, user@example. microsaft, com, or
domainiuser name

Lser narme: I € rsiexdom| 2159 j J

Passwiord; I sesssnsnsnnnn

Ik I Zancel

(7) And also ensure that Network Service is having following checkboxes are enabled under
permissions section.
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a. Read & Execute

b. List Folder Contents
c. Read

Temp Properties ﬂ E |

Generall Sharing  Sesurty |Web Sharingl Eustnmizel

Group or user names:

E Adminigtrators [Fak COWR 437 A dministrators)]
€7 CREATOR OwNER
‘ HET'wWIOREK SERWICE
ﬁ Power Users [RakCOWMA3 7 Power Users]

€5 SvSTEM v
4| |

Add. .. | Bemove |
Permizzions for ME T ORE,
SERWICE Al Drery
Full Cantral =
b odify

Fead ¥ Execlie
Lizt Falder Contents
Read

1I0BEEOO
1000000

hd
For zpecial permiszionz or for advanced zettings, Advanced |
click Advanced. =

(] I Cancel | Apply |

(8) Click OK.
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8.0 Manage Consolidated Financial Statements Package

Refer the attached document for configuration and settings

]

DataPackage.doc

9.0 Automatic Material Movement Document (AutoMMD) Printing

The MMD Printing is associated with a material movement transactions like material issue, after a
material movement document is authorized, the respective warehouse in-charge will get notified
by a document printed at the printer located in that warehouse.

The notification can be an email to the warehouse in-charge.
Architecture
Building MMD Print Queue

On Clicking the MMD Printing for selected transaction from the Ramco aviation Solution, The
system identifies the report associated with that particular transaction and finds the warehouse —
zone information associated with that transaction (warehouse printer).

The warehouse — Printer mapping information is maintained in the server. Using this metadata

the system identifies the warehouse —zone and printer where the document needs to be printed
and updates the information in a MMD Print queue. The MMD Print queue collects all the MMD
print requests and maintains the same.

MMD Processing
MMD processing is executed by a scheduler.

A Scheduler will be designed to process MMD queue in will be installed and configured with a
time interval to process the MMD queue.

The scheduler processes the queue by creating Crystal reports Object and opens and executes
the reports identified in the MMD queue.

The queue also contains the information like warehouse/zone and printer information.
Scheduler prints the selected report in the specified warehouse printer.
Sequence
e Application Clients request for MMD printing.
o Data base find the warehouse and printer information add the request to the MMD queue.

e A scheduler will be installed in the web server to processes the MMD queue and prints
the report in appropriate printer.
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e Database maintains the metadata for Warehouse-Printer mapping for all the identified
warehouses.

e All the warehouse/zone printers will be shared or drivers will be installed in the web
server.

e The Crystal reports RDC (Report Designer Component) will be used by the scheduler to
process and generate the report and to send it to the appropriate printer.
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Hard ware and Software Requirements

Hardware

All the warehouse printers to be shared or printer drivers needs to be installed and configured in the web
server.

All network warehouse printers need to be part of the same intranet.

Software

Web Server:
e Printer drivers for all the printers to be installed and configured in the web server.
e Crystal Reports and Crystal RDC Component.

Implementation of MMD printing

MMD printing is implemented by configuring all the warehouse printers in the web server.
e Share the printers located in the warehouses where the MMD printing is enabled.
e Configure the printers the in the web server as a Network Printers of the warehouses.

¢ Install Printer drivers in the web server for printers where installation of printer drivers is
mandatory.

¢ Please print the test page for each printer before using MMD. This is to ensure the printer driver
installation completeness.

e Prepare and upload the metadata for warehouse- printer mapping for all the printers and
warehouses.

e Printer Name in the metadata should be same as the printer name configured in the web
server.(any change in this name should be updated in the metadata table)

¢ Install and configure the scheduler in the web server.

e Add code to insert MMD request in to the MMD queue table in the database where the MMD
printing needs to be enabled.

MMD Approach

Automatic MMD printing is developed for printing the MMD document in the warehouse/Zone printer as
and when the document is authorized. Following are the main points.

MDCF excel sheets are used to capture the following option setup and printer setup information.

1) Metadata: - Transaction type is metadata

2) Option setup: - captures the details like printing level, transaction type printing, report name,
printing enabled (yes or no) etc

3) Printer setup: - captures the details of the printers mapped to warehouse and zone
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Following are the important advantages.

1) Document can be printed in multiple printers based on the printer setup for warehouse / zone

2) Transaction based printing: - If transaction based printing is specified for a particular
transaction then separate printer can be specified for this transaction at warehouse/ zone level.
Otherwise irrespective of the document type, printing will happen in the printer(s) specified for the
warehouse/Zone

3) Printing level can be specified as warehouse or zone level for each document type. If printing
level is warehouse for a document then printing will happen in printer(s) mapped for that warehouse.

4) If printing level is zone and printer is mapped for the zone then printing will happen in zone
printer, if printer is not mapped for the zone then printing will happen in warehouse printer(s)

5) Separate report format can be used for each document type.

How auto MMD works

Setup information captured in following tables
MMD_MMDTRNTYPE_TRANS_TYPE metadata
MMD_MMDOPTSET_OPTION_SETTING Option setup
MMD_PRINTER_SETUP Printer setup
Steps

During the authorization of the document the sp MMD_DOCUMENT_LOG_INSERT_SP is called which
will insert the details of the document in the table MMD_DOCUMENT_LOG with flag either as ‘W’
(Waiting for printing) or ‘H’ (Hold)

MMD scheduler has to be executed from App server. This can be configured to run continuously or in
fixed interval. The scheduler calls the sp MMD_Document_Fet_SP, this will fetch the detalils like
document no, document type, line no ( if any), printer name etc if printer is mapped for the warehouse/
zone and MMD printing is enabled , otherwise the flag is set to ‘E’ (Error)

Scheduler will pass the output of the sp to crystal report file and it will call the sp
MMD_RPT_MMDDOC_SP, this will populate the data for the reports. Now the report is ready with data

Scheduler will send the report to the printer(s) (returned by the sp) and the document will get printed in
the printer(s). If the printer is not physically available then the scheduler will update the flag to ‘E’ (Error)
else the flag is updated to ‘P’ (printed).

Capturing master data using MMD MDCF

1) Provide RM server login information in the login page of MDCF
2) In the option setup page specify options for each transaction type as follows

Transaction type - Combo loaded with metadata.
OU - OU Instance
MMD Enabled - Combo loaded with Y and N.

Level - Combo loaded with WH and ZONE. Based on this MMD will be printed In WH or Zone for
the transaction type.
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Report Name - Enter complete path of the report file. (Provision for using different report file fg@hnco
transaction type is provided).

For tran type ‘GRCPT’ report name is GRSDoc_F _Ent_CreateRetWH.rpt.
For tran type ‘MRAOG’ report name is Pending. AOGMR_ Automatic.rpt.

For tran type other than the above mentioned the report name is
StockManagementReports_Automatic.rpt.

Transaction Based Printing — Combo loaded with Y and N. Select whether the printing is based on
transaction or not.

Modeflag- Select modeflag based on the task

In the printer setup page provide following details
Warehouse # - Warehouse No

Transaction Type — Combo loaded with metadata. Select the transaction type only if the transaction
based printing is selected in the option setup

Warehouse OU — OU instance of the warehouse
Zone #- Zone number. (For the warehouse printer leave zone # as blank)

Printer Name — Name of the printer (In case of network printer give printer name alone. In case of shared
printer give \machinename\printername). Use printers option in the control panel for identifying printer
names

Use Fetch, Upload and Validate buttons for the corresponding task.

How to configure MMD scheduler
1) Install windows service based MMD scheduler in the web server by referring the Readme.txt
available in the folder ..\ CD6 — Tools\ MMD\MMD SERVICE

2) Run the table scripts under the table folder in RM server in the database avnappdb (This may be

already installed as part of database dump restoration or script based installation)

3) Run SP scripts under SP folder in RM server in the database avnappdb (This may be already

installed as part of database dump restoration or script based installation)

4) Run metadata script under the folder Metadata in RM server (This may be already installed as part

of database dump restoration or script based installation)

5) Copy the relevant rpt file under the folder path mentioned in the table
MMD_MMDOPTSET_OPTION_SETTING in web server

6) Automatic MMD can be printed in both network printer and shared printer. Install network printers

in app server using correct printer driver and establish connection to the shared printers
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7) Launch the application after uploading configuration information through MDCF-. C;mco

8) Check the MMD service(RamcoAutoPrintMMDService ) is started and MMD will be printed in the

printers based on the configuration and the document.

Trouble shooting Guide

1) Make sure that option setup is provided

2) Make sure that printer setup is provided

3) Check any record is available in the table MMD_DOCUMENT_LOG with value ‘W’ in the
MMD_FLAG column.

4) |If record available in step 3 then execute the sp MMD_Document_Fet SP in the RM server. This
will show the records that will be printed by the scheduler. If it is not giving any records as output
then problem with printer setup or option setup. Check the MMD_FLAG of the records, it will be
updated to ‘E’ (Error)

5) If records available in step4 then execute the sp MMD_RPT_MMDDOC_SP with the output of
step4. If this is not giving any records. Problem with document.

6) If record available in step 5 then either the name of the printer specified is incorrect or the printer

is not physically available.

10.0 Barcode Label Printing

The Barcode printing process would generally be associated with a business transaction (e.g.) After a
pack slip is created for shipments to a customer, a bar-coded pallet shipping label needs to be printed
and fixed on the carton. Ramco Aviation Solution has Barcode labels linked with transactions.

To print the label through these screens, user has to select the transaction details, (for example, the Pack
slip number) and then press the Barcode printing button, to print the Barcoded label.

Before making use of the feature, the Barcode label printing software (DYMO label writer printer and
Printer drivers) has to be installed and configured

Architecture
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Initially a barcode label design layout is created using Crystal Reports Designer. This will be deployed as
a report in the web server. This is a WYSIWYG interface for the barcode label.

On clicking the barcode label-printing button on the Ramco Aviation application client, the web server
receives the request and processes the same by interfacing with the Application server and database.

The database and application server fetches the data required for generating barcode label. Then the
web server sends the data to Crystal reports server.

The Crystal reports server uses the deployed barcode label report and generates the barcode label.

The generate barcode label would be sent back to Ramco Aviation Solution client and Crystal reports
Active X Viewer would be used for displaying the report to the end user.

The Crystal Reports Active X viewer is provided with a “Print” button, this can be used for printing the
label to DYMO label printer configured in the network.

The report generates separate printable page for each label.

When the user selects the label report for printing in the ActiveX Viewer, the system prompts dialog box
with the printers configured in the user’s client machine.

User needs to choose appropriate DYMO label printer to print the barcode label.

Hard ware and Software Requirements
HARDWARE
Web Server:

e DYMO Label writer (Label printing device)
(Model DYMO Label Writer 330 Turbo)

Printers can be configured in different workstations and can be accessed via other workstations
connected in the same network.
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SOFTWARE @

ramco
Web Server

e Internet Information Server with Crystal Reports Enterprise Edition 9.0 or above.
Client

e DYMO Label Printer Drivers.(Model DYMO Label Writer 330 Turbo)
(Drivers version should match with the network DYMO printer model)
e Crystal Reports ActiveX Viewer.

e Barcode font

Installing the DYMO Label Writer

DYMO Label Writer printer shipped with a Quick Start Guide and User Guide.
Follow the instructions in the Quick Start Guide and User Guide to install your DYMO label printer.

Implementation of Barcode

Barcode integration approach is implemented using Crystal reports designer. Steps involved in the
process explained below.
Prerequisites
e DYMO Printer drivers for Turbo 330 to be installed in the machine where the report is designed.
e Barcode Font Example: Free 3 of 9 Extended
o TTX file for Database connection with sample data.
Report Design
1. Use a new report from file menu of the Crystal report and follow the sequence explained below.

The following popup window appears and choose Mail Label wizard.

Crystal Reports Gallery

— Create a New Ciystal Report Document

;!% i+ Using the Beport “wizard

D i~ &z a Blan< Report

— Choosze a Wizard

Standard
% Crozs-Tab

i ail Label = s

Guides the creation ol a report with multiple columns. Commonly
uzed to create a shest of address labels.

aF I Cancel I Help I
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2. Proceed with the mail label wizard and specify the appropriate ttx file for (Filed Definitio
report and choose next.

Choose label type in the next step in the wizard.

O Mailing Labels Report Creation Wizard [ X|
Label
Chooge the label type =l
Mailing Label Type: |User-Defined Label j
— Label Size: Gap Between Labels: ———————————
Wwfidth: |4.DIJD in Harizontal: ID.'ISB in
Height: |2.3'I in Wertical: IU-UUU in
— Page Margins:

Top: ID in Bottom; |u in
IU in Blight: IU in

Left:

r— Printing Direction Humber of Labels:
= Acrozs Then Down Across Page: 1
(o Down Page: 1

< Back | et = | Finizh I Zancel Help

3. Specify the following setting in the wizard
Label Size:
Height : 2.31
Width : 4.00
Horizontal Gap Between Labels: 0.313

Page Margins:

Left Margin: O

Right Margin: 0

Top Margin: 0

Bottom Margin: 0
4. Paint the Report as per Business Rule and follow the following important steps to get the label in each
page.
5. In Report menu select Section Expert, select details and in common option check the option a) New
Page Before and b) New Page After, to get the each Label in page wise.
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6. Specify the following printer setting.

1. Paper Size: 30256 Shipping

2. Orientation: Landscape
Save the report and complete the barcode label report.
7. Sample Label Report is attached for reference.
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Accessing and Printing Label
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Login into Ramco Aviation Solution and Navigate to the transaction where barcode printing ha eamco
enabled.

Click on the link to launch the report.

The generated barcode report can be viewed in web browser (as shown in the below picture)

2 Active Server Pages - Server Diiject - Microsolt [Rernel EIOTEr = _al@]xi
Be €% yw Fwertes [ooh el | =
@bk ~ &) - o) (7] (0] M sewch DFavortes 1| (e ca o< L0
| Aekiress [ 8] b ramentestsryoest S0P ERARCO0E 2 SamplebarCnde a0 =B ww
[f % & & §F i ] |4 4 1 ek bovom |[ea | —c’;l',",h":.ié
Previes |

GROGOOID 7005 ANDacs :{

Past ¥+ 501.ENG.LIOY

EMGINE (LH}
Duantity 100

lele] ;l':l -
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On Selecting the print button system prompts for the printer to choose.(see the picture below)
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From the list of printers choose appropriate DYMO printer and click on OK to complete the printing.

List of Transactions
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In the following transactions the barcode printing will be enabled. @co

Business Process Business Component
Procurement Goods Receipt
Inventory Stock Issue

Component Work Order

Maintenance Report

Maintenance Hangar Work Order Report
Maintenance CWO Time Sheet Booking
Maintenance HWO Time Sheet Booking

11.0 Ezee View

Ezee view feature is used to develop Part Supply Chain Performance feature. In order to make this
feature enable new component “SPEXECUTOR” has also been provided. For this new component,
Ouinstance to component mapping need to be provided through Deployment work bench. Once the
mapping for this new component is completed, ensure to generate the config generator deliverables and
deploy the same.

12.0 MCR Status Report Client Settings

To View MCR Status report, Microsoft Office (Version 2003) is required in client machines. While
installing Microsoft Office 2003, the Option “Install Microsoft Office Web Components” should be selected.

Note: Microsoft office web components come as an Add-in package with Office 2003 Installation
CD.

If Microsoft Office 2007 is already installed, then the Microsoft Office Web components can be installed
through Control Panel -> “Add or Remove Components” program option.

13.0 Netronics Client Settings

Applications that intend to use Netronic Gannt Chart - Planning board function, have to install the
following viewer utility in all Client machines.

Run the installation package “vcredist_vs2005spl_x86.exe” available in the folder .\CD4 - Manual
Deployment\Netronics-Client in all client machines where NETRONICS Gannt chart is required.

If Netronics Gannt chart is already present in client machines, follow the below steps to uninstall the older
version:
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a. If the control is manually installed from vcgantt.cab file; then manually unregisgh@rgco
corresponding vcgantt.ocx file and delete all associated files.

b. If the control is automatically installed to Downloaded Internet Programs; then it has to be
manually uninstalled by visiting IE’'s Downloaded Programs page.

When next time user visits a page containing NETRONIC ActiveX object embedded in it, the control will
get automatically installed to Downloaded Programs space of IE.

Note: Please note that before this step ensure to complete the steps mentioned under the section

5.5 Object Attachments Client Settings

14.0 Object Attachments Settings

For Object Attachments feature, a folder to be created for storing the document repository in the FTP
server. If the application is hosted, FTP server also needs to be hosted.

The following Client Settings need to be done for Object Attachment.

i. Setting up Internet Explorer options
At the onset, you must define the Client settings in the IE 6.0 and above as listed below.

1. From the Internet Explorer, select Tools menu.
2. From the Tools menu, click the Internet Options.

3. From the General tab, select the Settings in the Browsing History cluster.
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21

General | security | Privacy | Content | Connections | Programs | Advanced |

Horne page
/? To create home page tabs, bvpe each address on its own line,
= 15 =
[
Use current Use defaulk | Use blank |

EBrowsing histary

"l_ Delete temporary files, history, cookies, saved passwords,
v ,I and web Form information.

Delete... | Settings |
Search
p Change search defaults, Settings |
Tabs
Change how webpages are displayed in Settings |
tabs,
Appearance
Colars | Languages | Fonts | Accessibiliby |

ok I Cancel | Ll |

ii. Select the ‘Check for newer versions of Stored Pages’ as “Every time | Visit the webpage”

i Temporary Internet Files and History Settings ﬁ

— Temporaty Inkernet Files

Internet Explorer stores copies of webpages, images, and media
fFor faster viewing later,

Check for newer versions of skored pages:

o Ewvery kime I wisit the webpage:

£ Every time I start Internet Explorer
" Aukomatically
. Mever

Disk space ko use (5 - 1024MB): o959
(Recommended: 50 - 250ME)

Current location:

CiDocuments and Settingsikarpagamtilocal Settings) Temporary
Internet Files)

Move Folder. .. iew objects Wiew Files

— Hiskary:

Specify how many days Internet Explorer should save the lisk
of websites you have visited,

Daws bo keep pages in history: 20 -

QF I Cancel I

iii. From the Security tab, select the Trusted sites and then click Sites button.
iv. Add the application URL and FTP server URL to the list of trusted websites.
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Trusted sites rz ramco

y You can add and remowve websites From this zone, all websites in
% this zone will use the zone's security setkings.

Add this website to the zone:
[1 Add

Wiebsites:

fep:ffrsifbp.ramco. com Remove
http: /202, 144.30.124

[ require server verification (https:) For all sites in this zone

Close

V. From the Security tab, select the Trusted sites and click Custom level... button.

Internet Options

Gereral | SEcUrity |Privacy Content | Connections | Progranns | Advanced

Select a zone to view or change security settings,

@ © / ©®

Internet Local intranet  iiE Restricked
sites

Trusted sites
J This zone contains websites that you
h trust not ko damage your computer or

wour Files,
‘ou have websites in this zone,

Security level For this zane

Custom
Zuskom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[ Custom level. .. ][ Default level ]

[ Reset all zones to default level ]

I [s]'4 ] [ Cancel Apply

Vi. In Reset custom settings, select the “Reset to:” to Medium-low or Low and click the Reset
button.
Vil. Enable all ActiveX controls and Plug-ins as shown in the next picture.
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Security Settings Jicd 24| [l 5= curity Settings i |
Setkings: Settings:
and plug-ins s @ Run ActiveX contrals and plug-ins ;l
[‘] Download signed AckiveX controls O Administrator approved
O Disable O Disable
(&) Enable & Enzhlz J
€ Prompt O Prompt
@ Download unsigned Ackivey, contrals @ Script Activer contrals marked safe For scripking
O Disable O Disable
{2} Enable () Enable
{O Prompt O Prompt
-
@ Initialize and scripk Actives conkrols not marked as safe [ Downloads
) Disable @ File download
& Enabls {2 Disable
{2 Enzhlz
no P:DTF'tU bunl Aelim hd [R5 Cont domlood _ILI
« [ b | | >
—Reset custom settings —Resek custom sekkings
2 - Resek
Reset bo: |Medium-low LI Reset | Fzest D IMechum lows LI —I

o]

Cancel |

o1

Cancel I

Viii.
check box.

Base Aviation Solutions Group

Commercial In Confidence

From the Advanced Tab, select the Allow Software to run or install even if signature is invalid
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Internet Options

General || Security || Privacy | Content | Connections | Programs Advanced

Settings

= Prinking F
[ print backaround colors and images
# Search From the Address bar
() Do not search From the address bar
(®) Just display the results in the main windows
% Security
[] allow active content From COs bo run on My Compuker®
[ allow active content ko run in Files on My Computer®
|P.I|0w software bo run or install even if the signature is invalidk
heck for publisher's certificate revocation
[] <heck for server certificate revacation™
heck for signatures on downloaded programs
[ Do not save encrypted pages ta disk
["1 Empty Temporary Internet Files folder when browser is close ™

*Takes effect after wou restart Inkernet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all kermporary Files, disables broveser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

[ Ok ] [ Cancel
iX. Select Pop-up Blocker in the Tools menu.
X. Select the Turn-off Pop-up Blocker, if it is turned on.

15.0 Schedulers to be configured

The list of schedulers as mentioned in ‘Scheduler Job List’ annexure document need to be configured as
SQL Job in RM Server.

To create a new Job, Follow the steps below:

a. Connect to SQL 2008 Object Explorer using sa user.
b. Start the SQL Server Agent. If it is in stopped status, then right click on SQL Server Agent and

Click Start
c. Expand SQL Server Agent, right click on Jobs. Give the name of the Job in the “Name” text box.
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d. Click on “Steps” from the left pane of the new window job. Click on “New” push button.
step window pops up. Give the Step name and select the Database from the database combo.

Command text field, specify command to be executed and click on OK push button.
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e. Click on Schedules from the left pane of “New Job” window and click on “New” push button. A

“New job Schedule” window pops up. Specify the name of the job in the Name text field. Ensure that
Enabled check box has been enabled. In the frequency section, specify the frequency of occurrence
from the Occurs combo. In the Daily Frequency section, click on “Occurs every” radio button and
specify the required timings from corresponding list boxes and combo. Under Duration section,

specify the start date and required End date and click on OK.
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f. Click on OK to finish the Job.

16.0 Scripts to be run

e Below Script to be run in RM server in master database for providing permission to 'OLE
Automation Procedures',

The below script to be run if the feature in component “Issue Tools” under Facility Management
and if “Authentication for Tools Issue” is set as Required.

sp_configure 'show advanced options', 1
GO

RECONFIGURE

GO

sp_configure 'Ole Automation Procedures’, 1
GO

RECONFIGURE

GO
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e Permissions to set ramco

use msdb

GRANT EXEC ON sp_add_job TO PUBLIC

GRANT EXEC ON sp_add_jobstep TO PUBLIC
GRANT EXEC ON sp_add_jobserver TO PUBLIC
GRANT EXEC ON sp_start_job TO PUBLIC

e Service broker

The Service Broker infrastructure has been implemented for forecast operations in order to
schedule & perform the voluminous data processing operations by using multiple asynchronous
gueues with scheduled conversation handle/ delays in order to manage maintenance operations
without using SQL Server Agent. This gives provision for flexible scheduling of work, which can
translate to big improvements in both performance and scalability.

1. Stop and start the sql service

2. Execute below queries in application db

Declare @DBname nvarchar(50)
SELECT @DBname = DB NAME(Q)
exec ("ALTER DATABASE " + @DBname + * SET TRUSTWORTHY ON*®)

exec ("ALTER DATABASE " + @DBname + " SET ENABLE_BROKER")

17.0 Synonym Scripts deployment

If the restored Database names for Aviation application, Workflow and HRMS application are different
(other than “Avnappdb”,"WFM40” and “HRMS40" ) then the following synonym scripts need to be
executed in mentioned order.

The scripts need to be run in a specific sequence and in specific databases as mentioned below:

1. Manual Deploy R63C_GEN_01 SP1 - To be executed in HRMS database if the database name is
other than HRMS40

2. Manual_Deploy R63C_GEN_01 SP2 - To be executed in Aviation Application database if the
database name is other than AVNAPPDB

3. Manual_Deploy R63C_GEN_01_SP3 - To be executed in Aviation Application database if the
database name is other than AVNAPPDB

4. Manual_Deploy R63C_GEN_01_SP4 - To be executed in Aviation Application database if the
database name is other than AVNAPPDB

5. Manual_Deploy R63C_GEN_02_SP1 - To be executed in Aviation Application database if the
database name is other than AVNAPPDB

6. Manual_Deploy R63C_GEN_02_SP2 - To be executed in HRMS database if the database name is
other than HRMS40
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18.0 MDCF Settings

Steps to be followed for MDCF Upload

This is a utility that can be used to upload data in Virtual Works environment. It can be very useful for
upload of master data. This would simulate firing of a RVW Service. This will not do screen navigation of
any sort.

Server prerequisites:

1. MS Office to be installed in the Web server.

2. Upload should be performed from WEB SERVER only.

3. Before Registering the Dlls in Web Server, DLL reference should be removed from Macro
References in Excel.

Settings in Web server:

1. Make sure the Clientsocket assembly and the VirtualWorksRT assemblies are present in the GAC -
c:\windows\assembly.

2. Register these two assemblies using the REGASM command. Refer the physical files under the
GAC_MSIL folders.

e.g.,

For 32 Bit Servers

In the command prompt: for registering clientsocket assembly
c:\>cd c:\windows\assembly\gac_msil
C:\WINDOWS\assembly\GAC_MSIL>cd clientsocket\1*

C:\WINDOWS\assembIly\GAC_MSIL\Clientsocket\1.4.3.12__3a721247b727f8b9>regasm
/tib:clientsocket.tlb clientsocket.dll

Microsoft (R) .NET Framework Assembly Registration Utility 2.0.50727.42
Copyright (C) Microsoft Corporation 1998-2004. All rights reserved.

Types registered successfully

Base Aviation Solutions Group Commercial In Confidence Page 64 of 70





Assembly exported to 'C:\WINDOWS\assembly\GAC_MSIL\Clientsocket\1.4.3.12_ 3a7212 Cr;mco
47b727f8b9\clentsocket.tlb', and the type library was registered successfully
3) Register the Virtualworksrt assembly also as shown above.

4) If there are any issues - Check in the Macro project references whether these two assemblies are
selected.

5) EXCEL.EXE.config needs to be copied into the folder where EXCEL.exe is present
(This step should not be done for MS Excel 2007 and later versions)

For 64-Bit Servers:

(Note the difference in the path from where REGASM.EXE is invoked)

In the command prompt: for registering clientsocket assembly

c:\>cd c:\windows\assembly\gac_msil

C:\WINDOWS\assembly\GAC_MSIL>cd clientsocket\1*

C:\WINDOWS\assembly\GAC_MSIL\Clientsocket\1.4.3.12_ 3a721247b727f8b9>"C:\WINDOWS\microso
ft.net\Framework\v2.0.50727\regasm.exe" /tlb:clientsocket.tlb clientsocket.dll

Microsoft (R) .NET Framework Assembly Registration Utility 2.0.50727.42

Copyright (C) Microsoft Corporation 1998-2004. All rights reserved.

Types registered successfully

Assembly exported to 'C:\WINDOWS\assembly\GAC_MSIL\Clientsocket\1.4.3.12__3a7212
47b727f8b9\clientsocket.tlb’, and the type library was registered successfully

3) Register the Virtualworksrt assembly also as shown above.

4) If there are any issues - Check in the Macro project references whether these two assemblies are
selected.

5) EXCEL.EXE.config needs to be copied into the folder where EXCEL.exe is present (This step should not
be done for MS Excel 2007 and later versions)

After doing the above setting, DLL reference are not there in the Macro References then do the
following settings else ignore the below settings.

Registering DLLs with RegDIIApp Exe

(1) Copy the embedded exe into your Web Server and run the same.
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(2) Click the button Register — REGASM button under VirtualWorksRT DLL Path. C ramco

(3) Click the button Register — REGASM button under CleintSocket DLL Path.

W

RegDIlIApp.exe
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19.0 Planning Board Client Level Settings

In IE 8, by default it has been set with a IE 7 Compatibility for Intranet Sites. Please do the following
settings in IE 8 to remove this.

Click Tools -> Compatibility View Settings

/= Blank Page - Windows Internet Explorer == x|
DR =
ol o |l abourbiank [=1)[#2 /| >< | [&¥ &ing P~
Fle Edit View Favorites | Tools Help
n Delete Browsing History... Ctrl+Shift+Del g = »
Fawarites @ Blark Page =[]~ | == -~ Page~ Safety~ Tools = -
% InPrivate Browsing Ctrl+shift+P -8 = L
Reopen Last Browsing Session =l
ElLike
InPrivate Fikering Chrl+Shift+F
InPrivate Fitering Settings
Pop-up Blocker »
SmartSereen Filtsr »

Manage Add-ons

Cormpatibilty Yiew

Sutiscribe b this Feed...
Feed Discavery: >
Windows Lipdate

Daveloper Tools Fi2

Windows Messenger
Diagnose Connection Prablems. .

Internet Options

|
Far HI0% v g
@ (& |0lS Maessft 0., +| %3 Remotee... <|[ (@5 nternet k... - 4 Microsoft 5oL ... | 98 windows ... -] B Rel.3.0.4[2)2...| B3 Adobe Rea.. | T Untitied- hote. ., | L2 Tasem
a&

(i visual sources.... | ) contacts Sep2... | 3] sste04 [Read-.. | a2 Process suppor...| (2] Microsoft Offic... | 8] s-supplementa... | 4 2-Paint | |9 wednesday
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Un-check all the three check boxes in Compatibility View Settings page and make sure that applicationco
URL is not exists in the list of Web Sites added for Compatibility View.

Compatibility ¥iew Settings El

I/_Jﬂ You can add and remove websites to be displaved in
& Compatibility Wigw,

add this website;

Websites vou've added ko Compatibility Wiew:

fdd
| Bemove I

Remove the application URL from this

list if already exists.

=

nclude updated website lisks From Microsoft
isplay intranet sites in Compatibility Wiew

isplay all websites in Compatibility Yiew

S : Close |

Un-check all the check
boxes.
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20.0 Favorite Activities Settings

By default the count for the no. of favorites would be set to 10. This can be increased by changing the
"ParameterValue" for the ParameterName “UserFavoritesCount” in "FW_Admin_System_Parameters"
table in deployment database.

21.0 Paper Size Settings for Reports

Following settings to be done for the Paper size for Reports:

(1) Setting needs to be modified in CustomReporting.xml configuration file available under
JIS\EEXTUNILRT.

(e.g.) E:\Program Files (x86)\VirtualWorks\IIS\ExtUNLRT\CustomReporting.xml

(2) If you want to set "PaperA3" as your default paper size then its correspinding value is "8" (Note: This
value can be obtained from the above xml based on the paper size)

(3) Traverse to this XML node <NewPaperSizeForAllReports>.

(4) New NewReportPaperSize value needs to be changed as 8 wunder XML node
<NewPaperSizeDefault>.

(e.g.)
- <NewPaperSizeDefault>
<New NewReportPaperSize="8" />

</NewPaperSizeDefault>

(5) The above settings will be applicable for all reports irrespective of OU, Role. Report paper size can be
set Role Specific, OU Specific and both Role OU Specific and also report specific.
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1. Introduction ramco

This installation guide provides necessary guidelines and steps that have to be followed for installing the
Ramco Aviation application suite.

This installation comprises the following major steps:

e Installation of Ramco Aviation Solution Business components through dump restoration
methodology

e Manual Settings in Web, App and RM Servers

e Configuration of application Utilities

2. Installation of the Application -Dump Restoration Methodology

2.1 Prerequisite

Installation of Virtual Works RunTime(RT) and related setting in IIS.

2.2 Web & App Layer

Steps to be followed in Component Deployment:

1. Extract.\\CD2 - FE\lIS.rar files in the following path of Web Server.
....\Program Files(x86)\VirtualWorks\

The extracted IS Folder contains all component folders and Activity Assemblies Folder. Each
Component Folder contains .htm,.js,.aspx,.rpt files.

All Component activity dlls are available in the Activity Assemblies Folder.

Note: After extracting IIS.rar to Virtual Works folder, drag and drop the following dlls into GAC
from the path “...VirtualWorks\lIS\pIf_gac”

e Exceldll
e |CSharpCode.SharpZipLib.dll
e |textsharp.dll

2. Extract..\\CD2 - FE\\Servicedll.rar and ServiceDlls.rar file in the following path of App Server.

....\Program Files(x86)\VirtualWorks\

The extracted Service dll folder contains Service dll of all components and net modules
component wise.
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These entire dot net Service DllI's are required to be registered in Global Assembly Ca@
register these DII's follow the below given steps. e

For Aviation components double click the AvnBatchGen.vbs available in .\CD2 - FE\Tools and
provide the path of servicedll (..\\Program files(x86)\Virtual Works\Servicedll), it will generate a
batch file named "RegDIIsGAC.bat”. Run the batch file "RegDIlIsGAC.bat".

For HRMS components double click HRMSBatchGen.vbs avaiable in .\CD2 - FE\Tools and
provide the path of servicedlls (..\\Program files(x86)\Virtual Works\Servicedlls), it will generate
one batch file in name "RegDIIsGAC.bat" and run the same.

3. To set the environment path for ITK as below:
In advanced tab of My Computer -> properties -> Environment variable add New System Variable
name as _ITKPATH_ and Variable Values as  ...\Virtual Works\IIS\ExtUi. Refer the screen shot
below:

Note: This step needs to be added in Web Server.

Mew System ¥Yariable B |

Yariable name: I _ITERPATH_

Yariable walue: I D:\Program Files\virtualworks) IS4 ExkLi|

(e I Zancel |

Crystal Report Setup:

1. Crystal Report should be installed in the web server
2. Afterinstalling restart the web server
3. Open the crystal report designer and perform the following steps

a. Click on the blank report

b. In the database expert click on the Create New Connection - More Data sources >
Field Definitions Only. Click OK.
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¥ Database Expert " ramco

Data |

Browse the data source for the tables you want to add.

[Mate: to edit the alias for a table, zelect the table in the "Selected T ables' ree and click on it or
press the F2 key]

Ayailable Data Sources; Selected T ables;

A My Connections -
[El L] Create Mew Connection
[ Access/Excel [DA0]
[aaCT!
[JADDMET [ML) >
[CACOM Connectivity
[ Database Files
[[Exchange 5.5 Message <
[[Exchange Message Tre
B :Ficld Definitions Only
[CAFile System Data
[[Java Beans Connectivil

(JJDEC [UNDI) .
Cl I | ;IJ

<X

2k, I Cancel | Help |

c. Crystal will automatically install its required deliverables (on demand).
After above settings are completed, some specific settings are there related to Crystal Report Edition
(Developer or Server). Please find those settings in the following embedded document.

Document Name Document Attachment Reference Sections
12-Crystal Report Settings.docx @_] All

12-Crystal Report
Settings.doc

Once the above settings are done, restart the Web Server.

2.3 Application Database

Steps to be followed in Database Restoration:

1. Restore all the following databases from...\\ CD3- BE \:
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@CO
o Deployment Database (DEPDB)

e Application database (AVNAPPDB)

e Application database TempDB Tables (AVNAPPDB_TempDB)
o HRMS database (HRMS40)

¢ HRMSTEMPDB database (HRMSTEMPDB)

o Workflow Database (WFM40)

e Audit Database (ENT_AUDIT)

Note: Application Database name and Application Database TempDb database should be in the name as
specified above. If there are any changes in DB names, kindly contact Ramco Aviation Product Support
As of now Synonyms in AVNAPPDB are referring to AVNAPPDB_TempDB , if any new Application DB
and respective TempDb added, then Synonyms scripts needs to be re-generated.

2. If the Depdb is not restored from the dump, kindly ignore the 3" step and proceed with 4" step.

3. After restoration, run the embedded script (“DepDB_Resource_Config_SP.sqgl”) in Deployment
Database (DEPDB).

DepDB_Resource_Co
nfig_SP.sql

After compiling the above embedded script, run the below command in DEPDB.

EXEC DepDB_Resource_Config_SP ‘<App Server Name>','<RM Server Name>'’<Gateway Server
Name>','<Web Server Name>"

e Gateway Server Name is same as Web Server Name

4. Create two new sqgl user ‘rvwuser’ with password set as ‘rvw’ & ‘RVWDirAdmin’ with password
‘RVWDirAdmin’ in RM server, if they are not already exists..

5. Execute the below scripts in all the restored databases
sp_change_users_login 'update_one', 'rvwuser’, 'rvwuser'
GO
sp_change_users_login 'update_one', ‘rvwdiradmin’, 'rvwdiradmin’
GO
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6. After the above settings, configuration dlls needs to be re-generated and needs to be deplo@

GAC. Please refer the step by step document below for Configuration DIl generation. ramco
Document Name Document Attachment Reference Sections
11-Configuration DLL W] ] All
Generation.docx

11-Configuration DLL
Generation.doc
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1.0 Steps for Service Throttling ramco

While working with the application, on certain occasions, system prompts with a Socket
connection aborted error message (see the image below for the detailed error message) as
soon as any task is being executed. System will continue to display the same error
message for any successive tasks.

YirtualWorks Message [
The sockek connection was aborted, This could be caused by an errar processing your message or a receive
o bimeout being exceeded by the remate host, or an underlyving netwark resource issue. Local socket bimeout
as '00:01:00°, An existing connection was forcibly cosed by the remote host-The socket connection was Close

aborted, This could be caused by an error processing your message of a receive timeout being excesded by
the remate hast, or an undetlving network resaurce issue, Local sockek bmeout was '00:01:00°,

To resolve this error, following steps should be done.

These steps should be done only on environments running on DotNet Patch 11 or above
with Communicator Type set to 1

Changes to be done in APP Server:

1. Stop Ramco.VW.RT.GatewayServerHost service from Services panel.
2. Stop IIS and W3SVC (in Application Server)

3. Open SvcConfigEditor.EXE. (Refer the link
http://ramcobl91/rvwsupport/home/rvwtools.asp for downloading this exe. For
external users, refer the link http://202.144.30.124/rvwsupport/home/rvwtools.asp)

4. Drag and drop WEB.Config from the folder ..\VirtualWorks\VWService into the
SvcConfigEditor application.
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File  Help

Configuration serviceThrottling

=1 Services prertal)
% Ramco W RT.GatewayServer WV Service VWS ervicel ateway

axConcurentCalls

3 C!ien.t MaxConcurrentinstances
] Blndlngs. M axConcunentS essions
[ Diagnostics
=1 sdvanced

[0 Endpoint Behaviars

= [ Service Behaviors

=[] Ramcod RT. GatewayServer vw'S ecurity. v SecurityG atewayB ehavior
<3 servicet etadata

{3 serviceT hrottling

mays erver VWS ervice VWS erviceG atewayB ehaviar

<3 servicetetadata
<2 gerviceDebug
(21 Extensions

T 1] Hostng Environmert

5. Explore to the “Service Behaviors”->
Ramco.VW.RT.GatewayServer.VWSecurity.VWSecurityGatewayBehavior->  “Service
Throttling” node.

6. On the right pane, under “General” node, there will be three keys viz.,
MaxConcurrentCalls, MaxConcurrentinstances and MaxConcurrentSessions. The
logic for the values for these parameters is:

Parameter value for MaxConcurrentinstances = (Parameter value for

MaxConcurrentCalls + Parameter value for MaxConcurrentSessions)
The default values for these parameters are 16, 26 and 10 respectively.

7. Set the value of the parameters to 100, 200, 100 respectively. (This is based on the
current analysis. If this issue arises again even after setting this value, then please
contact the Support team. Further modifications to this would be recommended on
case by case basis after detailed analysis of the usage pattern.)

8. Continue steps 6 — 8 for the node “Service Behaviors”->
Ramco.VW.RT.GatewayServer.VWService.VWServiceGatewayBehavior-> “Service
Throttling”

9. Click on File-=>Save and close the application.

10. Start the services 1S, W3SVC and Ramco.VW.RT.GatewayServerHost in the Services
console.
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2.0 Timeout issue with long running queries Ly

In certain application screens, when the back end SP takes more than 5 minutes to
complete, system throws errors as mentioned in the images below:

¥irtualWorks Message ><

This request operation sent to
niek. top: i fhgramcop02iviwWSer vice W ServiceGateway, sve did not receive a reply
within the configured timeout {00:05:00), The time allotted to this operation may
@-xave been a portion of a longer timeout, This may be because the service is skl
processing the operation or because the service was unable o send a reply message.
Please consider increasing the operation bimeout (by casting the channel{procey to
[ContextChannel and setting the OperationTimeout property) and ensure that the
service is able bo connect to the client,

Expand / Collapse{f) v

[C|DEE J [ <= Hide Details ]

el

The requested service

rolemaster : uerfulmTa I it .
(sContrallD = 'imp_role_roledtls_savesry' Ml |

S Cit i = addl._.le~ A ;:I'_lldn nEt |__e:E|'u;jet_a reEI',Tf- within 5
sEvartDatails = " co n'rlgure imeou
(00:04:40)
The requested service
rolemaster @ ExecuteService  'imp_role_roledtls_savesry'
=5 ml:ENamE = did not receive a reply within 5 w

ILBCO00S

T
ILBCO001S I:

This issue will come only in WIN 2008 environments with Communicator Type = 1. This is
has been fixed post patch 10. To solve this issue, do the settings as given below:

Changes to be done in WEB Server:
1. Open Web.Config file from the path ..\VirtualWorks\IIS.

2. Look for the AppSettings node.
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3. Along with the existing set of key entries add the key entry 620

<add key="AsyncTimeout" value="3600"/> ramco

4. Restart the W3SVC process from Services console.

Changes to be done in APP Server:

1. Check the Framework version on which the VWService APP Pool (or the pool on
which VWService Virtual Directory is running) is configured. This setting can be
checked through I1S Console.

2. Open Machine.Config file from the path as given in the table below:

Framework

Version on

Processor which Machine.Config file Path

VWService

App Pool runs

_ V2.0 C:\Windows\Microsoft.NET\Framework\v2.0.50727
>2 Bl V 4.0 C:\Windows\Microsoft.NET\Framework\v4.0.30319

_ V 2.0 C:\Windows\Microsoft.NET\Framework64\v2.0.50727
>4 Bt V 4.0 C:\Windows\Microsoft.NET\Framework64\v4.0.30319

3. Modify System.Transactions section in machine.config by setting the allowDefinition
attribute to “MachineToApplication” (from MachineOnly).

<sectionGroup name="system.transactions"
type="System.Transactions.Configuration.TransactionsSectionGroup,
System.Transactions, Version=2.0.0.0, Culture=neutral,
PublickeyToken=b77a5c561934e089, Custom=null">

<section name="defaultSettings"
type="System.Transactions.Configuration.DefaultSettingsSection, System.Transactions,
Version=2.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089, Custom=null"
/>

<section name="machineSettings"
type="System.Transactions.Configuration.MachineSettingsSection, System.Transactions,
Version=2.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089, Custom=null"
allowDefinition="_MachineToApplication" allowExeDefinition=" MachineOnly" />

</sectionGroup=>
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Note: If any .Net Framework or OS related security updates / patches is being run in f , there
is a possibility that the above setting would get overwritten. So please re-confirm this settirf@m
updating any security patches.

4. Open the WEB.Config file from the path ..\virtualworks\VWService folder and add the
section given below:
<system.transactions>
<machineSettings maxTimeout="01:00:00" />

</system.transactions>

Where to add the above code in WEB.Config file?
<?xml version="1.0" encoding="UTF-8"?>
<configuration>

<configSections>

<section name="vwComponentSettings"
type="Ramco.VW.RT.Config.VWComponentSettingsSection, VWHelper,
Version=1.4.3.12, Culture=neutral, PublicKkeyToken=3a721247b727f8b9" />

</configSections>
<vwComponentSettings configSource="VWComponentSettings.config" />
<system.transactions>
<machineSettings maxTimeout="01:00:00" /=
</system.transactions>
<system.web>
<compilation debug="false">
<assemblies>

<add assembly="Ramco.VW.RT.GatewayServer, Version=1.4.3.12,
Culture=neutral, PublicKkeyToken=3a721247b727f8b9" />

</assemblies>

</compilation>
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ramco
</system.web>
</configuration>
5. Open the file VWComponentSettings.config from the folder

..\VirtualWorks\VWService and modify the transTimeout value from 300 (5 mins)
to 3600 (60 mins)
<vwComponentSettings>

<properties = componentName="*"  transTimeout="3600" translsolation=
extended="false"/>

</vwComponentSettings>

6. Restart the services W3SVC and Ramco.VW.RT.GatewayServicesHost from the
Services Console.

3.0 Issue with Huge Buffer Set

While launching some reports or submitting some transactions that could run for more than
5 minutes, system throws the error as mentioned in the image below:
| ¥irtualWorks Message (]

The maximum message size quota For incoming messages (67108364 ) has been

wreeded, Toincrease the quota, use the MaxReceivedMessagesize property on

the appropriate binding element.

Expand / Collapse(14) [

This issue will come only in WIN 2008 environments with Communicator Type = 1. This is
has been fixed post patch 10. To solve this issue, do the settings as given below:

Changes to be done in WEB Server:
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1. Open the Bindings.Config file from the path ..\Virtualworks\IIS and modifyé:@er
Size to 256MB from 64 MB. All the entries marked in Yellow needs to be m&difed
from 67108864 to 268435456.

<netTcpBinding>

<binding name="NetTcpBinding_IVWSecurityGateway
maxReceivedMessageSize="1048576">

<readerQuotas maxDepth="32" maxStringContentLength="1048576"
maxArrayLength="16384"

maxBytesPerRead="4096" maxNameTableCharCount="16384" />
</binding>

<binding name="NetTcpBinding_IVWServiceGateway"
maxBufferPoolSize="67108864" maxBufferSize="67108864"

maxReceivedMessageSize="67108864">
<readerQuotas maxDepth="32" maxStringContentLength="67108864"

maxArrayLength="16384" maxBytesPerRead="4096"
maxNameTableCharCount="16384" />

<security mode="None">
</security>

</binding>

2. Restart the service W3SVC.

3. Recycle the APP Pool on which the RVW / EXTUI virtual directory is configured — In
Inetmgr.

Changes to be done in APP Server:

1. Open the Bindings.Config file from the path ..\Virtualworks\VWService and modify
the Buffer Size to 256MB from 64 MB. All the entries marked in Yellow needs to be
modified from 67108864 to 268435456.

<bindings>
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<customBinding> 00

'ramco
<binding name="loadbalancedNetTCPBinding" receiveTimeout="01:00:00">

<binaryMessageEncoding>
<readerQuotas maxDepth="32" maxStringContentLength="67108864"

maxArrayLength="16384" maxBytesPerRead="4096"
maxNameTableCharCount="16384" />

</binaryMessageEncoding>

<tcpTransport maxBufferPoolSize="67108864"
maxReceivedMessageSize="67108864"

maxBufferSize="67108864">
<connectionPoolSettings leaseTimeout="00:00:30" />
</tcpTransport>
</binding>

</customBinding>

2. Restart the services W3SVC and Ramco.VW.RT.GatewayServicesHost from the
Services Console.

4.0 Connection Timeout in RMINFO.DLL

It is strictly recommended to set the “Database Connection TimeOut in Seconds” setting in
“RM Server Information” (in Config Generator) screen to 60 seconds. Any setting beyond
60 Secs. is not recommended as it could cause system Hang-like scenario.
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Administration Activities

The following is the pre-requisite for the configuration of component using deployment
workbench:

o ‘Deployment meta data scripts’ for components to be executed in the application
deployment database (i.e., depdb)

e Ensure the application web server is running

¢ Identify Organization Unit (OU) Instances for the application
¢ Identify Roles for the application

¢ Identify Users for the application

¢ Identify Resources for the application

Once the prerequisites are verified, the components would be available for the application.

For execution of Deployment Workbench, launch Internet Explorer. Provide the “Address” as ‘http
:/l<webservername>/rvw’, the “Web Server Name” as entered for deployment during RVW
runtime installation. Enter the login (Application administrator) details specified during installation
of the deployment workbench (Initial Role Specific screen, See Figure 26). Then click the Login
Option.

The deployment workbench process is divided into three processes namely:

e Implementation process: Identify the functional units of an application. The functional unit
is then associated to the business components, which carry out the required business
functionality. The information flow among the various functional units carrying out several
business functions in the application is then captured. The various roles and their
responsibilities in the application are defined.

e Deployment process: The computing resources of an application are defined. The
connectivity among the computing resources is also defined. The business functions
performed by the functional units of an application are associated to the computing
resources.

e Administration process: The users of the application are defined. Users will be assigned
to the roles created to carry out the activities provided by the business components in the
various functional units of an application. Business process chain definitions are defined.
Precision definitions are defined.

The step below shows the setup of application for a new installation, i.e., Registering Ou, Roles,
Users, Resources And Its Relationship, Component And Its Relationship With User — Role — Ou
etc.,

Step 1: Activity: Organization Unit Instance Details (Implementation process)

This activity is used for maintaining OU (functional Unit) instances of an enterprise, where one or
more business functions are performed.

Click the activity. The main page appears
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& http:#fs341 92V WUtility=yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer

Erower=d by Rameo virtuaiworks™

AP O @ E TN

Bulk OU Creation

OU Instance
QU Instance Desc.

ERERERE SRRl

[~ —

~

=

~

=
You last legged in on 7/8/2010 6:50:34 PM

Screen Elements

Field Description

OU Instance Enter the name of organization unit already defined for retrieving OU

Instance details.

ou Instance
Desc.

Enter the description of the organization unit already defined for
retrieving OU Instance details.

OU Instance ID
(ML)

It is a number and non-editable field.

ou Instance
(ML)

Enter the name of organization unit. The OU Name can be "16”
characters long and consist of alphanumeric characters only.

ou Instance
Desc. (ML)

Enter the description of the organization unit. The OU description can
be “128" characters long and consist of alphanumeric characters only.

Address (ML)

Enter the address of the organization unit. The address can be “256”
characters long.

Remarks (ML)

Enter the remarks of the organization unit. The remarks can be “256”
characters long. The remark is not mandatory.

ML: denotes Multiline screen elements

To Save OU Instance Details.

Enter the OU Instance (ML), OU Instance Desc. (ML), Address (ML) and Remarks (ML) in the
multiline and press the “Save OU Instance Details” button.

To retrieve OU Instance Details

Enter the OU Instance, OU Instance Desc. And press ‘Fetch OU Instance Details’, if no data is
entered; the system retrieves all the OU Instance details define in the application.

To Delete OU Instance Details
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Retrieve the OU Instance details, select check box against OU Instance, press multiline grid
‘Delete’ Icon and press the “Save OU Instance Details” button.

Step 2: Activity: Perform OU Instance - Component Mapping (Implementation process)

This activity is used to select the required business components and associate them to the OU
Instances.

Click on the activity. The main page appears

EEX]
EREiIEiza O

0U Instance Component Mapping

iew OU Instance Compeonent Mapping

You last legged in on 7/8/2010 6:50:34 PM

Screen Elements

Field Description

ou Enter the name of organization unit already defined for retrieving OU —
Instance Component-mapping details. Help icon is provided to get ‘Help on OU’

ou Instance Enter the description of the organization unit already defined for
Desc. retrieving OU— Component-mapping details.

Component Name Editable field for specifying component name

(ML)

Component Desc Non editable field to display component description

(ML)

ML: denotes multiline screen elements

To retrieve OU Instance — Component Mapping Details

Enter the mandatory ‘OU Instance’ and press ‘View OU Instance Component Mapping’ button
To Save OU Instance — Component Mapping Details

Enter the mandatory ‘OU Instance’, Component Name (ML) and press the “OU Instance
Component Mapping” button. If component name is not known, click ‘Help for Components’ (refer
the section below titled ‘Help on Components’).

To Delete OU Instance Details

Retrieve OU Instance — Component Mapping details, select the check box and click the ‘Delete’
icon above the multiline and press the “OU Instance Component Mapping” button.

Help on Components
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This activity retrieves all the components available in the repository.

Select a component and press ‘OK’. This will transfer the business component name to the
parent screen.

=)&)

(= http:ffs34192YWUtility-ves - Ramco YirtualWorks (Administration Unit) - Windows Internet Explorer

K]
E8rovcred by Rameo virtualworks™ i i DK Fi £33 =] 7

(<) @ Help for omponents list

Help For Components List

Component Name View List Of Components|

Component Name

To retrieve the list of Components

103. Enter the ‘Component Name’ or ‘Component Desc.” and press ‘View List of Components’; if
no data is entered, the system displays all the components available in the application.

To transfer a component to the parent screen

104. Select a check box against a Component Name (ML) and press ‘OK’.

Screen Elements

Field Description

Component Name Enter the name of component for viewing its details.
Comp. Desc. Enter the description of component for viewing its details.
Component Name (ML) Non editable field to display component name

Comp. Desc. (ML) Non editable field to display component description

ML: denotes Multiline screen elements
Step 3: Activity: Role Master (Implementation process)

This activity provides a facility to define security roles for the application. Click on the activity. The
main page appears.

(= hitp:ffs34192¥WUtility=yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer

BB rovered by Rameo vVirtualworks™ 7 { I a-acha s ] ?

©@Role Master |

Role Master
Role Name | Duplicate Role Name 4|

Role Desc.
ERITSIET

You last logged in on 7/8/2010 6:50:34 PM
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Screen Elements

Field Description

Role Name Enter the name of the Role.

Role Desc. Enter the description of the Role.

Duplicate Role Check this control create a new role by duplicating and existing

Name (Check Box) Role.

Role Name (ML) Enter the name of the Role. The Role Name can be “20”
characters long and consist of alphanumeric characters.

Role Description Enter the description of the Role. The Role description can be “60”

(ML) characters long and consist of alphanumeric characters only.

ML: denotes multiline screen elements

To retrieve the Roles defined

105. Enter the ‘Role Name’ or ‘Role Desc.’ and press ‘Fetch Roles’; if no data is entered, the
system displays all the Roles defined in the application.

To Save a New Role
106. Enter the Role Name (ML), Role Description (ML) and press ‘Add Roles’ button.

106a. To Duplicate a New Role from an existing role — Enter an existing Role Name in the Role
Name (Header control) and enter a new Role name(ML) and Role Description (ML) and press
‘Add Roles’ button.

To Delete a Role

107. Retrieve the roles defined in the application, select check box against a role, select the
‘Delete’ icon above the multiline and press ‘Add Roles’ button.

Step 4: Activity: Map Enterprise Roles (Implementation process)

This activity is used to set permissions for roles. Each role defined in the application can perform
a set of activities provided by the business components. This activity provides a way to map the
role name to a combination of OU instance, business component and activity name. The OU
instance to business component name association should have been done earlier.

Note: You can set permissions for roles, only if OU Instances, Roles, Components, Activities and
OU-Component combination is already defined for the organization unit.

108. Click the activity. The system displays in the main page.
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BB rovered by Rameo virtualworks™

€ Map Enterprise Roles

(= hitp:fis34192¥WUtility=yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer

Ea=ieIFicEd O

Map Enterprise Roles

+ |access Rights Filter [ Fetch all Permitted Activities v|

Rale Namek adminrole

U Instance Name®t adminou

Component Description | Administration Process(admin)
all oUs O

g e B e ] | b g

Map £/l Tasks To Role Ou Combination []

Save Al Activities|

Admin Administration Process BPCDefn Business Process Chain Definition v Full
Admin Administration Process ChangeUserStatus (Change User Status v Full
Admin Administration Process OUUserMap Map User to Organization Unit v Full
Admin Administration Process PasswordPolicy Password Policy x Restricted
Admin Administration Process PrecisionDefn Precision Type Definition v Full
Admin Administration Process SaveUserInfo User Information v Full
Admin Administration Process SetRoleUserMapping Set Role To User OU Mapping v Full
Admin Administration Process SetUserDefaults Set User Defaults x Restricted
Admin Administration Process SetUserRoleMapping Set User to Role OU Mapping v Full
Admin Administration Process UseroUMap Map Organization Units to User v Full
Map\Unmap Role To Task
You last logged in on 7/9/2010 5:48:56 PM
Screen Elements
Field Description
Role Name Enter the name of the Role. Help Icon is provided to fetch Roles
already defined.
OU Instance Enter the name of organization unit. Help Icon is provided to
retrieve OU instances already defined.
Component Fetches all the components mapped to the OU through “Perform
Description OU Instance to component mapping” screen.

Access Rights Filter

To fetch all permitted / unpermitted for the given

role/OU/component combination

All Ous

An Option that can be used during Save to specify that the
mapping (insert / update / delete) must be done for all the OU’s
and the given role.

Map All tasks to Role
OU Combination

To cascade insert all Task level data also for all the activities that
are mapped in this screen against the provided
Role/OU/Component combination

Component  Name

ML]

Provide a valid Component Name that is associated with the OU
Instance given in the header.

Comp. Desc. (ML)

Displays the description of component.

Activity (ML)

Provide a valid Activity name that is associated with the
component given.

Activity  Description
(ML)

Displays the description of Activity.
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Grant Access To All To provide task level permission to all ilbo /task combinations for a
Tasks (ML) specific Activity for the given role/OU/Component.

Access Rights (ML) Depending upon the Grant Access To All Tasks (ML) column, this
will have the values “Full” or “Restricted”.

ML: denotes Multi line screen elements
To add New Role — OU — Component — Activity Mapping

109. Enter the 'Role Name' and 'OU Instance' name and select 'Help on Component-Activity' link.
This will take you to the 'Help on Component-Activity Details' screen. See Figure 69. Now enter
the 'Component Name' and select 'Fetch Components And Activities For Given OU'". This
retrieves a list of components and activities mapped for the given OU in the Perform OUInstance
— Component Mapping activity. Select the required activities, click on the “OK” pushbutton. Once
the details are transferred click the ‘Save Role Mapping Details’ in the Map Enterprise Roles
page. If the Activity has to be mapped to all the OU'’s for the given role, then the All OU’s option
must be selected and the OU Instance name must not be provided.

Note: Multiple transfers are possible from the “Help on Component — Activity” page to the
“Map Enterprise” page.

To retrieve Role — OU — Component — Activity Mapping

110. To retrieve the Role Mapping details, enter valid role and OU instance in the header click on
'Fetch role mapping details' pushbutton.

To delete Role — OU — Component — Activity Mapping

111. Enter ‘Role Name’, ‘OU Instance’ hame and fetch the data by clicking on 'Fetch role
mapping details' button. Select the Activity that you want to delete and click the 'Delete’ icon
above the multiline and click 'Save Role Mapping Details' button. If the Activity mapping must be
deleted for all the OU’s for a given role, then the All OU’s must be selected and the OU Instance
name must not be provided.

Help on Component-Activity Details

This activity provides list of component—activity for the given OU Instance and component.

& http:#/s341 92V WUtility=yes - Ramco VirtualWorks {Administration Unit) - Windows Internet Explorer

EPuwered by Ramco VirtualWorks™
(<) € Help on Component Activity

AP 0w E NGl

Help On Component Activity

Admin Administration Process

You last legged in on 7/9/2010 5:48:56 PM
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Screen Elements

Field

Description

OU Instance

Enter the name of organization unit.

Component Name

Provide a valid Component Name that is associated with the OU
Instance to fetch corresponding activities

Component Name
[ML]

Displays the Component Name as a result of fetch.

Comp. Desc. (ML)

Displays the description of components.

Activity (ML)

Displays the Activity names that are associated for the component.

Activity Description
(ML)

Displays the description of Activity.

ML: denotes Multi line screen elements

To retrieve Component — Activity Details

112. Provide Component name for which the activity details are needed and press ‘Fetch
Components And Activities for Given OU'. If the OU Instance and component name are empty,
the system lists the entire Component—Activity details. OU Instance is taken from previous page.

To transfer Component — Activity Details

113. Fetch Component — Activity Details, select the required check boxes against the component
- activities and press ‘OK’ button to transfer.

Step 5:Activity: Resource Details (Deployment process)

This activity is used to register every machine (server) and its role in the business component
deployment in the enterprise is created as a resource. Resources can be of type Web server,
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Application Installation Guide

Gateway, Application (App) server and Resource Manager (RM) server. Resources of the type
Client and File Server are not required for installation of web-based business components.

Note: The resource details must have already been defined while installing deployment
workbench.

114. Click the activity. The main page appears.

[EEIE

ol

(= hitp:ffs34192¥WUtility=yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer
Erowered by Rameo virtualworks™ ol A ENSNERa 3 E T

Bulk Resource Creation

Reso me

ERERERE MR =R

D ource Name «  ResourceType =

ResourceType

App Server none

4 4] 4| 4] «
4 4 4| 4] «

I

You last looged in on 7/8/2010 5:48:56 PM

Screen Elements

Field Description

Resource ID Enter the Resource Id that you want to retrieve. This field is optional.

Resource Enter the Resource Name that you want to retrieve. This field is optional.

Name

Resource This field specifies the type of the resource like Client, Web server,

Type Gateway, File Server, App Server, RM Server etc.

Resource ID Enter the Resource ID. It can be 32 characters long and can be

(ML) alphanumeric.

Resource Resource Name is the description of the Resource. It can 40 characters

Name (ML) long and can be alphanumeric.

Resource This field specifies the type of the resource like Client, Web server,

Type (ML) Gateway, File Server, App Server, RM Server etc.

Provider Type This field specifies the provider type of RM server resource like SQL

(ML) Server, Oracle, None

Cluster (ML) This column was introduced for future enhancements. Currently the
value for this column should be set to “No” only.

User Name Enter the SQL User name (if the Resource Type (ML) value is selected
as RM Server) with which back end connections to the RM Server will be
made.
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User Enter the SQL User Password (if the Resource Type (ML) value is
Password selected as RM Server) with which back end connections to the RM
Server will be made.

Remarks (ML) Enter the remarks of the Resource. The remarks can be 40 characters
long. The remark is not mandatory

ML: denotes Multiline screen elements

To retrieve Resource details

115. Enter Resource ID, Resource Name (both are optional), select mandatory Resource Type
and press ‘Fetch Resource ID Details’. The resource details are displayed in the multiline.

To add Resource details

116. Enter Resource ID (ML), Resource Name (ML), select Resource Type (ML), if Resource
Type (ML) is ‘RM Server’; select Provider Type [ML) as ‘SQL Server’ for the remaining resource
type select Provider Type [ML) as ‘None’. Enter optional Remarks (ML) and press ‘Save
Resource Detalils’.

To delete Resource details

117. Fetch the resource details by clicking on 'Fetch Resource Details' button, select the check
box against the Resource ID (ML) that needs to de deleted and click the “Delete” icon above the
multiline and click 'Save Resource Details' button.

To update Resource details

118. Retrieve the resource details by clicking on 'Fetch Resource ID Details' button, select the
Resource ID (ML) row that you want to update, the following fields can be updated ‘Resource
Name (ML), ‘Resource Type (ML)’, ‘Provider Type (ML)’ and ‘Remarks (ML)" and click ‘Save
Resource Details’ button.

Step 6:Activity: Configure Resource Relationship (Deployment process)

This activity is used to define the connectivity details between resources of the enterprise. The
connectivity between resources can be of the following combinations:

o Web Server to Gateway / Gateway to Web Server
e Gateway to App Server / App Server to Gateway
e App Server to RM Server / RM Server to App Server

In case of first time installation Web Server to Gateway mapping alone will be needed, the other
mappings will already be existing as they are defined while installing deployment workbench.
Check for existence of mapping between AppServer and Gateway Server, Appserver to RM
server, Gateway to Webserver etc. exist. If the mappings are not defined, then create the
mappings.

Note: Ensure that resources are defined.

119. Click the activity. The main page appears.
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& http:#fs341%/2¥WUtility—yes - Ramco VirtualWorks {Administration Unit) - Windows Internet Explorer,

wered by Ramco VirtualWorks™

€ Configure Resource Relationship

Configure Resource Relationship

App Server Ji
Gateway |

iew Resource Relationship Details|

Save Resource Relaticnship Details

You last logged in on 7/9/2010 6:19:38 PM

Screen Elements

Field Description

Resource Type This combo box lists all the available resource types for the source.

(Source)

Resource ID This field expects the Resource ID for the source resource. It is a
mandatory field.

Resource Type This combo box displays the destination resource types applicable for

(Destination) the selected source resource type. When the source resource type is

changed, the destination resource type combo is reloaded.

Resource ID This field expects the Resource ID for the destination resource. It is a
(ML) mandatory field

Resource Name This field expects the Resource Description for the destination
(ML) resource.

ML: denotes Multi line screen elements
To add Configure Resource relationship

120. Select the first source "Resource Type" using the drop down box, based on the source
Resource type selected the destination "Resource Type" drop down box will be loaded. Select
an appropriate Resource type and enter the Resource ID (Help icon is provided if 'Help on
Resource ID" is required). Click 'View Resource Relationship' will display the destination
resource details in the multiline. If the "Resource ID (ML)" is blank, enter the details and click on
“Save Resource Relationship” button to save the resource relationship.

To view Configure Resource relationship:

121. Select the source resource and destination resource type. Enter the source resource ID;
retrieve the mapped target resource details using the ‘View Resource Relationship’ button.

To delete Configure Resource relationship:
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122. Retrieve the destination resource details using the “View Resource Relationship” and select
the check box against the mapped target Resource ID and click the “Delete” icon above the
multiline and click on “Save Resource Relationship” button.

Step 7:Activity: Map Components to RM Server (Deployment Process)

A business component will have database objects such as tables, stored procedures etc. to be
installed in the database server. This activity comprises mapping an RM Server ID to an OU
Instance - Component Name combination, providing a Primary DB name as input.

Note: Ensure the following:
A resource of type RM Server should be defined.
A mapping must have been defined between the OU Instance and Component.

1. Click the activity. The main page appears.

2 hitp:/is341 92V W Utility—yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer [BEE

E8rovcred by Rameo virtualworks™ PR AEH TR E FinllzEa I
»Map Components to Resource Manager
FRERER =TT

=

=

=

-

Map Components to Resource Manager

You last logged in on 7/9/2010 6:15:38 PM

Screen Elements

Field Description

Resource ID This field expects the Resource ID for the RM resource type. It

is a mandatory field.

OU Instance (ML) Enter the OU Instance ID. Note that OU Instance should have
mapped to the Component.

OU Instance Desc. A non-Mandatory field that displays the description of the OU
(ML) Instance
Component Name (ML) Enter the Component that has already been mapped to the RM

Server resource

Comp. Desc. (ML) A non-Mandatory field that displays the description of the
Component

Primary Database Enter the Name of the Primary Database

Name (ML)

ML: denotes Multi line screen elements
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To view RM Server to an OU Instance - Component mapping:

2. Enter the RM Resource ID (Help Icon is provided to get help on Resources of type Resource
Manager) and click ‘View Component to RM Mapping’ button.

To delete RM Server to an OU Instance — Component mapping:

3. Fetch the RM server to an OU Instance — Component mapping, select the check box against
the OU Instance — Component mapping row, click the “Delete” icon above the multiline and click
‘Map Components to RM Server’

To ADD RM Server to an OU Instance — Component mapping:

4. Enter Resource ID, OU Instance (ML), Component Name (ML), and Primary Database Name
(ML); click ‘Map Components to RM Server'. If OU Instance and Component mapping is not
known ‘Help on OU Instance — Component’ link is provided. Click on the link ‘Help on
Organization Unit instance and Component mappings’ page will appear, enter OU Instance (or)
Component name and click ‘Fetch OU Instance-Component Mapping Details’ will retrieve the
details in the multiline. Select the rows and press ‘OK’ to transfer the data to parent page.

To update primary database server name:

5. Retrieve the RM server to an OU Instance — Component mapping, select the row and change
the primary database name.

Step 8:Activity: Map Components to App server (Deployment Process)

A business component has middle layer software objects such as BRO DLL, BE error files,
service files etc. to be installed in the Application server. This activity provides mapping between
the resource of type application Server and the OU-Component—-Shadow mapping.

Note: Ensure the following:
A resource of type App Server is defined.
The OUlnstance and Component mapping exists.

. Map Component to RM server is defined.

123. Click the activity. The main page appears.

{2 hitp://s34192YWUtility—yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer [BEE

B3 -ov<r<d by Ramco Virtualworks™ it A EF S-SR a = FinilzEa I

Quseri pping c to App server

Map Components To App Server

App Server IDYR | Fetch GU Component details.

ERERER: ERol=Ro]

O

Map the components to the application server

You last logged in on 7/9/2010 6:19:38 PM
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Screen Elements

Field Description
App Server ID Enter the Resource ID, which is of type App Server.
OU Instance (ML) Enter the OU Instance ID. Ensure that OU Instance is mapped to

the Component.

OU Instance Desc. A non-Mandatory field which displays the description of the OU

(ML) Instance

Component  Name Enter the Component that has already been mapped to the RM

(ML) Server resource

Comp. Desc. (ML) A non-Mandatory field which displays the description of the
Component

Shadow ID (ML) Enter the Shadow ID. (Currently Shadow ID cannot have any

value other than zero)

ML: denotes Multiline screen elements
To view App Server and the OU Instance — Component mapping:

124. Enter the App Server ID (Help Icon is provided to get help on Resources of type
Application server) and click ‘Fetch OU Component Details’ button.

To delete App Server and the OU Instance — Component mapping:

125. Fetch App server and the OU Instance — Component-mapping details by providing App
server details. In the multiline select the row against the OU Instance and Component
combination, click the “Delete” icon above the multiline and click ‘Map The Components To
The Application Server'.
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To add App Server and the OU Instance — Component mapping:

126. Enter App Server ID, OU Instance (ML), Component Name (ML), and Shadow ID (ML); click
‘Map The Components To The Application Server’. If OU Instance and Component mapping is not
known ‘Help on OU-Component—Shadow’ link is provided. Click on the link ‘Help on OU Instance -
Component Name - Shadow ID Combination’ page will appear, enter optional OU Instance,
Component name, Shadow ID, RM Server ID, Primary database name and click ‘Fetch OU Instance-
Component Shadow Mapping’ will fetch the details in the multiline. Select the rows and press ‘OK’ to
transfer data to parent page.

Step 9: Activity: Perform Web Server — Role mapping (Deployment Process)

A business component has web based software objects such as ASP, FE error files etc. to be installed in
the web server. The roles are associated to resources of type “Web Server” in this activity.

Note: Ensure that the Web Server and the roles are already defined.

127. Click the activity. The main page appears.

(2 http://s341 92V Utility-yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer [mEE

Eeov<rd by Ramo virtuaiworks™ = E EE Nl =Rl A I°h

HPerform WebServer - Role Mapping

Perform WebServer - Role Mapping
Resource [D‘k

EEeEadT e

A EEnE R

=
B

u last logged in on 7/9/2010 6:19:38 PM

Screen Elements

Field Description
Resource ID Enter the Resource ID, which is of type Web Server.
Role Name (ML) Enter the Role Name. The role name can be “20” characters long and consist

of alphanumeric characters.

Role Description A Display field which shows description of Role
(ML)

ML: Denotes Multiline screen elements
To view Web server — Role Mapping:
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128. Enter the Resource ID of web server resource type, click ‘Fetch Webserver — Role Mapping’ button.

To delete Web server — Role Mapping:

129. Retrieve the Web server — Role mapping details, select the row against the Role Name in the
multiline, click delete icon and press ‘Save Webserver — Role Mapping’ button.

To add Web server — Role Mapping:

130. Enter the Resource ID of web server resource type, enter Role Name in the multiline if known
otherwise click ‘Help on Role Name’ to get help on Role details and select appropriate role and transfer
back the details to this page. Click ‘Save Webserver — Role Mapping’ button.

Step 10:Activity: User Information (Administration Process)
This activity is used to create and maintain user information.

131. Click the activity. The main page appears.

{2 hittp:/f53419/2VWUtility=yes - Ramen VirtualWorks (Administration Unit) - Windows Internet Explorer ElEX]

Einered by Ramco VirtualWorks™ ol { = xE s ] [ ©1

@) user creation
User Name
Full Name
User Disabled
Reset All User "
RN MR =T
—— ame er Pa D D D ese
= NO 9 x
u ~] x
n & x
| i x
J | ~ x
assword Reminder Guestions Save User Details|

You last logged in on 7/9/2010 6:19:38 PM

Screen Elements

Field Description

User Name Enter the name of the User [Optional).

Full Name Enter the full name of the User (Optional).

User Disabled Select the type of user in this field. If ‘Yes’ is selected, all disabled users

will be fetched. If ‘No’ is selected, all enabled users will be fetched.

Reset All User All existing users will be reset to their initial setting — this would make
(Check Box) them behave like a newly created user.
User Name (ML) Enter the name of the User. The User Name can be “12” characters long

and can consist of alphanumeric characters.

Full Name (ML) Enter the full name of the User. Full User Name can be “255” characters
long and can consist of alphanumeric characters.
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User Password (ML)

Enter the password of the user here. The Password can be “25”
characters long.

Middlename (ML)

Enter the middle name of the User.

lastname (ML)

Enter the last name of the User.

User Description (ML)

Enter the description of the user here. The User description can be “255”
characters long and can consist of alphanumeric characters.

Email (ML)

Enter the email id of the User.

User Disabled (ML)

Enter the type of user in this field. If ‘“Yes' is entered, it signifies that the
user is disabled. If ‘No’ is selected, is signifies that the user is enabled.

User Alc Exp Period
(Days) (ML)

Enter the Number of Days a user is entitled to access the system. This is
optional.

Reset All User (ML)

The user’s behavior will be reset to their initial setting — this would make
the user will behave like a newly created user.

Effective From Date
(ML)

Specify a date from which the user will be valid

Effective To Date
(ML)

Specify a date until which the user will be valid

ML: denotes Multi line screen elements

To view User Details:

132. To view the User details click on the “Fetch User Details” button. The User Name, Full Name
and User Disabled fields in the header can be used as filters to fetch the data in the multiline.

To add User Details:

133. Provide user information in the multiline like User Name, Full Name, User Description, User
Password, User Disabled, optional ‘User account expiry period’ and default ‘Is Theme User'. Click
‘Save User Details’ button.

To update User Details:

134. To update User details, retrieve the data by clicking on “Fetch User Details” button and

modifying the data available in the multiline except for User Name. Then click the “Save User Details

button to save.

Step 11: Activity: Map Organization Units to User (Administration Process)
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The activity provides the facility to map the User with various Organization Units.

Note: Ensure that the Users and OU’s have been defined:

135. Click the activity. The main page appears.

72 hitp:/fs3419/2VWUtility=yes - Ramco VirtualWorks {Administration Unit) - Windows Internet Explorer [BEE

EPowered by Ramco VirtualWorks™ L7l § B0 K & 0 xe = [ A I°3

User’NameE\.
E M~ N =R

AEEnEN

=
K

u last legged in on 7/13/2010 11:37:08 AM

Screen Elements

Field Description

User Name Enter the name of the User. Help icon is provided to get help on Users

OU Instance Enter the OU’s, which are to be mapped to the User. The OU Instance Name can
(ML) be 16 characters long and can consist of alphanumeric characters. Help link ‘Help

on OU Instance’ is provided to get help on OU Instance details.

OU Instance The OU Instance Desc is a read only field. It gets populated when an OU is
Desc. (ML) mapped and fetched.

ML: denotes Multiline screen elements
To view the OU’s mapped to User:

136. Provide user name in the header field and click on ‘Fetch Organization Unit’ button. The various
OU’s mapped to the user are retrieved in the multiline. If User Name is not known, ‘Help on User Name’
icon is provided to get help on User name.

To map the User to OU’s:

137. Provide user name in the header field, valid OU’s in the multiline and click on 'Save Organization
Unit' button. If OU instance are not known, ‘Help for OU Instance’ link is provided to get help on OU
Instances.

To delete the Users map to OU’s:
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138. Fetch the OU’s mapped to the User and delete the particular OU using the “Delete” icon above the

multiline and click on 'Save Organization Unit' button

Step 12:Activities: Set Role To User OU Mapping / Set User to Role OU Mapping (Administration
Process)

You can either use the “Set Role To User OU Mapping” or “Set User to Role OU Mapping” to Map Users,
Roles and OU’s, based on which the business component and activities will be available for the login
user. Lets proceed with the activity ‘Set Role To User OU Mapping'.

Note: Ensure the following:
. User’s should have been defined and OU'’s should have been mapped to this User’s

. Roles should have been defined and the Roles should have been mapped to the activities of the
Component.

139. Select the ‘Set Role To User OU Mapping’ activity. The main page appears.

2 hitp:/is34192YWUtility—yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer CEX)

E8rovcred by Rameo virtualworks™ gyl A EF N a3 = 3 %

Set User Role OU Mapping

Fetch User Role Mapping

Detailed Fetch |

R WA o

X|X| x| x| X 8

A EEnE R

You last legged in on 7/13/2010 11:37:08 AM

Screen Elements

Field Description

User Name Enter the name of User. ‘Help on User’ is provided

Full Name The Full Name as entered while creating the User, will be displayed.

Detailed By default it is checked. If checked, the detailed information of user role OU
Fetch combination is retrieved.

Role Name Enter the valid Role Name, which has already been created using Role Master
(ML) Activity. ‘Help on Role’ link is provided to get help on role names already defined

in the application.

Role Displays the description of the Role Name.

Description

(ML)

ou Name Enter the valid OU Name, which has already been created and mapped to User.
(ML)
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ou Displays the description of the OU Name.
Description
(ML)
All OUs (ML) While saving if this is checked, then user will be mapped to all OUs under the

given role Provided the User-OU mapping exists. While retrieving this will be
checked, if user is mapped to all OUs under the given role.

ML: denotes Multiline screen elements
To view Role-OU mapped for a particular user:

140. Enter a valid user name and click on the ‘Fetch User Role Mapping’ button. If details of all Role-
OU combination check the Detail Fetch check box and click the ‘Fetch User Role Mapping’ button.

To save User — OU — Role mapping:

141. Enter a valid user name in the header, role name, OU name in the multiline and all OU’s
checkbox uncheck and click on ‘Save User Role Mapping'. If the user want to map all the OU'’s that is
mapped to both user and role he has to enter user name in the header, role name in the multiline and
Check all OU’s checkbox and Click on the ‘save user role mapping button’.

To delete User — OU — Role mapping:

142. Provide the User Name in the header, and fetch the Role Details in the multiline. Select the Role
you want to delete and click the “Delete” icon above the multiline and click the 'Set User Role
Mapping' Button.

Step 13:Activity: Business Process Chain Definition (Administration process)

The activity is used to define Business Process Chains and the relevant components for the Business
Process Chain.

Note: Ensure that the business component is already defined:

143. Click the activity. The main page appears.

e http:fis34192¥WUtility=yes - Ramco VirtualWorks (Administration Unit) - Windows Internet Explorer
BB rovered by Rameo virtualworks™ 7l A EREE TR IO
(@ousnes rocss ham efmon]

Parent Node 1d% Parent Node Name

Parent Node Description Parent Node Type
=B B e oY B B i

Root

4 4] 4] 4| 4

g

Fetch BPC Details| Save BPC Details|

You last logged in on 7/13/2010 11:37:08 AM
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Screen Elements

Field Description

Parent Node ID Numeric which denotes parent node 1D

Parent Node Name Displays the parent node name.

Parent Node Displays the description of parent node.

Description

Parent Node Type Predefined values displayed in the combo like ‘Root’ and ‘Intermediate’

Node ID (ML) Auto-generated, display only field, which displays the node ID.

Node Name (ML) Enter node name, it is short name for node.

Node Description Enter node description, it is the name displayed in the application.

(ML)

Node Type (ML) Predefined values displayed in the combo like ‘Root’, ‘Intermediate’ and
‘Leaf.

Parent Node ID Display only, which displays the parent node ID.

(ML)

Component Specify a numeric value (running serial no.) to display the components /

Sequence (ML) BPC process names to display in a specific sequence.

ML: denotes Multiline screen elements

To view Node details:

144. Enter Parent Node ID and click on ‘Fetch BPC Details’ pushbutton. The system will display all
the child node details defined for the given node in the multiline. If Parent Node id is left blank (or)
Parent Node id is Zero ‘0’ then the system displaysall the details of node type ‘Root’ in the multiline.

To add Node details:

145. Enter Parent Node ID and give appropriate child node details (i.e., Node Name, Node
Description, Node type) in the multiline. Click ‘Save BPC Details’. If Parent Node ID is left blank (or)
Parent Node id is Zero ‘0’, only the root node type can be defined.

Application Installation Guide

Note: A Root Node can have an intermediate type node or leaf type node as its child nodes,
whereas an Intermediate type of node can have only leaf type of nodes under it. Leaf type of
node cannot bear children. The node name, description and type are entered in the multi line are
saved as Child Node details for the given Parent Node ID. Leaf type of nodes should be a valid
component name as node name. If the node description is not given for a node, the node
description will be defaulted with node name.
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To delete Node details:

146. Fetch the node details in the multiline, select the node details check box in the multiline, click the
“Delete” icon above the multiline and press ‘Save BPC Details’.

Note: All child nodes/intermediate nodes must be deleted before deleting the root node. Similarly, before
deleting the intermediate nodes; all child nodes must be deleted.

Help on Parent Node

147. This link is provided to get help on root / intermediate type of nodes defined in the application.

Step 14:Activity: Set User Defaults (Administration process)

This activity is used to set the default Role, default OU and default language for the user to login to the
application. You can Login by giving the username and password alone. The login would happen in the
default role, OU and language mentioned in this activity.

Note: Ensure that the Users, OU Instances and Roles and Mapping between the Users — Roles — Ous are
already defined.

148. Click the activity. The main page appears.

& http:#/s341 92V WUtility=yes - Ramco VirtualWorks {Administration Unit) - Windows Internet Explorer

E8rovcred by Rameo virtualworks™ gyl A EF N a3 = 3 %
@) User Defaults
User Defaults
Role Name Apply default OU for all Users|
Default OU Instance
User Name€k,
User Defaults Set
| B B el =
||| ADMINUSER adminrole \adminOU us English M
I |ramcouser adminrole \AdminOU US English ~
I frik adminrole |AdminOU Us English M
I Irvwsupport adminrole \AdminOuU US English ]
| |techuser techrole techou US English M
Save the user defaults

=
B

u last logged in on 7/13/2010 11:37:08 AM

Screen Elements

Field Description

Role Name Select the Role Name

Default OU Instance Select the default OU instance that can be applied to all unmapped user
details.

Default_Language Select the default Language that can be applied to all unmapped user
details.

User Name Filter criteria — select a specific user alone

User Defaults Set File to display only unmapped users / mapped user or both.
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User Name (ML) Enter User name
Default Role (ML) Enter the default Role for the User.
Default OU Instance Enter the default OU for the User.
(ML)
Default Language (ML) Select the default language for the User.
Default Activity Specify the Activity ID that should be launched as soon as the user logs
in into the system.

ML: denotes Multiline screen elements
To view User Defaults:

149. On launch of the page, all the users and their default settings (if) defined will be retrieved. If no
default settings exist for a user, then OU Instance and Role will be blank and the Language will be
defaulted to ‘US English’.

To update User Defaults:

150. On launch of the page, all the users and their default settings (if) defined will be retrieved. If no
default settings exist for a user (or) if the existing setting for the user needs to be changed, change
only default Role, OU and Language. Click on ‘Save The User Defaults’.

Note: You cannot delete the default values set.
‘Help on OU Instance’ and ‘Help on Roles’ links are provided to get help on OU instance details and
Roles respectively.

If required to add more components for predefined OU Instance, Role, User, Resource and their mapping
exists. Then the following steps must be executed:

« ‘Deployment meta data scripts’ for the components has to be executed in the deployment
database of the application server.

* Step 2: Activity - Perform OU Instance - Component Mapping (Implementation process)
* Step 4: Activity - Map Enterprise Roles (Implementation process)

* Step 7: Activity - Map Components to RM Server (Deployment Process)

* Step 8: Activity - Map Components to App server (Deployment Process)

* Step 13: Activity - Business Process Chain Definition (Administration process)

There are some more activities in the deployment workbench that are not vital during ‘Configuration of
Business component’. These activities are just used for viewing details or to perform some tasks. Some of
the activities and tasks are briefly explained below:

Base Aviation Solutions Group Commercial In Confidence Page 25 of 27






'ramco
151. Activity: Map Implementation model - Component interaction details (Implementation Process).

This activity comprises interaction between components. This is mandatory when two components
interact with each other, when components are defined in same OU or different OU.

152. Activity: Password Policy (Administration Process). This activity is used to restore Password
Policy, Default Values or Update Password Policy Details.

153. Activity: Set Defaults for User Preferences (Administration Process). This activity is used to
maintain various defaults details regarding the preferences like formats and styles for Number, Time,
Date and Error display type etc.

154. Activity: Precision Type Definition (Administration Process). The decimal length of the Precision
Type can be updated in this activity.

155. Activity: Change User Status (Administration Process). The activity comprises of unlocking and
enabling user accounts.

After performing these steps Config dlls have to generate using ConfigGenerator.Exe as mentioned in
section 3.6 or 3.7.
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1. Introduction

This installation guide provides necessary guidelines and steps that have to be followed for configuring
the Internet Information Server (11S) 7.0 related to the Ramco Aviation Solution. IIS could be launched

through Start > Administrative Tools - Internet Information Service(ll1S) Manager (or) Start > Run >
Type “inetmgr” > Click Ok.

This comprises the following configurations:
e Creating and Settings properties for Application Pool
e Creating and Settings properties for Virtual Directory
e Default Document Settings
¢ Mime Type Settings

1.1 Creating and Setting Properties for Application Pool

To create Application Pool in IIS, 1. Expand the Server menu from the Connection Tree (in the left pane)
and click “Application Pools”, as shown in the below screenshot.

E Internet Information Services {I15) Manager
= o~
@ 0 | & ramcosts v applcation Pooks

R

Elle view Help

fomections R e
EETETY Gg! Application Pools
.- start Page

Y ; ; T : Set Application Pocl
) 5 RAMCOBL1S (RAMCOEL19\Adwinistrator] | 1115 308 ks vou view and manage the st of appication pocks o the server. Applicaion povls e associated with worke processes, conkain one o more e
applications, and provide isolation among different applications.

4=, Add Application Pool

- [ ‘pplication Poals Application Pool 1

- & Sites Filter: T gce - i»%_';Show Al |Group by No Grouping - B Start
Name * | Status | MET Frame... | Managed Pipeli... | Identit: | Applications B stop
QASP.NET vé4.0 Started vé.0 Integrated MetworkService 0 < Recyde...
= : . -
%ASP.NET .0 Classic Started w0 Classic MetworkService ] Edit Application P
‘= Classic JMET AppPool Starked va.n Classic MetwarkService 1] —
=} DefaultéppPool Started v Integrated MetworkService 2 |=] Basic settings. ..
@Extu\ Starked wa.0 Inkegrated LacalSystem i Recycling. ..
_-:?VWSErwce Starked w40 Classic LocalSystem 4} Adwanced Settings.
Rename
K Remove
Wiew Applications
Edit Application Pool EH @ Helpi
Mame: ©nline Help
=
I;xtu\

NET Eramework version;

| NET Framewerk v4.0.30319 =]

Managed pipeline mode:
Integrated -

v Start application pool immediately

carcal |

Click “Add Application Pool...”
Provide Application Pool name as “EXTUI”

Set .Net Framework Version as “.Net Framework V4.0.30319", This is mandatory to make EXTUI
work with Windows 2008/ 2008 R2 server.
4. Set the Managed pipeline mode to “Integrated”

wn e
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Once the Application Pool is created, select the “application pool” Name and click Advanced Setfidg3-Ot
will open a properties window as shown in the below screenshot.

*E Internet Information Services (115) Manager _|&
@ ) [Q » RAMCOBL24 * Application Pools Jm L]

Eile  View Help

€ H|&|e
-5 Start Page
193 RAMCOBL24 (RAMCOBL24|Administrator)
-2} Application Pools

%l Application Pools

This page lets you view and manage the list of application pools on the server., Application pools are assaciated with worker processes, contain one or more
applications, and provide isolation among different applications.

&, Add Application Poal...
et Application Pool Defaults. ..

Application Pool Tasks

&| Sites Filter: = @G - %Show Al | Group by 1o Grouping - B Start
Mame  * | Status | MET Frame... | IManaged Pipeli.... | Identit: | Applications @ stop
LD AP ET w0 Started  wd0 Integrated ApplicationPoollden,.. 0 2 Recyde...
QASP‘NET wh0Cl., Started w40 Classic ApplicationPoollden.,. 0 Edit Application Pm;i """"
QC\ESSI( JMET App...  Started w2.0 Classic AoolicationPoollden, .. 0 E
L) DefaultappPool = RN il A.civanced Settings [5] Basic Settings...
Seau Started w40 Recycling...
L WWService stated w40 B {General) 1= Advanced Settings...
JNET Framework Version 4.0 Rename
Enable 32-Eit Applications e 11T/ s
Managed Pipeline Mode Integrated X Remove
ot EATLL Wiew Applications
Queue Length 1000 =
Start Automatically True @ teb
E cPu Online Help
Limit o
Limit Action Nohction
Lirnit Interval (minutes) 5
Processor Affinity Enabled False -
Processor Affinity Mask. 42094967295
El Process Model
Identity LocalSystem
Idle Time-out {minutes) 60
Load User Profils False
Maxirmum Worker Processes 1
Ping Enabled Trus
Ping Maximum Response Time (secanc 90
Ping Period {seconds) 30
Shutdown Time Limit {seconds) a0
tartn Tiroe Limit {zeronds] an =

Name

[name] The application pool name is the unique identifier for the application poal.

0K Cancel

Vi

Set the properties as highlighted.
1. .Net Framework Version to v4.0

2. Enable 32-Bit Applications to True. This is required to enable crystal report 2008 in the server, as

this support 32 bit only.
3. Ensure Managed Pipeline Mode to “Integrated”

4. Under the ProcessModel,set “ldentity” to “LocalSystem”
5. Idle Time-out (Minutes) to 60 (recommended value). It can be changed on wish.

Continue the settings as shown in the below screenshot with the

6. Rapid-Fail Protection — “Enabled” to False

7. Expand “Generate Recycle Event Log Entry” and set “Regular Time Interval” to False
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qs! Application Pools

G:EJ Skark Page
45

¥ Application Pools

ites

&) Default Web Site

AM

aspnet_client

= crystalreportviewers12
ExklUD

B Show all 397 abjects

o e e e e o

This page lets you -

Application Poal Configuration Char False

Filker: E Rapid-Fail Protection o || -
Marme = "Setvice Unavailable" Response Type Httplevel E
=) Classic MET & Enabled False
QDeFaultAppPoc Failure Inkerval {minutes) 5
@RVW Maximum Failures 5

Shutdown Executable

Shutdown Executable Parameters

= Recycling
Disable Owerlapped Recycle False
Disable Recycling Far Configuration CF False

L= Add Application Poal. ..
Set Application Paol Defaults. ..

Application Pool Tasks
B Start
Stop

Recycle...

Edit Application Pool
Basic Settings. ..
Recycling...

Advanced Settings. ..

Rename
Remove
Yiew Applications

Help
Cnline Help

Isapi Reporked Unhealthy False
Manual Recycle False
Private Memory Limit Exceaded Trug
Reqular Time Interval False
Request Limit Exceeded False
Specific Time False
Virtual Memary Limit Exceeded True
Private Memary Limit (KE) 1}
Regular Time Interval {minutes) 1740 I
Request Limit a
L Srecific Tine Ti [array Z
Generate Recycle Event Log Entry
[logEventOnRecycle] Generates an event log entry For each occurrence of the
specified recycling events.
[ — [}
0K Cancel |
Features Yiew 4

Expand “Specific Times” and Click the button enable on the right corner. It opens a new window as
shown in the below screenshot.

@- [d
: qﬁ Skart Page
i [2F Application Pacls
B

&% Default Web Sitz
L E S am

| aspret_client

{5, crystalreportviewers1z
E1-(5F Extul

B Show all 397 objects

qsl Application Pools

This page lets you E. 0.t il
e advancedsettings FF]
T TimeSpan Collection Editor x
-
_N fdember: 07:00:00 properties:
2 A
2l | |
‘l E TimeSpan
Walug [07:00: 00
Add Remove
Cancel_|
4
TimeSpan[] Array _I
“Wirkual Memory Limit (KE) 1] =
-
specific Times
[schedule] & set of specific local times, in 24 hour farmat, when the application pool
is recycled.
—— L]
Ok Cancel |
Frafires Virw ﬁ

Add TimeSpan with the value “01:00:00” and click ok.
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Application Pool Tasks
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Stap

Recyele...

Edit Application Pool
Basic Settings. ..
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Advanced Setkings. ..
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Wiew Applications

Help
Cnline Help
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This completes Adding “Application Pool“and Settings the required properties. ramco

1.2 Creating and Setting Properties for Virtual Directory

To create Virtual Directory, Right click “Default Web Site” and click “Add Virtual Directory...”. It will open
a window as shown in the below Screenshot.

=TT Default Web Site Home
e’,' i | |’_ |#,
-5 Shart Page —
i ﬁ';'l Filker: - Go - r'%Show Al |Gr0up by Area R
i} Application Poals ASP.NET
El-[&] Sites & '
: > & [z B © 9
Explore \\\\'/' a4 u l— 7 2 \\/ UE]
Edit Permissions. . i LIET Trusk
it Permissions d Levels
Add Application. ..
Aidd Virkual Directory... | Site name:  Default Weh Site &
= Path: i
€ RamcoFT  Edit Bindings... ¢ | ! e
Manage Web Site 3 Alias:
[Excui
Al Refresh Example: images
K Remove Fhysical path:
Add FTP Publishing. .. IC:'l,F‘rograrn Files (860 virtuahworks|IIS E
Pass-through authentication
Rename
| ngs... | B
(= Switch ko Conkent Yiew G o | | | WS SR )
Authentication Col P Redirect
ol 4 | Cancel |
= TR = “_E
@ 1=l ffi < = = o

1. Provide an Alias name. It can be any name with which the application can be launched in Internet
Explore with the convention <http://servername/aliasname>
2. Provide the Physical Path as full path of “lIS” folder available in the “Program Files

(x86)\VirtualWorks” and click Ok.

This creates the virtual directory.

Base Aviation Solutions Group Commercial In Confidence Page 7 of 15




http://servername/aliasname



Ccomesns e
e Ll |8 é-‘) JExtUI Home

-'Q‘j Start Page ;
da Filker:
5

;} Application Pools ASP.NET
- & Sites
=43 Default web Site = \'.f;,
@ am % =
| aspret_client MET MET

Authorizati,..  Compilation

-9 :
3 ¢ 4o Explore 5
Ra 3

e Edit Permissions. ..

kﬂ.‘\|
[

Isers Application
| Setkings

| ; Convert bo Application

add Application. .. %

Add virkual Directary, . =
-rnail

Manage Yirtual Directory k

I.‘Il".:- I{In}

Refresh

X &

Remove

Switch ko Content View ;_lj. @

As shown in the above screenshot, right click on the virtual directory and click “Convert to

Application”.
#9ramcobl19 - Remote Desktop

"'E Internet Information Services (IIS) Manager

@é‘) [\: b RAMCOBLIS » Sites » Defaulk WebSite b extui » = 15 1:55m (7]
File  Wiew Help
&) fextui Home e w—
1B,

o]

€-HIZie 8l Explore
- Start Page = Edit Permissions. .
=493 RAMCOBLIS (RAMCOBLI| Administrator Grodp by Area - - |
[} npplication Paols ASP.NET [Z] Baric Settings...
B8] Sites - Vigw Yirtual Directs
\ P — =

1 ) Default web Site \3/ [ = g = ﬁ ;‘? = & @I T T
51| aspret_client = = CF =] = 2b| 7 = = Manage application

extui MET NET NET Profile MET Trust Application Connection  Machine Key  Pagesand  Session State  SMTP E-mail 5
- Compilation  Globalization Levels Settings Strings Cantrals Browse Applical

(¥ wwiService Browse *:50 {http

s Advanced Settings
s & g e @ & F o
= 2 [/] LCt :28 orline Help
ASP Authentication CGI Compression Defaulk Directory Error Pages Handler HTTP Logging
Edit Application | 7| x|| Respo...
=
tl Site name:  Default Web Site
MIME Types  Modules path: '
Alias: Application pool:
Management fesi B Select... |
@ Example: sales P papp—rr.] [ 7] x]
g} Fhysical path: —-— ]
15 Manager D:\Program Files\vi Appleation pacl:
Permissions Extui =]
Pass-through auth
DefaultAppPool
Classic \NET AppPocl
Connect as...
" [ASPUNET w40
ASPLHET w40 Classic
W/Service: icel

Cance

As shown in the above Screenshot, Select the virtual Directory and click “Basic Settings”.
1. Click “Select” button against the Application Pool.
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2. From the dropdown, Select the Application Pool “EXTUI" and click Ok. ramco

This completes the Virtual Directory creation and setting its property.

1.3 Settings Required to Enable Asynchronous Processing

Please note that this feature is available only from RT Patch 10. There are two parts to this

feature
a. Enabling Asynchronous processing in WEB Layer
Once the installation of RT Patch in web server is completed, launch Inetmgr and
map the Virtual Directory RVW to the Extui application pool.
@‘_, [3 » RAMCOWMA435 * Sites » DefaultWebsSite » RVYW » |s’n @ -

Fle View Help

: [acions ]
&) /RYW Home

LA Rl = 2 Explore
-5 Start Pags = Edit Permissions.
193] RAMCOVMA3E (RAMCOVMAZE Administrator) Filker: - (iso - Giyshow Al | Groupby: Area = EE-
12} Applcation Pools ASP.NET (] Besic ettings...
B8] Sites - Yiew Wirtual Directories
43 Deault teb Site 2 4 7 q p ] ;ﬂ =
=l N i o= = — bl
| aspret_client % NF g OF =Y = ab ,r‘? Manage Application A
5P extui NET = — = oo ——pn Connection  Machine Key =
W Fo el Advanced Settings [ 7] Strings Browse Application
= 11y Browss *:60 (http)
- = 5 (General) — =
MenuConfig_ E’ﬁ_ et | - Advanced Settings. ..
ctivityhssemblies 5 pplizsbiopRoo extui =
dimin Pages ar Physical Path Ex\Program Files (x86)', VirtualWorks\, @ relp
~ hbin Control: | physical Path Credentials Orline Help
Deployment Phiysical Path Credentials Logon Type ClearText
= it s Virtusl Path JRe
| Implementation E Behavior _
| MenuBuilder r"_& Enabled Pratocols http ij ﬂ“-
Portaltiapping . —
 Preferences Authentica Select application Pool [21x] Logging  MIME Types
Security Application poal:
= shorteut
 Template #éﬂ [extui =l
= Themes DefaultAppPool
= Tvs Module: Classic (HET AppFoal
B P test wservice
B2 vwService ASP.NET w0
Manage £15P.HET 4.0 Classic
test
D ok Gl
Configurat
Editor
Application Pool
[applicationPool] Configures this application to run in the specified application pool,
ok Cancel
4

[ =7 Features view |72 Content view

Ready &

[7start |¢j Internet Information ... | IS | (& Ramco VirkualWorks - Wi... |ERamcu Wirtualworks (Ad... 2 2§ s 1usoam B

b. Enabling usage of WCF in APP Layer
This feature will be enabled by setting the value of the key <add

key="CommunicatorType" value="1"> to 1 in the WEB.Config file (). By enabling this,
all calls to the App Layer will be routed through WCF and will by-pass COM+ thus
removing the need to deploy application components in COM+. This will reduce the
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time of the respective component getting loaded in memory for the first callanmEes
recommended to enable this option only if the servers (WEB and APP) are loaded
with Win 2008 / Win 2008 R2 since this functionality works only with IS 7.0. So this
feature requires 1IS 7.0 (Web Server Role) to be installed in APP Layer.

While enabling WEB Server Role in the APP Layer (through Server Manager), install
the following Features also.

“2 techrock?1 - Remate Deskiop

B fction  Yew Help
e m
B Server Manager (TECHRACKDL) eatures
1 50 Roles

r’ % Wiew the status of Festures installed on this server and add or rerm ove festures.

= leatures Summary [ restures swsmany e

3 g e
" @ . =
& i Windows Firewnll with Advanced Security = Feabures: 3of 41 instaled B b Frabres
L Servives P Remee Fesres
B WM Conkrol Remobe Sérver Administrabon Tools
% B Loal Usens arwd Grouess Rk Akministration Tooks

3 152 storage wab Sarver (LI5) Totds
\Windowes Precess Arthaation Serdce
Process Madel

13 Lt Refresh: Todsr 8 2110 FM Confioure re‘resh

orse] [T 65 el o i [ 1 che [ ] ] 3| @ | s | ot [ T G 0 [ 8

Please note that these features will be available for installation only if .Net
Framework 3.5 SP1 is installed.

Once the installation of RT Patch in App server is completed, launch Inetmgr:

e Map the Virtual Directory VWService to the VWService application pool. If
the “YWService” application pool does not exist create the same and make it
under the “Local System” Account. (Refer Section 1.2 for Mapping Virtual
Directory and 1.1 for Creating Application Pool)

e Click on VWService virtual Directory and click on the “Advanced Settings”
available on the right pane. On the window that gets opened, go to enabled
protocols and append the values net.tcp, net.pipe (separated by comma).
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BE [T noman + ma » odorwms » v » ramco

Fie  View Hep

JVWService Home
%18 "}
)y St P T —
95 TECHRATKDL (TECRACNAG | | TR = R i | Souphy: drse T
¥ Appication Pocks ASPNET
f L
ub
T Conneaon
Complation g
ﬁ - o B (Genersl)
’ = o Aopheation Fod DefaultAppirool
Machneiey  Pageserd  Frovd Phryscal Puth LiPrageam Files (=06 Vietustwarks',
Dorrcks Phrysi.al Path Credentias
Pirysical Poth Credentiofs Logon Trpe ClearText
ns
Behavior
(*] l =L httpnet tepnetpipe i i
¥ | i
asp Buthentication Authere fer  HTTP Redenct
Fude e
h. [ 8 L
L, - Iy
o I
HTTP TP s Logge
L e Do,
Management
&
Confiuration 115 Manager
Edtor P
| Witual Path
| Tpath] UL path For the: apphcation.
o | o |
A

Make sure that the following services are running in the APP Layer:

e Net.Pipe Listener Adapter
Net.Tcp Listener Adapter
e Ramco.VW.RT.GatewayServerHost

Server Manager

File  Action  View Help

&= HmE = HEI»m n»

S Server Manager (TECHRACKD1)

B foks [Mame = [staus [statupType [logonas |
& BB fplcation Server EJ'_ = Disabled Netwark 5.
%, Component Services -
15 Web Server (1I5) &t Pipe Listener Adapter Local Service
| Features et Tcp er Adapter
i Diagrostics Met.Tcp Port Sharing Service Started Local Service
= ff} Configuration etlogan started Automatic Local System
Task Scheduler etwiork Access Protection Agent Manual Network S...
Windows Firewall with Adwanced Security stwark Connections Started Manual Local System
L. Services letwork List Service Started  Manual Local Service
& WM Contral etwork Lacation Awarensss started Autamatic Netwark 5.,
el Local Users and Groups etwork Store Interface Service Started  Automatic Local Service
(55 Storage erfarmance Counter DLL Host Manual Local Service
erformance Logs & Alerts Manual Local Service
Flug and Play Started Automatic Local System
'nP-1 IF Bus Enumerator Disabled Local System
. Portable Device Enumeratar Service Manual Local System
GLT Started Automatic Local System
int Spacler Started  Automatic Lacal System
oblem Reparts and Solutions Contral P, Manual Local System
.Protected Storage Manual Local System
amco. VW RT.GatewayServerHost Started Manual Local System
L.Remate Access Auto Connection Manager Manual Local System
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Services EM English {United 5 # < Ha ramco

File Action  Wiew Help
| i EX L
@ Services (Local)

Ramco.VW.RT.GatewayServerHost _Hame Descripkion Status Startup Type Log On As
%Ofﬁce Source Engine  Savesinst.., Marwal Local System

M”'E;EWEE. il Performance Lags a... Collects pe... Manwal Metwork S...

Restart the service %Plug and Play Enables ac... Started Automatic Local System
@ Portable Media Seri..  Retrievest... Manwal Local System
%Print Spooler Loads files ...  Started Automatic Local System
@y Pratected Storage Provides pr... Statted  Automatic Lacal System

nsyn Drevic hlarusk Local- Sk
(= J

4 pemote fccoss Aut,, Crealesa Manual Local Sustem
%Remote Access Con,., Createsa... Started Marwal Local System
4 Remate Desktop He... Manages a... Manwal Local System
%Remote Procedure ... Providesth... Starbed Automatic Metwork 5.
B Remate Pracedurs .. Managest. . Manual Metwork S...
s Remote Registry Enablesre... Stated  Automatic Lacal Service
i Remavable Storags Marwal Local System
i Routing and Remet..,  Cffers rout... Disabled Lacal System
%Secondary Logan Enables st...  Started Automatic Local System
@l Security Accounts .. Storessec...  Started Automatic Local System
%Secur\ty Center Monikors s... Automatic Local System
& Server Supports fil... Started  Automatic Local System

1.4 Default Document Settings

Ramco’s RVW uses “extui.aspx” as the startup/default document. To set this, double click the Virtual
Directory. In the center pane, under “lIS”, double click the “Default Document”, as shown in the below
screenshot.

| Comnections
|8

; % Skark Page

4 Explore

£  /ExtUI Home

Edit Permissions. .,

B qa Filker: - G0 - %Shnw Al |Group by Area - -
L5} Application Pools ASP.NET {4 D Basic ceing =l
El (8] Stes 2 View virtual Directories
-6 DeFault Web Site : & oy @ =0 e\
i {% N 04 r i > = icati
3 aM N - r U=| Manage Application o
aspret_clisnt NET MET MET Error MET MET Profile \MET Raoles JMET Trusk 2
D crystalreportviewers12 Authorizati,..  Compilation Pages Globalization Levels Browse Application
=

[S] Browse *:80 i{http)

e y - 5 B
a ah| 7 Q}j Advanced Settings. ..

MET Users Application Connection  Machine Key  Pages and Providers  Session State -@ Help
Settings Strings Controls

& RameoFTR

Online Help

SMTP E-mail

IIs
3 2| y 3 i,
B 9 o 5 la AT
Authentication Compression Default Directory Error Pages Handler HTTP Redirect
Document Browsing Mappings
=_ - fa .
@ = & = & §
HTTP Logging MIME Tvpes Modules Oukput Request 55L Settings
Respo... Caching Filteting

A new window will open, listed with all the default documents, as shown in the below screenshot
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@-HiZ |8
q'ﬂ Start Page
=92

2 application Pools
& Sites
=43 Default web Site
P am
aspret_client
crystalreportviewers12
ExEUD
=¥ rvw
RamcaFTR

U=

[

Use this Feature to specify the default file(s) to return when a client does not request a specific file. Set default

documents in arder of priority,

&) Default Document

Marne | Entry Tvpe |
exkui, aspx Local
rvw_default. aspx Local

Default. htrn Inherited
Default, asp Inherited
inde. hitm Inherited
indesc,html Inherited
iisstart, htm Inherited
default. aspx Inherited

Click “Add...” link given on the right pane and provide Name as “extui.aspx”.

Ensure that the default document name “extui.aspx” is on first among the list.

1.5 Mime Type Settings

Add,..

Disable

Rewert Ta Parent

@ Help

Cnline Help

Ramco Aviation application is integrated with Nertronics Varchart (Gantt chart Control) and also Microsoft
Project. To enable these plugin’s in Internet explorer, we need to add respective mime types in the IIS.

To set this, double click the Virtual Directory. In the center pane, under “IIS”, double click the “Mime
Types”, as shown in the below screenshot.

| aspret_client
rystalreportyiemerslz
ExtUI

e

0 RarncoF TP

As shown in the below screenshot, in the Mime Type Window, Click “Add..." link.

&) /ExtUI Home

L=
Filter: - Go - ‘:éj Shiow Al | Group by:  Area - -
ASP.NET
2 £ @ e BF © 9
;s < B O 8
MET MET MET Error MET MET Profile  .MET Roles JMET Trust
Authorizati,..  Compilation Pages Globalization Levels
e SF= TR
=D = ab| %?}
.MET Users Application Connection  Machine Key  Pages and Providers  Session State
Settings Strings Controls
115
: I &
d 9 e =i BT
Authentication  Compression Defaulk Directory Error Pages Handler HTTP Redirect
Docurnent Erowsing Mappings
= = i s 5
i i = =
8 = &4 = & 8§
HTTP Logging MIME Types Modules Outpuk Request S5L Settings
Respa... Caching Filtering

Add the following Mime types one by one.
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Edit Permissions. .,

[=] Basic settings. .

Wiew Virtual Directories

Manage Application %)
Browse Application
@] Browss *:80 {http)

Advanced Settings...

'@ Help

Online Help
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1. File Name Extension : “.ifd"; Mime Type: “text/xml”

2. File Name Extension : “.ini"; Mime Type: “text/xml”

3. File Name Extension : “.mpp”; Mime Type: “application/vnd.ms-project”

4. File Name Extension : “.mpt”;  Mime Type: “application/vnd.ms-project”

Actions
@il |8 B MIME Types T
Use this feature ta manage the list of file name extensions and associated content bypes that are served as static @' Help
,:-‘ Application Pools i fles by theiblebiserver: Cnline Help

8- &| Sites
-0 Default web Site
B

9 RamcoFTP

Group by: Mo Grouping ol

Extension =+ | MIME Type | Entry Type | ;l
.ics applicationfoctet-stream Inherited
.ief image/ief Inherited
Jifd ket Sl Local

il application)x-iphone Inherited
JinF applicationfoctet-stream Inherited
.ini ekl Laocal
mpp applicationvnd. ms-project Inherited
.mptk. application+nd. ms-project Local
RUGIN 1. d MIME Type HE g | |
.jar l
Java File name extension: il
ek | 1
Jjcz l
p MIME bype: 4
.jpb | il
.jpe il
dpeg Ok I Cancel 4
Jipg Bl
ic E I T e T TRREAFed

1.6 Configuration DLL Generation

After the above settings, configuration dlls needs to be re-generated and needs to be deployed in

GAC. Please refer the step by step document below for Configuration DIl generation.

Document Name

Document Attachment

Reference Sections

11-Configuration DLL
Generation.docx

@ _j All
11-Configuration DLL
Generation.doc

Base Aviation Solutions Group
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VirtualWorks™ DotNet Runtime — RM Server Installation

This document walks through the steps for installing VirtualWorks™ .Net Runtime
(Microsoft Version).

1.1 RM Server Installation — Deployment Components

1. If File Server is a separate machine, then launch the share path “\\File
Serve Name\Deploy\lnstaller”. If there is no separate file server, then go
to the folder “Web Server Name\Deploy\Installer folder.

e If the MSI package needs to be installed in particular user account
then double click the file DeploymentSetup.Msi to run the same.

e If the MSI package needs to be installed in ALL USERS instead of
specific user account, then run the following command in Command
Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 DeploymentSetup.Msi ALLUSERS=1

Click Next on Introduction screen.

{5 ¥irtualWorks Deployment Setup H= E3

Yelcome to the YirtualWorks Deployment Setup Wizard .

Trmics

The inztaller will guide you through the steps required to install Yirtualsforks Deployment Setup on
your computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel | < Back

2. Clicking Next, will redirect to the Resource Manager Database Details
Screen where Database Server details will be prompted for. Provide the
server name which will represent the Database Server name. Provide the
SA password, database file path. The temporary file path will be defaulted
which need not be modified. Click on Next to proceed further.
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ji ¥irtualWorks Deployment Setup M=
Resource Manager SFT
Resource Manager Database Details
Servername IHAMCUBL4U2
Username ISA
Pazsword I esernestene
D atabase File Path ID:\Databasq\ _I

Temparary File Path IEI:\Users\rahuser\AppData\LocaI\Temp\2\ |

Cancel | < Back | Mest = I

3. Clicking Next will display the confirmation screen which will display list of
Deployment components to be deployed as part of the database layer.

i;';:‘ YirtualWorks Deployment Setup M= B3

Confirm Installation T

v

Tarmco

The installer is ready to install Yirtualworks Deployment Setup on wour compliter.

Click "Mest' ta inzstall the following Components.

Rt

1. Deployment
2. Implementation
3. Admin

4 . Securty

Cancel | < Back

4. Clicking Next will complete the installation of RM Layer Deployment
components.
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/0

i;';:‘ YirtualWorks Deployment Setup M= E3
Executing VirtualVWorks Deployment Setup T D
ramco
Wirtuahw orkz Deployment Setup is being installed.
Flease wait...
Cancel < Back | Test > |
i% ¥irtualWorks Deployment Setup |_ (]

Installation Complete

C

TAmico

Wirtuahwforks Deplopment Setup has been successfully installed.

Click "Close" to exit

Please use Windows Update ta check for any critical updates to the NET Framewark.

Cancel | ¢ Back

iiE YirtualWorks Deployment Setup [ <]

“ou must regtart pour gystem for the configuration changes made to Vitualba orks
Deployment Setup to take effect, Click ez to restart now or Mo if pou plan bo manually
restart later.

5. Once the installation is complete, system will prompt for restarting the
server. Please restart the server now. This completes the installation of
RM  (Database) Layer Deployment components. Proceed with
VirtualWorks™ Runtime Patch Installation.

- End of Document -
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purchased / deployed at the customer site.
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VirtualWorks™ DotNet Runtime — File Server Installation

This document walks through the steps for installing VirtualWorks™ .Net Runtime
(Microsoft Version).

1.1 File Server Installation

Copy the base installation CD content from the VirtualWorks™ installation kit
(..\CD1- RT\RTCD) in to a local directory in the system identified for File Server
installation and run the file RSSetup.EXE.

Note: If there is no separate file server, then consider web server as file server and
proceed the installation.

1. The ‘Welcome to Ramco Installer’ screen will be launched.

“= Welcome to Ramco Installer |

£ Ramco 2V e & % F
faMcor] Where enterprise solutions meet business reality E -
Contents Pre-Requisites _

VirtualWerks Core Components Microsoft Windows 2000 Server SP4
Deployment Workbench Microsoft MET Framework w1 4322
Application Setup

Copyright & 2005 Ramco Systems Limited.

< Back | Hext > I Cancel

2. Clicking ‘Next’ launches the ’Select Layer’ screen.
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<d select Layer x|

— Layer

I Riesource fanager

[T Gateway Semver

I~ Spplication Senver

= Intemnet |nformation Semer

[ Client

< Back | Mext » I Cancel

Note: Only Client option will be selected by default. Leave this option as it is and proceed
further by clicking the Next button.

3. On clicking ‘Next’ the ‘Select Components’ screen will be launched. This
is only an information screen. Click ‘Next’ and proceed further.

'_‘:'_=|. Select components il

Fleaze select the components ta be inztalled

Wi arnco Yitualyfork s Core Component- 53 Bameo Yituahatorks Core

W] D eployrent Component - BRdkb Comporent

Wl drmin Component - 447 kb

Implementatinn Component - 317 kb Sub-Caomponents

w15 ecurity Compaonent - Z290kb

Eentral.f-‘«dmlp Caompaonent - YO0 kb Space Requied [épp}  E528 kb
WICustombdinin Comperent - BURKS T gpace Avalsble [pp) 4815560 kb
WlCentralSecurity Component - 275 kb

Space Fequired [System]: 0 kb
Space Available [System]: 4815560 kb

< Back I Mewut » I Cancel

4. The list of components to be installed will be listed in this screen. On
clicking ‘Next’ the ‘Confirmation’ screen will be launched.
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£ Confirmation x|

Setup haz enough information to start installing.
If you want to review or change any settings, click Back.
If vow are zatisfied with the settings, click Finizh to beain instaling.

Current Seftings

Layers Selected
Client Components

Applications Selected
Ramco Virtuahatorks Core Camponent
D eployment Component
Adrmir Component
Implementation Component
Security Component
Centralddmin Component
Cuztomddmin Compaonent
CentralS ecurity Component

< Back Exit

,;
d
\_ILI; I

5. Click ‘Finish’ to complete the installation.

BY

Installing BWWwWhac.exe...

Setup iz installing the zelected components. Pleaze wait...

Inztalling B ameco Virtualtfarks Care Campanent Package Client Layer

e e Y (PN

Ranmco Setup |

&

g Setup of the selected compaonents has been completed.,
Lo» Wold you like to wiew the log file now?
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You can choose Yes to check the Installation log file though this is not
mandatory.
1.1.1 Deployment Setup

After completing the above steps, run the DEPWIZ.EXE from the path ..\Program
Files\VirtualWorks (X86)\ADS folder.

1. Launch the Deployment Setup Wizard on the file/web server. Select RM type
as SQL.

E® welcome to the Deployment Setup Wizard =S|

Ramco

SYSTEMS

aamcor Where enterprise solutions meet business reality

/ s 2 Welcome to the Ramco VidualWarks Deployment
F * A Setup Wizard | This wizard configures your initial

deployment Setup.

I’ Select A type
&-_..

i SOL Server " Oracle Server
@ " Central Sql

<< Back | Nth>> Cancel |

2. Click Next to continue. The ‘System Parameters Info’ screen would appear:

w, Systems Parameters Info : ﬂ

TSTEMS

Ramco prise Series 4" 3

famcor] Where enterprise solutions meet business reality

e r: Flease provide System Parameters

Single Sign On [nstallstion [

TecBack Mewt > | Cancel |

Select the option “Single Sign On Installation” if the application authentication at
Runtime should happen based on Windows User base authentication instead of
Application’s internal Security database.
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3. Click ‘Next’ to continue. The following ‘Specify Deployment Topology’
screen is launched. Here provide the WEB Server (where the presentation
layer components would be deployed) and APP Server Name (where the COM
components would be deployed — This forms the middle layer)

[ Specify Deployment Topology [ %]
[ 4 Ramco e & 2
FEMCC When Your business changes, your system changes - o .
" ;H Please enter resource names for the Application Server and web server that you would like to
4 E i use for deployment workbench. These resources must exist on the netwark. and must be
2 i @ corhectable
|~
‘wieb Server |WEB_SEF\VER_NAME

.
3 &-I Appiication Server [PP_SERVER_NAME

ServerSocket Portumber |1 2345

<« Back | Mest » I Cancel |

Note that the ServerSocket Port Number control would be enabled only if the
WEB and App server names are different. Meaning, this will be enabled only if the
WEB and APP layer installations happen on two different physical machines.
Server Socket Port number can be any valid number between the range 1024 to
65535 which is not used by any other application running in the Application
Server. In the above screen shot, the installation assumes the port number to be
12345.

4. Enter the Resource Manager (Database Server) Name, Database, SQL

Instance name (in case SQL Server is running on a named instance instead if
default instance), Deployment Admin SQL Username and Deployment Admin
Password.
Note: The Deployment user name and password specified below will be used by the
VirtualWorks™ application at Runtime. The SQL DBA must not modify this SQL user and password
through Enterprise Manager (/Management Studio). This user account will be automatically
created by the installer.

E® Resource Manager Specifics [ x|
m { 0 Ramco & & 3
0 T rErmcs When your business changes, vour system changes > il
= Enter the details of the rezource manager. This server should have SGL Server 8.0 running or
P Greater. The SOL user specified here will be used to connect to this Resource
= 4
P i @
i 3] bd M
- e esource banager Mame |F|M_SEF|VEF|
o
4 Deploprent SOL User Name Irkuser
"
&_I’ Deplopment SOL Pazswaord Ixxx
3
@ Sql Server Instance Mame IHM_SEHVEH_INSTNAME
Databaze IDEF'DB|
<< Back | Mest »» I Cancel
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5. Click ‘Next’ to continue. The following ‘Initial Role Specifics’ screen will be
launched. Provide the Role name that should be used as Administrator Role
and the password for “AdminUser” user account. The option Password Case
Sensitivity can be selected based on if the user account passwords that are
created in the application’s security database should be case sensitive. Click
on Finish to complete the installation.

EX® Initial Role Specifics
ﬁ (N Ramco 3§ Ve & 3

o FEMCZ When your business changes, your system changes LR

Y Specify a default role name to be created. The user can login initially using this rale
v & i and then define subzequent roles
QC"'

; Rale Name [AOMINROLE

&:[_ Deployment User D IADMINUSEH
9 & Deployment User Password Ixxxx»1

Pazaword Caze Sensitivity ¢ Yes & Mo
<< Back | Finizh I Cancel

Preparing for initial setup. Pleasze wait...

Deployment Setup Wizard Ed |

Deployment Initial setup is complete,

f.-' Please run Deployment setup

= {RuntimeZetup.Msi, DeploymentSetup. Msi) on the identified
resources Fram the Inskallakion Sharepoint

This completes the installation of File Server component.

- End of Document -
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DISCLAIMER
©2012 Ramco Systems Ltd. All rights reserved. All trademarks acknowledged.

This document is published by Ramco Systems Ltd. without any warranty. No part of this
document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose without the written permission of Ramco Systems Limited.
Improvements and changes to this text necessitated by typographical errors, inaccuracies of
current information or improvements to software programs and/or equipment, may be made
by Ramco Systems Limited, at any time and without notice. Such changes will, however, be
incorporated into new editions of this document. Any hard copies of this document are to be
regarded as temporary reference copies only.

The documentation has been provided for the entire Aviation solution, although only a part of
the entire solution may be deployed at the customer site, in accordance with the license
agreement between the customer and Ramco Systems Limited. Therefore, the documentation
made available to the customer may refer to features that are not present in the solution
purchased / deployed at the customer site.
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VirtualWorks™ DotNet Runtime — WEB Server Installation

1.1 WEB Server Installation — Core RT Components

1. If File Server is a separate machine, then launch the share path “\\File
Serve Name\Deploy\Installer”. If there is no separate file server, then go
to the folder “DriveName\Program Files(x86)\Virtualworks\ADS\Installer

folder.

e If the MSI package needs to be installed in particular user account
then double click the file RuntimeSetup.MSI to run the same.

e If the MSI package needs to be installed in ALL USERS instead of
specific user account, then run the following command in Command
Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 RuntimeSetup.MSI ALLUSERS=1

Click “Next” on the Introduction screen.

ii;;: ¥irtualWorks Runtime Setup

Welcome to the VirtualWorks Runtime Setup Wizard

rarmco

The installer will guide you through the steps required to install Yirtualwforks Runtime Setup on vour
computer,

WARMIMG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
ar criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel | < Back

2. Clicking Next, will redirect to the Confirm Installation Screen where the list
of layers appropriate for this server would be listed. This information
depends on the data that was given in the Deployment Wizard application
under File Server installation. Currently the assumption is that the WEB
and the APP Layers are installed in two separate machines and this
document will guide through the WEB Server installation steps. So this
screen would list only the WEB layer.
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YirtualWorks Runtime Setup M= B3
Confirm Installation ; 2
rarmco

The installer is ready to install Wirtualw'orks Funtime Setup on your computer.

Click "Mext" ta instal the following Components.

WER
1. frx

Cancel | < Back |

3. Clicking Next will complete the installation of WEB Layer components.

jia WirtualWorks Runtime Setup

Executing YirtualWorks Runtime Setup ~ T

TAAmcs

Virtualwforks Buntime Setup iz being installed.

Please wait

< Back Tewt >
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15 VirtualWorks Runtime Setup

Installation Complete

ramco

Wirtuahworks Runtime Setup has been successfully installed

Click "'Close" to exit.

Please use Windows Update to check for any critical updates to the MET Framewark.

LCancel < Back

q‘;_»E; ¥irtualWorks Runtime Setup

“'ou mugt restart your zystem for the configuration changes made bo Yitualsforks Runtime
Setup to take effect. Click r'es to restart now or Mo if vou plan to manuwally restart later,

4. Once the installation is complete, system will prompt for restarting the
server. Please do not restart the server now. This completes the
installation of WEB Layer core Runtime components.

1.2 WEB Server Installation — Deployment Components

1. If File Server is a separate machine, then launch the share path “\\File
Serve Name\Deploy\Installer”. If there is no separate file server, then go
to the folder “DriveName\Program Files(x86)\Virtualworks\ADS\Installer

folder.
e If the MSI package needs to be installed in particular user account

then double click the file DeploymentSetup.Msi to run the same.

e If the MSI package needs to be installed in ALL USERS instead of
specific user account, then run the following command in Command
Prompt.

Go to the folder where the MSI file exists and run the following
command.

MSIEXEC /1 DeploymentSetup.Msi ALLUSERS=1
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Click “Next” on the Introduction screen.

i;';:‘ YirtualWorks Deployment Setup M= B3
Welcome to the VirtualWorks Deployment Setup Wizard T D
ramco

The inztaller will guide you through the steps required to install Yirtualsforks Deployment Setup on
your computer.

witRMIMNG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel | < Back

2. Clicking Next, will redirect to the Confirm Installation Screen where the list
of components for Layer appropriate for this server would be listed. This
information again depends on the data that was given in the Deployment
Wizard application under File Server installation. As specified above this
screen would list only the WEB layer components.

1% YirtualWorks Deployment Setup HE E

Confirm Installation ot

d

v

TAMTICD

The installer iz ready o install Yirtuala orks Deplayment Setup on your computer.

Click "Mext" ta inztall the follawing Components.

WEB

1. Deployment
2. Implementation
3. Adrnin

4. Security

Cancel | < Back

3. Clicking Next will complete the installation of WEB Layer Deployment
components.
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i%‘ ¥irtualWorks Deployment Setup [_ [0
Executing VirtualWorks Deployment Setup e

C

rarmco

Wirtuahworks Deployment Setup is being installed.

Flease wait
i Cancel I ¢ Back | et > |
i%‘ ¥irtualWorks Deployment Setup | _ (]
Installation Complete —

TAMICo

Wirtuahworks Deplopment Setup has been successfully installed

Click "Close" to exit.

Please use Windows Update ta check for any critical updates to the NET Framewark.

ro— < Dack i

i:%‘ YirtualWorks Deployment Setup

Yo mugt restart pour system for the configuration changes made toirtuaks/forks
Deployment Setup to take effect. Click Yes to restart now or Mo if you plan to manually
restart later.

4. Once the installation is complete, system will prompt for restarting the
server. Please restart the server now. This completes the installation of
WEB Layer Deployment components. Proceed with VirtualWorks™ App
Layer Installation.

- End of Document -
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This document walks through the prerequisites before start installing VirtualWorks™ .Net
Runtime (Microsoft Version) installation.

Note: Settings specified in this document are applicable to all layers like File Server,Web
Server, App Server and RM Server unless it explicitly mentioned that applicable to particular
layer.

1. Prerequisites

Operating System Windows 2008/2008 R2. (with latest Service Packs)
Note: Application and RM (Database) Servers should
always have same OS + Service Pack

.Net Framework Version 3.5 SP1 and vV4.0.30319
VC 7 Runtime Installer for this application is packaged along with the
installation kit itself. Run the file

VC7RuntimeSetup.MSI  that is given with the
installation Kit.

XML MSXML 4.0 + SP2 or above

DAC MDAC 2.8 or WDAC 6.0 or above (in case of Win 2K8
0S). To check the installed version goto regedit -->
HKEY_LOCAL_MACHINE\Software\Microsoft\DataAccess
, against Key Name: FulllnstallVer, you can see the
version number

1S 7.0

SQL Server 2008 (only in RM Server)

1.1.Server Settings before proceeding with installation

Before proceeding with the installation, make sure that,

v All Servers have sufficient Disk space (as per the Hardware Specification & COTS
List) and also partitioned. It is recommended to have atleast one more drive
apart from Default “C” Drive. It is advisable to install the VirtualWorks™ in the
User partitioned Drive, instead of System Drive (C)

v' System Drive should have partitioned with minimum of 20GB allocation and User
Drive with remaining

v' User Drives for RM Server should be partitioned to keep Database files and Log
files separately. This enhances performance of SQL Server 10 operations

v Server name (across all layers) should not have any special characters. All
server names participating in the VirtualWorks™ deployment architecture should
start with alphabets and can contain numbers. Non-Alphanumeric characters are
not allowed. Servers should also not have any VirtualWorks™ component name
and part of the Server Name.
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v' Internet Information Services (11S) and World Wide Web (W3SVC) services are
not running in the WEB Server

v Windows Firewall is off for all state viz., Domain Profile, Public Profile and Private

Profile.

During runtime installation, the app and web server will communicate through a port
number (which will be defined during installation), to make sure firewall is not

blocking this process, the following settings needs to be done.

Also refer section 2.0 Enabling VirtualWorksTM Runtime specific ports in Firewall to
set firewall for the ports between the servers

To change Windows Firewall settings

Go to Server Manager (Start -> Programs -> Administrative Tools -> Server

Manager) and click on “Configuration” option -="Windows Firewall with Advanced
Security” on the left pane.

In the right pane, Click “Windows Firewall Properties”, as highlighted in the below

screenshot

_-:,355 EEWBY L EREIRE WAVELEREU Y Windows Firewall with Advanced Security
H 3 Tl A RrRERRRRRRRARRERX|IX—DDBB|BEEEER

ot Roles
H Features
[+ i Diagnostics
= j}é C_onfiguratinn
[ (5 Task Scheduler
& ﬁ Windows Firewal with Advz
f{: Services
5 WM Contral
& M Local Users and Groups
[ =5 Storage

Base Aviation Solutions Group

i
‘ Windowz Firewall with &dvanced Security provides netwark, securnity for Windows computers.

A

Overview

Domain Profile is Active
T Windows Firewall is aff.
Private Profile

!.5 ‘witdows Firewall i off,

Public Profile
:@' ‘Windows Firewal is off

ﬂ ‘windows Firewal Properties

Getting Started

Authenticate communications between computers

Commercial In Confidence
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ORI AU GIEI Windows Firewall with Advanced Security
[# 5} Roles -
[+ ﬁ:j Features Fa
& i Diagrinstics ‘ "windows Firewall with Advanced Security provides network zecunty for Windows computers.
=] jj’L!; Configuration
H .;T;. Task Scheduler Windows Firewall with Advanced Security Properties
= ﬁ Windows Firewal with Adve | | Owerview , - - : - : _
S : [omain Prafile | Frivate Profile | Public Profile FAPec Settings
s Domain Prof
ﬁ WHlContt) T . Specify behavior for when a computer iz connected ko its corporate
[+ ;b_. Local Users and Groups 5'5 Windaws Fire et

[# 25 Storage

Private Profi [ 2
: Frewa sale I |
B Windaws Fire \ﬂ\
|nbound connections: |B||:u:k [default] j
Public Profili
;'@n \Windows Fir Dutbound connechions |£‘ulluw [ ault) ﬂ
Fﬂ windows Fi Protected network connections: Customize... |
s indaws Fire
e — Settings
Betbin Starked 7| Specify zetings that contral Windaws Customize |
Authenticate 7= | Firewall behaviar,
Create connectior Cated and
protected by Lizing — Logging
____ Specify logaing zettings far Ty |
Ej] Conkection © = traubleshooting,
VYiew and cre
Create firewall rule L bl ; rnechion
it iz authenticated, £ain mare about these settings tionz are

blocked unless th atch a

blocks them. k., I Cancel Anply

Ensure the above rounded firewall state setting is done for all three profiles under
separate tabs.

1.1.1. Environment Variables Settings

» Set .Net Framework V 2.0.50727 in environment path — Right click on My
Computer -> Properties -> Advanced Tab -> Click on “Environmental Variables”
button -> Select the “Path” variable from the “System Variables” group and click
on “Edit” button. Add the .Net Framework folder path (for Ex. 32 bit machines -
%systemroot%\ \Microsoft.NET\Framework\v2.0.50727, 64 bit machines -
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%systemroot%\ \Microsoft.NET\Framework64\v2.0.50727) at the end

adding a ; [semicolon]) and click on OK.
This setting is required to enable command line invocation of dotnet compiler program.

Z5ystem

CT 3 ot < spaen

[§9 Devics Manager

[§ Remote settings

Tasks

View basic information about your computer

Windows edii

windows Server@ Enterprise

L Advanced system settings Copyright © 2007 Microsoft Corporation. All rights reserved.
e Pack 2
System Properties Environment variables ]
Computer Name | HavdwaRemnleI
[~ User variables for RAHUSER
*You must be logged on as an Administrator to make most of these changes. Variable [ value [
TEMP % UUSERPROFILE%:\AppData\Local\ Temp
Wisuial effects, processor scheduling, memory usage, and vitusl memony ™R %USERPROFILE% |AppDatalLocal|Temp
Settings.
T Hew,.. et | pele |
Deskiop setfings related to your logon
“System varisbles
Saltings... Varlable T value =]
03 Windows_NT
[~ Stailup and Recover [Path CindomstsystemaZiC A Windows; G, —)
System startup, system Failure, and debugging information PATHEXT -COM; EXE;.BAT,.CMD; VS, VEE, IS .
PROCESSOR_A...  AMDE4 j
Setings...
wew.. | ., Delete |
Envircrment Y ariables.
—_— = o
oK | caneel | e |
Edit System Yariable

>

Variable name:

aBle value:

(after

In case if the installation should happen on a different drive other than the
default system drive (for ex. instead of C:\Program Files, if the installation should
be done on D:\Program Files), then change the Program Files directory path in

Registry as below:

0 For 32 bit OS — Change the value of the Key ProgramFilesDir under the
registry key HKEY_LOCAL_MACHINE\SOFTWARE\
\Microsoft\Windows\CurrentVersion from C:\Program Files to D:\Program

Files

o For 64 bhit OS — Change the value of the Keys ProgramFilesDir and

ProgramFilesDir(X86) under the registry

key

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\C

urrentVersion

and

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion

from C:\Program Files (X86) to D:\Program Files (X86).

Note: This modifies the default program Files installation directory path for all new software
installations. If this is acceptable then proceed with this settings, otherwise change the settings
back to original after completing the runtime installation and also ensuring that the applications
are launches properly. And also during RT Patch installation and un-installation, these settings

needs to be same as given during RT installation.
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1.1.2. User Access Control Settings

» If the installation is being done with a domain user or a local user account, make
sure that this user is part of Administrators Group (This can be done through
Computer Management Console -> Local Users and Groups -> Groups ->
Administrators)

» If installation is going to be done on WIN 2008 OS, make sure that the following
setting is unchecked for the logged in user (domain user or a local user). This is
applicable for APP, Web and RM Servers

Go to Control Panel -> Select User Accounts -> Click on the Link “Turn User Account
Control on or off” -> Uncheck the checkbox “Use User Account Control (UAC) to help

protect your computer” and click on OK.
Note: 1. In the below screenshot ‘RAHUser’ is a sample user account created for demonstration
purpose. 2. This setting is required without which Create folder permission will not exist for a
non- Administrator User account

5 User Accounts

% |£V!. @Eml Parel = Lser Accounts :>

Tasks

Make changes to your user account

Manage your network passwords

Change your picture
Manage vour file encryption 98 ¥ourp

certificates :

! Turn User Account Control on or off RAHuser

Configure advanced user profile
properties

@ Manage User Accounts

Change my environment variables

To change your password, press Chrl+-alt+Del and select Change a Password

—

Turn on User Account Control {UAC) to make your computer more secure

User Account Control {UAC) can help prevent unauthorized changes ko wour computer, We recommend that you leave

A turned on bo help pratect wour computer,
i oK Iﬂl Cancel

@Uunt Control (UAC) to help protect your computer
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If installation is going to be done on WIN 2008 R2 0OS, make sure that the
following settings are done in WEB, APP & RM Servers.

Go to Control Panel -> Select User Accounts -> User Accounts -> Click Change
User Account Control Settings -> Move the progress bar to “Never Notify” as
shown in the below screenshot.

Make changes to your user account
ﬁ'} User Account Control Settings !li[

Choose when to be notified about changes to your computer

mful programs From making changes ko wour computer,

Tel me more about User Account Control

Always nokify

T T Never notify me when:

= Programs try ko install software or make changes to my
computer

= = & I make changes to Windows settings

.jﬂ_- Mot recommended. Choose this only if you need to use
~ programs that are not certified For Windows 7 because
— - they do not support User Account Conkrol,

Mever notify

f‘; Ok Cancel

2. Goto Start -> Run -> Type Secpol.msc and click OK. A window will open as
shown in the below screenshot. In the left pane of the window goto Local Policies
-> Security Options.

In the right pane of the window, set the followings.

a) User Account Control: Detect application installations and prompt for
elevation — Disabled

b) User Account Control: Behaviour of the elevation prompt for standard
users - Prompt for Credentials
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c) User Account Control: Run all administrators in Admin Approval Mode —
Disabled

d) System Cryptography: Use FIPS Compliant Algorithms for Encryption,
hashing and signing — Disabled

e) User Account Control: Admin Approval Mode for Built-in Administrator
Account — Disabled
3. Restart the Servers

These settings are required without which Create folder permission will not
exist for a non- Administrator User account

__:h Security Settings Policy  « | Security Setking i
B g Account Policies o| Metwark security: Allow LocalSystem NIULL session Fallback Mok Defined
= [g Local Policies ) Metwork Security: Allow PKUZU authentication reguests ko this co... Mot Defined

e Audit Palicy i1z) Metwork security: Configure encryption bypes allowed For Kerberos Mot Defined

H _?I User I_lights .f'.ssignment S5 Metwark security: Do nat stare LAM Manager hash value on next ... Enabled
i -5 SECLII'It.\y' Optlon.s ; :,j:' Metwork security: Force logoff when logon hours expire Disabled
S — Windows Flrewall with P.d.\n.anced ~eclE | Metwork security: LAM Manager authentication level Mot Defined

j Metwork List Manager Policies i A i 4 A Pt

® | Public Key Policies Metwork secur?ty: LIZ-).C?.P clienk 5|9n|ng req-ulrements NegoFlate 5|gn.|ng ,
¥ ] Software Restriction Palicies | Metwork security: Minimum session security For MTLM S5P based {...  Require 125-bit encryption

ol Metwork security: Minimum session security For NTLM S5P based ... Require 123-bit encryption

| Application Contraol Policies
S ) Metwork security: Restrick MTLM: Add remate server exceptions F... Mok Defined

@, IP Security Policies on Local Computer

7| Advanced Audit Policy Configuration 2] Metwork security: Restrick NTLM: Add server exceptions in this d... Mot Defined
Metwork security: Restrick NTLM; Audit Incoming MTLM Traffic Mot Defined
Metwork security: Restrick MTLM: Audit MTLM authentication in thi... Mok Defined
| Metwork security: Restrick MTLM: Incomirg MTLM traffic Mot Defined

Metwork security: Restrick NTLM; MTLM authentication in this dorn.., Mot Defined
| Metwiork security: Restrick MTLM: Qubgoing MTLM traffic to remot,.. Mot Defined
.| Recovery consaole: allow automatic administrative logon Disabled
‘| Recovery console: Allow floppy copy and access to all drives and ... Disabled
Shutdown: Allow system to be shut down without having to logon Disabled
Shutdown: Clear virtual memory pagefile Disabled
| System cryptography: Force strong key protection For user keys ... Mot Defined
@: Use FIPS compliant algorithms For encrypti...  Disabled
15 Swstem objects: Require case insensibvicy for non-windows subs,..  Enabled
| System objects: Strengthen default permissions of internal syste... Enabled
Swstem settings: Optional subswstems Posix
o} Swstem settings: Use Certificate Rules on Windows Executables F...  Disabled
@: Adrin Appraval Mode For the Built-in Admi...  Disabled
| User Account Conkrol: Allow UTAccess applications to prompt for ... Enabled
1| User Account Conkrol: Behavior of the elevation prompt for admi...  Prompk For consent for na...
ontrol: Behavior of the elevation prompt For skand... PrompE For
gy Accounk Control: Detect application installations and prompk...  Disabled
io) User Account Contral; Only elevale Executables that are signed ... Disabled
User Account Contral: Only elevate Ulaccess applications thak ar...  Enabled
ccounk Conkrol: Run all administrators in admin approsval M...  Disabled
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1.1.3. Server Roles Settings

Generally in Windows 2008 or 2008 R2 server, most of the services are in uninstalled state
and wherever we need, we could initiate the required services.

For installing VirtualWorks™ Runtime, it is mandatory to enable the following Services.

1.1.3.1.WEB and APP Server

1. Go to Server Manager (Start -> Programs -> Administrative Tools -> Server
Manager) and click on Roles option on the left pane.

2. Select the Web Server (This should have been installed as part of OS.
Otherwise click on Add Roles and select Web Server and install the same.) option
and click on “Add Role Services” link on the right pane. Refer attached screenshots
given below.

3. On the window that gets opened, select the options ISAPI Extensions,

ASP.Net and 11S6 Management Compatibility Options and click on next and complete
the installation.
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i.-‘ Rales

H ﬁ Features

[ 8 Diagrostics
[ 7} configuration
&3] ﬂ Storage

| H

EE * Wiew the health of the roles installed on vour server and add or remove roles and features,
=
i

~ Web Server (I15) ﬁ Web Server (I15) Help

Provides a reliable, manageable, and scalable Wweb application infrastructure,

i~ Role Status [ Go to Web Server (115

Messages: Mone
Syshem Services: S Running, 2 Stopped
(i) Events: & informational in the last 24 hours
Best Practices Analyzer: 1 noncompliant; 0 excluded; 5 compliant  Last Scan: 4702010 9:29:28 AM

#| Role Services: 31 installed _ Add Role Services

Rle Sarvice | Shahis | T Remaove Role Services
\;%i Web Server Installed
& Common HTTP Features Installed
.L.,. Static Content Installed
L'f_.# Defaulk Document Installed
\:'_5. Lirectary Browsing Installed
Ci,, HTTP Errars Installed
by HTTP Redirection Installed
WebDaY Publishing Motk installed

nstalled
A5P.MNET Installe

JNET Extensibility Installed
ASP Not installed
il Mot installed

I54PI Extensions Installed
ISAPI Filters
Server
LHJ Health and Diagnostics Installed
S Last Refresh: Today at 10:28 PM  Configure refresh
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Add Role Services |

;r-,

%a Select Role Services

Select the role services to inskall for Web Server (TS

Confirmation Role services: Description:
Progress d) ﬂ Wb Server provides support for
; ¢ HTML Web sites and optional support 2
Resdlts &1 (B Common HTTP Features (Installed) for ASP.MET, ASE, and Web server i Add Role Services
Static Content (Installed) extensions. ‘fou can use the YWeb
Default Document {Installed) Server ba host an internal or external

Weh site or to provide an environment =
for developers to create Web-based i] Hakosp oL
applications,

Directary Browsing (Installed)
HTTP Errors (Installed)
HTTP Redirection (Installed)

ﬁ @0 ko Web Server (I13)

A3PMET (Installed)

JMET Extensibility (Installed)

[] asp

O car

I5APT Extensions {Installed)

15APL Filters {Installed)

D Server Sidetrchode

=l [E Health and Diagnostics (Instaled)

HTTP Logging (Installed) » )

D Logging Tools = Remove Role Services

Request Monitbor (Installed)

[71 Tracina ﬂ

More about role services

::F‘reviuusl et = | Instal | Cancel I

| | ] WebDaAY Publishing Mot installed
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_-:j Roles

| Features
& Diagnostics
i} configuration

View the health of the roles installed on wour server and add or remove rales and Features.,

=% Storage = L[SAFL Filters Lnstalled
) Server Side Includes Mot installed
f_;u Health and Diagnostics Installed
f’_,u HTTP Logging Installed
Logging Tools Mot installed
& Request Maonitor Installed
Tracing Mot installed
Custom Logging Mot installed
QDEBC Logging Mot installed
Cw  Security Installed
Basic Authentication Mat inskalled
Windows Authentication Mot installed
Digest Authentication Mot installed

Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed

URL Authorization Mot inskalled
& Request Filtering Installed
) IF and Domain Restrickions Mat inskalled
LLU Performance Installed
b Static Content Compression Installed

Dvnamic Conkent Compression Mot installed
L_U Management Tools Installed
] II5 Management Console Installed
= II5 Management Scripts and Tools Installed
& Man
= 115 6 Management Compatibility Installed

115 6 Metabase Compatibility Installed

115 6 WMI Compatibility Installed
115 6 Scripting Tools Installed
P & Management Console
&% FTPServer

1.1.3.2.APP and RM Server

1. On the Server Manager Console, check if Application Server Role appears under the
Roles option in the left pane. If it does not exist, click on the Add Roles in the right
pane and install the same. Refer the screen shot below.
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Server Manager [_[=]
Fil=  Action View Help

= = | [
= e nsoer (remconz) [ ———

G Application Server
=l File Services

ol

W5 Web Server (113]

i Festures

‘igw the health of the roles installed on your server and add or remove roles and features,

D ti
% C:r?FTgousnl:tsmn ~| Roles Summary E Roles Summary Help
i
=8 Storage _
<) Roles: 3 of 17 installed Teh Add Roles

~ e Remove Roles
#4 Application Server

Fils Services
(i) Web Server (115)

~! application Server I application Server Help
Provides central management and hosting of high-performance distributed business applications.

~ Role Status E Go bo Application Server

Messages: None

&4 System Services: & Running, 2 Stopped
4 Events: 1 errorin the last 24 hours
+) Role Services: 9 installsd b Add Role Services
ol Sorvice I Status I Zé& Remove Role Services
&. JMET Framework 3.5.1 Installed
weh Server (I1S) Support Mot installed
cw  COM4 Network Access Installed
TP Port Sharing Mot installed
w Windows Process Activation Service Support  Installed
—a HTTP Activation Installed
Message Queving Activation Mot installed
P TCP Activation Installed
] Mamed Pipes Activation Installed
«w Distributed Transactions Installed
— Incoming Remote Transactions Installed
= Qutgaoing Remate Transactions Installed
WS-Atomic Transactions Mok installed
Description:

MET Framewark 3.5.1 includes Windows Communication Foundation (WCF), Windows \WorkFlow Foundation (WF) and \windows Presentation Foundation
{WPF). Thess Frameworks provide a powerful infrastructure For creating secureky connected services, workFlow driven applications, and rich user experiences.

~ File Services I Fie services Help
Provides terhnologies that help you manage storage, enshls Fie replication, manags shared Folders, snsure Fast fils ssarching, and enable arcess far NI disnt computsrs

~ Role Status [E Goto File Services
€% Last Refresh: Today ot S:15 PM  Configure refresh

I \ \
Listart IiESErvErManagEr A i Tk 5:6PM

2. The Services to be installed in the App Server are
a. Com+ Network Access
b. HTTP Activation
c. Distribution Transactions & its child components, except WS-Atomic
Transactions
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Currently VirtualWorks™ .Net Runtime supports TCP/IP V4 (Version 4). Therefore TCP/IP6

m

erver Manager (AMDEMNZKSRAMW
= Roles
| Features
Diagnostics
E ‘E Configuration
L‘llu Skarage
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~ ! Application Server

Provides central management and haosting of high-performance diskributed business applications.

| Role Status

Messages: Mone
r:! System Services: 9 Running, 2 Stopped
Events: None in the last 24 hours

4! Role Services: 10 installed

Role Service I Skatus

é—‘_g JMET Framework 3.5.1 Installed
web Server (113) Support Motk installed

@wnrk fAccess Install=d

@ TCPPork Sharing Installed

L{_.U Windows Process Activation Service Support  Installed

= HTTP Activation Installed

Message Queuing Activation Mot installed
TCP Activation Installed
Mamed Pipes Ackivati Installed

Siributed Transactions Installe
L_m Incoming Remaote Transactions Installed
utgoing Remaote Transactions Installed
W3-Akomic Transactions Mot installed

= "[::,[::

Descripkion:

1.1.4. Disabling Internet Protocol Version 6 (TCP/1Pv6)

needs to be disabled.

Goto Start -> Network -> Right Click Properties -> Change Adapter Settings ->

Local Area Connection -> Right Click Properties -> Uncheck Internet Protocol Version 6

(TCP/IPV6)

(or)

Goto Start -> Control Panel -> View Network Status and Tasks (under Network and
Internet) -> Change Adapter Settings -> Local Area Connection -> Right Click Properties -

> Uncheck Internet Protocol Version 6 (TCP/IPv6)
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Note: This setting should be done in WEB, APP and RM Servers.

Refer below given Screenshot

_E" Metwork Connections

T A =
Gl.i )v |E;‘ + Control Panel = Metwork and Internet = Metwork Connections =

Organize *  Disable this nebwork device.  Diagnose this connection Rename this connection  Yiew skatus of bk

’3 Local Area Connection
- amnc al

W% Inkel(R) PROJ1000 K

@ Local Area Connection Properties |

M etwarking |

Connect uzsing:

l_-':‘ IntellR] PROA000 MT Mehwork Connection

Thiz connection uzes the fallowing items:

Client for Microzaft Metworks
Wl 005 Packet Scheduler

vl File and Printer Sharing for Microzoft Hetworks
| [ | i |nbermet Protocaol Yersion 6 [TCPAPYE]

Wl i Intemet Protocol Yersion 4 [TCPAPw4)

i Link-Layer Topology Dizcovery Mapper 140 Driver
wia Link-Layer Topalogy Dizcovery Bezponder

Inztall... I rimztall Froperties

Ciescrption

Bflows pour computer to access resources on a Microsoft
nietwaork.

k. Cancel
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1.1.5. RMSERVER Settings

1. Go to Start-> All Programs-> Microsoft Sqgl server 2008 -> Configuration Tools ->
SQL Configuration Manager. Disable Shared Memory Protocol as this is not
supported. This needs to be disabled under both "Protocols for SQL Server" as well
as under "Client Protocols".

2. If Sql server is set with instance name and the Virtualworks™ Runtime executable is
allowed to run RM server, then do the following settings
Create Alias name for the Server Instance through SQL Configuration Manager.

Goto SQL Configuration Manager -> SQL Native Client 10.0 Configuration (32 bit)
-> Aliases -> Right click -> New Alias...

Goto SQL Configuration Manager -> SQL Native Client 10.0 Configuration
-> Aliases -> Right click -> New Alias...

Give an Alias Name and TCP Port no (Default is 1433 if it is not changed during
SQL Server installation, if TCP port no is changed during installation and not
known while creating Alias then change the Protocol to “Named Pipes”).
Give Server Name with ServerName\lnstanceName and Click OK
After this setting has done, the sql server should be able to connect with alias name,
instead of ServerName\lnstanceName. This Alias name should be given in Resource
Manager (RM) Server Name during all the course of VirtualWorks™ Runtime

installation.

Refer screenshot given below
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f= Sql server Configuration Manager

File  Action  Wew Help

| | o= H

‘@ S0L Server Configuration Manager (Local)

Alias Mame SErveEr | Prokocol | Faramekers

= S0L Server Services

& 50L Server Metwork Configuration (32bit)
> S0L Mative Client 10,0 Configuration (32hit)
- S0L Server Metwork Configur ation

-_- ProtocalzsFa

= SQL Mative Client 10.0 Configuration

3. Restart SQL Server Services

There are no items to show in this wvie

Alias - New |

Alias |

El Gen
ias Mame Mew Alias

ot |
Protocol TCP[IP
Brver

Port No
Port number used by the new alias to connect ko SOL Server

0k I Cancel Spply Help

1.1.6. Component Services Settings

Note: These settings need to be done in App and RM Layers.

The following changes should be done in Com+ Explorer (To launch Component Services
Goto Start -> Run -> Type dcomcnfg -> Ok). Please make sure that these points (1, 2, 4
and 5) are done in Database Layer machine also. If “APP Server” role is not available in
Database layer machine, add the same and do these settings.
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1. Open COM+ Explorer

2. Expand to “My Computer” node and go to the properties of “My Computer”

Go to the “Options” tab and set the value of “Transaction timeout (seconds)” value to
1200 seconds and click on Ok.

(: Component Services

. File  Ackion Wiew  Window Help

e el i b AENENESN ? | oalFan] ==

(L1 console Rook Marme |
S S ERMALI -/ Compute: Properties —————__EE|
5 = My Computer Properties
E L Compiike __ DCoOM Config L i = ﬂ E

£l s

X

P || runing Processe: Defaub Protocels | COMSecuity | MsDTc |
b gggl;l :::‘ngli;amns | Distributed Transa e m» Default Properties |
| Running Processes
| Distributed Transac
1% Lacal DTC <
@ Event Viewer (Local)
£, Services (Local)

~ Trahsaction Timeout

Tranzaction timeout [zeconds];

 Export

Application Proxy RSH:

[ Enable partitions

¥ Check local store when choosing partition for user

Learn more about zething these properties.

MK I Caneel I Brnly I

4. Expand Distributed Transactions -> Select Local DTC and click on properties and click
on Security tab and choose the options as per the image below
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. File  Action  Wiew  Window

Help

| 2mE= HEm

[ Console Root
=N Component Services

= | Compukers

=l il My Computer

| Com+ applications
| DCOM Config
Running Processes
[= [ ] Distributed Transac
@ Event Yiewer (Local)
L Services (Local)

Mame I

|:=| Transaction List

= 2 B Local DTC Properties
4 Transaction Statisl

. Tracing I Loggin

— Security Settings
¥ Metwork DTC Access

Client and Administration
v Allows Remote Clients

v &llovs Remate Administration |

Tranzaction Manager Communication
[v &llovs Inbound
 Mutual Authentication Required
" |ncoming Caller Authentication Fequired
' Mo Authentication Required

v &llows Duthound

I Enable 4 Transactions

Iw Enable SHA LU 5.2 Transactions

— DTC Logon Account

Account INT AUTHORITY WM etworkService

Password: I

Confirm password: I

Browse. .. |

Learn more about setting these properties.

o ]

Cancel |

Apply |

In Windows 2008 Server, “Enable SNA LU 6.2 Transactions” will not be exists. It is

ignorable.

5. Choose Logging tab and change the Capacity to 40 MB. Click on OK.
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Local DTC Properties

| Tracing Logging | Securit}ll

Lag Information

Location: IE:\Windows\system32\MSDtc Browse. .. |
apacity: |4q ME

Learn more about setting these properties.

] I Cancel Apply

1.1.7. Entries in LMHOSTS and HOSTS file (Host Table files)

To resolve naming resolution with the TCP/IP protocol, Windows provided an option to set
user friendly name for IP of the machine. If the runtime is going to be installed in multi
layer, it is required to set the entries of IP’s and Names in the Host Table files.
a. Open the LMHOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and type the IP addresses of the App, WEB & RM Servers and
the App server machine name separated by the tab space and save the file.
Above steps are applicable for HOSTS file, which is also available in the same folder path.

Refer attachment given below

Hosts File Table:
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/U

lhusts - Motepad

File Edit Format Wiew Help

W Copyright (<) 19%93-2009 microsoft Corp.
*

# This is a sample HOSTS File used by Microsoft TCRA/IP for windows.

#

# This file contains the mappings of IF addresses to host names. Each
#* entr¥ should be kept on an individual Tine. The IP address should

# be placed in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# additionally, comments (such as thesel) may be inserted on individual
# Tines or fu%?uwing the machine name denoted by a '#' symbal.

E

# For example:

&

# 102.54.94, 97 rhina.acme. com # source server

# 38.25.63.10 X.acme. com # x <lient host

# localhost name resolution is handled within DNS dtself.

# 127.0.0.1 localhost

3 eS| Incalhnst

172.16.2.19 AMDEMZKERAMAPPL

172.15.2.20 amdenzk8r amwehl

172.16.2.16 amdenvmsglshx

LMHosts File Table:
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File Edit Format “iew Help

The #BEGIM_ and #EMD_ALTERMATE keywords allow multiple #INCLUDE
statements to be grouped together. Any single successful include
will cause the group to succeed.

Finally, non-printing characters can be embedded in mappings b%
first surrounding the MetBIOS name in guotations, then using the
“Oxnn notation to specifty a hex walue for a non-printing character.

The following example i1lustrates all of these extensions:

102.54.594_ 57 rhino #FRE #DOM:networking #net group’'s DC
102.54.84.102 "appname WOx14" #special app server
102.54.94.123 qupu1ar #PRE #soUurce server
102.54.94.117 ocalsry #PRE #needed for the include

#BEGIMN_ALTERMATE

#FIMCLUDE \\1Dca1srv\qub1ic\1mhusts
#FINCLUDE “rhinopublichImhosts
#END_ALTERMATE

In the above example, the “appname" server contains a special

character in its name, the "popular" and "localsrv' server names are
preloaded, and the "rhino" serwver name is specified so it can he used
to Tater #INCLUDE a centrally maintained Imhosts fi1e if the "Tocalsrv"
system s unavailable.

Mote that the whole file is parsed dncluding comments on each lookup,

so keeping the number of comments to a minimum will Amprove performance.
Therefore it is not adwisable to simply add Imhosts file entries onto the
end of this file.

F o T O OF O O T O O O R R R R R R

172.16.2.19 AMDENZ KBRAMAPPL
172.16.2.20 amdenzk8ramwehl
172.16.2.16 amdenvmsglshx

I

al

2. Enabling Virtualworks™ Runtime specific ports in
Firewall

In case firewall needs to be set between WEB/APP/Database layers, open the following ports
Bi-Directionally in the Firewall between the immediate source and the destination servers
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Internet Information | Default Port 80 (If this is changed in IIS, then the
Services (11S) modified port should be enabled in Firewall)
VWSocketServer Whichever port is specified while generating WEBConfig

and APPConfig DLLs through ConfigGenerator

Ramco Daemon Service
(proprietary to
VirtualWorks™)

Default Port 1306 (Configurable  through RDE
Configuration)

MS SQL Server

Default Port 1433, 1434 (Can be changed at the time of
installation of MS SQL Server)

MSDTC

This service uses 135 as a mandatory port and also
another port for communication between APP and RM
Layer. The second port is dynamic and can vary between
the entire allowable TCP port ranges. This port range can
be restricted manually through COM. Contact Runtime
Support team on how to configure manual port ranges.
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