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1.1 Enabling Audit in Deployment Database
Login/Logout time, User Name, Role, OU, Machine IP, Activity, Task, Service information will get insert into Deployment Database for Audit based on the value set in AuditState parameter.
For enabling audit in DEPDB, following changes needs to be done.

Audit State value needs to be changed in Web.Config file under IIS folder in Web Server and also in serversocket.exe.config under RT2 folder in App Server.

<add key="AuditState" value="" />

If Single Server Setup, then serversocket.exe.config file need not to be modified.

AuditState value can have the following values,

· If the Audit state is Blank, Then no tables will get inserted (Default Value)

· If the Audit state is 1, then fw_admin_audit_login table will be inserted.

· If the Audit state is 2, then fw_admin_audit_login, fw_admin_audit_activity tables will be inserted.

· If the Audit state is 3, then following tables will be inserted.


(i)fw_admin_audit_activity


(ii)fw_admin_audit_login


(iii)fw_admin_audit_srvdtl


(iv)fw_admin_audit_transport


(v)fw_admin_audit_service

1.2 Purging Deployment Database Audit Data

Compile the below embedded function and stored procedure in Deployment Database.





Execute the sp fw_audit_data_purging with 2 paramaters (from & to date). This will move the records to a new table and delete the data.

(e.g.) exec fw_Audit_data_purging '2011-02-03,'2011-02-09'
Refer schedulers list to configure this purging as SQL Jobs scheduler.
1.3 Enabling Deadlock Trace On SQL Server Startup
We first need to enable the sp_configure option called ‘scan for startup procs’.

EXEC sp_configure 'show advanced option', '1';
RECONFIGURE
EXEC sp_configure 'scan for startup procs', '1';
RECONFIGURE
Now, need to create a stored procedure that will be run when the SQL server service starts.

Use Master
GO
IF OBJECT_ID('enableDeadlockTrace') IS NOT NULL
    DROP PROC enableDeadlockTrace
GO
CREATE PROC [dbo].[enableDeadlockTrace]
AS
BEGIN
      DBCC TRACEON (3605,1204,1222,-1)
END
GO
The last step is to make the stored procedure that we created  a start-up proc. sp_procoption is a system procedure that sets a stored proc for the start-up. Using sp_procoption, you can turn on or off the start-up proc.

Enable deadlock trace stored proc

EXEC sp_procoption N'enableDeadlockTrace', 'startup', 'on'
***Disable deadlock trace stored proc – Use this command if you want to disable 
EXEC sp_procoption N'enableDeadlockTrace', 'startup', 'off'

1.4 Post-Installation Checklist

After installation, follow the checklist below to help ensure that you have a successful installation:
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1.5 Performance Monitor

To monitor the application performance, various parameters are listed in the attached document. This has to monitored on a daily basis.
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1.6 RVWUSER Credentials Change and RDW Password Impact
The embed document explain how to change rvwuser credentials in ramco aviation 5x series solution throughout the application.

i. It contains the sequence of steps to do the rvwuser credentials change in application.

ii. Please refer screen shots in every section which makes a lot easier to use the document to achieve the task.
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iii. Below attached document contains the sequence of steps on RDW Password Impact.
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1.7 Recommend Settings for RM Server performance Improvements
1.7.1. SQL Server Memory Configuration 
Right Click SQL server ( Properties ( Memory ( 
Define Min memory = 0

Max Memory = 75 Percentage of RAM 
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1.7.2 Database File Initialization
1. Click Start | Control Panel | Administrative Tools | Local Security Policy 

2. In Local Security Policy window, expand Security Settings and then expand Local Policies.

3. In Local Policies, expand User Rights Assignment folder. All the user specific policies will be displayed on the right side panel.

4. In the right panel, double click Perform Volume Maintenance Tasks 

5. This will open up Perform Volume Maintenance Tasks Properties window as shown in the below snippet. 

6. On the Local Security Setting tab, click Add User or Groups… button, this will open up Select Users or Groups dialog box where you need to add the SQL Server Service Account and then Click OK to exit the Select Users or Groups dialog box. 

7. Click OK to exit the Perform Volume Maintenance Tasks Properties window.

8. Finally click Start | Run and type the following command gpupdate /force to apply the modification in the security policy immediately. 
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1.7.3 Lock Pages in Memory
1. On the Start menu, click Run. In the Open box, type gpedit.msc.

The Group Policy dialog box opens.

2. On the Group Policy console, expand Computer Configuration, and then expand Windows Settings.

3. Expand Security Settings, and then expand Local Policies.

4. Select the User Rights Assignment folder.

The policies will be displayed in the details pane.

5. In the pane, double-click Lock pages in memory.

6. In the Local Security Policy Setting dialog box, click Add.

7. In the Select Users or Groups dialog box, add an account with privileges to run sqlservr.exe.
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1.8 Customized Login Page

Following are the deliverables for customizing login page customer wise by putting their own custom image.

a. Customized Login Page

: CustomLogin.htm (.../IIS/Extui/Security)

b. Style Sheet Name


: style.css (.../IIS/Extui/resources/css)

c. Background Banner File Name
: custombanner_bg.jpg 
(.../IIS/Extui/resources/images)

d. Image File Name


: customimg_bg.jpg 
(.../IIS/Extui/resources/images)

User can put their customized image and deployed as specified above and set the value for defaultLoginPage parameter as “CustomLogin” in ApplicationSettings.js file under .../IIS/Extui
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General Observations
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Top Queries

		Top Queries with Maximum Elapsed Time		select TOP 25
  SUBSTRING(text, (statement_start_offset/2)+1, 
  ((CASE statement_end_offset WHEN -1 THEN DATALENGTH(text)
  ELSE statement_end_offset
  END - statement_start_offset)/2) + 1)  AS 'Statement Text',
  creation_time        AS 'Creation_Time',
  last_execution_time       AS 'Execution_Time',
  execution_count        AS 'Execution_Count',
  (total_worker_time  / execution_count)/(1000)
             AS 'Average_Worker_Time_MSec',
  total_physical_reads / execution_count  AS 'Average_Physical_Reads',
  total_logical_reads / execution_count  AS 'Average_Logical_Reads',
  total_logical_writes / execution_count  AS 'Average_Logical_Writes',
  (isnull(total_physical_reads,0) + isnull(total_logical_writes,0) + isnull(total_logical_reads,0))/execution_count
             AS 'Average_IO',
  (total_elapsed_time / execution_count)/(1000)
             AS 'Average_Elapsed_Time_MSec'
from sys.dm_exec_query_stats
cross apply sys.dm_exec_sql_text (sql_handle)
where creation_Time >  (getdate() -1 )
order by Average_Elapsed_Time_MSec DESC



		Statement Text		Creation_Time		Execution_Time		Execution_Count		Average_Worker_Time_MSec		Average_Physical_Reads		Average_Logical_Reads		Average_Logical_Writes		Average_IO		Average_Elapsed_Time_MSec



















































		Top Queries with Maximum CPU time		select TOP 25
  SUBSTRING(text, (statement_start_offset/2)+1, 
  ((CASE statement_end_offset WHEN -1 THEN DATALENGTH(text)
  ELSE statement_end_offset
  END - statement_start_offset)/2) + 1)  AS 'Statement Text',
  creation_time        AS 'Creation_Time',
  last_execution_time       AS 'Execution_Time',
  execution_count        AS 'Execution_Count',
  (total_worker_time  / execution_count)/(1000)
             AS 'Average_Worker_Time_MSec',
  total_physical_reads / execution_count  AS 'Average_Physical_Reads',
  total_logical_writes / execution_count  AS 'Average_Logical_Writes',
  total_logical_reads / execution_count  AS 'Average_Logical_Reads',
  (isnull(total_physical_reads,0) + isnull(total_logical_writes,0) + isnull(total_logical_reads,0))/execution_count
             AS 'Average_IO',
  (total_elapsed_time / execution_count)/(1000)
             AS 'Average_Elapsed_Time_MSec'
from sys.dm_exec_query_stats
cross apply sys.dm_exec_sql_text (sql_handle)
where creation_Time >  (getdate() -1 )
order by Average_Worker_Time_MSec DESC



		Statement Text		Creation_Time		Execution_Time		Execution_Count		Average_Worker_Time_MSec		Average_Physical_Reads		Average_Logical_Writes		Average_Logical_Reads		Average_IO		Average_Elapsed_Time_MSec



















































		Top Queries with Maximum IO		select TOP 25
  SUBSTRING(text, (statement_start_offset/2)+1, 
  ((CASE statement_end_offset WHEN -1 THEN DATALENGTH(text)
  ELSE statement_end_offset
  END - statement_start_offset)/2) + 1)  AS 'Statement Text',
  creation_time        AS 'Creation_Time',
  last_execution_time       AS 'Execution_Time',
  execution_count        AS 'Execution_Count',
  (total_worker_time  / execution_count)/(1000)
             AS 'Average_Worker_Time_MSec',
  total_physical_reads / execution_count  AS 'Average_Physical_Reads',
  total_logical_writes / execution_count  AS 'Average_Logical_Writes',
  total_logical_reads / execution_count  AS 'Average_Logical_Reads',
  (isnull(total_physical_reads,0) + isnull(total_logical_writes,0) + isnull(total_logical_reads,0))/execution_count
             AS 'Average_IO',
  (total_elapsed_time / execution_count)/(1000)
             AS 'Average_Elapsed_Time_MSec'
from sys.dm_exec_query_stats
cross apply sys.dm_exec_sql_text (sql_handle)
where creation_Time >  (getdate() -1 )
order by Average_IO DESC



		Statement Text		Creation_Time		Execution_Time		Execution_Count		Average_Worker_Time_MSec		Average_Physical_Reads		Average_Logical_Writes		Average_Logical_Reads		Average_IO		Average_Elapsed_Time_MSec























































Block Details Who3 & Who5

		sp_who5



		session_id		status		Waittime (Mts)		wait_type		cpu_time		reads		writes		Elapsed (Mts)		statement_text		command_text		command		login_name		host_name		program_name		last_request_end_time		login_time		open_transaction_count		login_time		open_transaction_count





		sp_who3



		inputbuffer		minutes		spid		kpid		blocked		waittype		waittime		lastwaittype		waitresource		dbid		uid		cpu		physical_io		memusage		login_time		last_batch		ecid		open_tran		status		sid		hostname		program_name		hostprocess		cmd		nt_domain		nt_username		net_address		net_library		loginame		context_info		sql_handle		stmt_start		stmt_end		request_id





Res Lock Info

		sp_lock



		Block Details #: 1

		spid		dbid		ObjId		IndId		Type		Resource		Mode		Status



















































































































































Wait Types Summary

		select * from sys.dm_os_wait_stats
where wait_time_ms <> 0
order by wait_time_ms desc
go



		wait_type		waiting_tasks_count		wait_time_ms		max_wait_time_ms		signal_wait_time_ms





Dead Lock Details

		for enabling deadlock trace
dbcc traceon (3605,1204,1222, -1) WITH NO_INFOMSGS
for disabling deadlock trace
dbcc traceoff (3605,1204,1222, -1) WITH NO_INFOMSGS






		#		Occurred Date & Time		Error log Details





DepDB Detailed Reports

		USE DEPDB
GO

select  e.componentdesc,a.activityname,a.taskname,b.activitydesc,d.taskdesc, 

d.tasktype,a.taskstatus,a.starttime,a.endtime,DATEDIFF(ss,a.starttime,a.endtime) as 'Duration in Sec'

 from fw_admin_audit_activity a,

fw_req_activity b,

fw_req_activity_ilbo_task c,

fw_req_task d,

fw_req_component_local_info e

where a.StartTime between  '2013-01-01 00:00:00.000' and  '2013-01-02 00:00:00.000'

and a.activityname =b.activityname

and c.activityid=b.activityid

and c.taskname =a.taskname

and d.taskname=c.taskname

and e.componentname=b.componentname






		componentdesc		activityname		taskname		activitydesc		taskdesc		tasktype		taskstatus		starttime		endtime		Duration in Sec















DepDB Occ > 30 Sec

		
USE DEPDB 
go
DECLARE @occur_no int,@Sec_more_than int
SELECT  @occur_no = 1,@Sec_more_than = 30
SELECT CONVERT(VARCHAR(20),aud.StartTime,106) Date, 
ISNULL(act.ComponentName,'') ComponentName,
ISNULL(act.ActivityName,aud.ActivityName) ActivityName ,ISNULL(act.ActivityDesc,aud.ActivityName) ActivityDesc,
ISNULL(tsk.TaskName,aud.TaskName) TaskName,ISNULL(tsk.TaskDesc,aud.TaskName) TaskDesc,
count(*) TotalOccurrence,
Sum (CASE when SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),1,2) * 3600 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),4,2) * 60 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),7,2) >= @Sec_more_than then 1 else 0 end) as 'Occ > 30Sec',
max (SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),1,2) * 3600 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),4,2) * 60 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),7,2)) 'Max Duration (Sec)',
min (SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),1,2) * 3600 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),4,2) * 60 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),7,2)) 'Min Duration (Sec)',
avg (SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),1,2) * 3600 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),4,2) * 60 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),7,2)) 'Avg Duration (Sec)'
from fw_admin_audit_activity aud (nolock)
LEFT OUTER JOIN  depdb..fw_req_activity act (nolock) ON
aud.ActivityName            = act.ActivityName
LEFT OUTER JOIN  depdb..fw_req_task tsk (nolock) ON
aud.TaskName                = tsk.TaskName,
fw_admin_audit_login lgn (nolock)
where 
aud.SessionID         = lgn.SessionID
and     StartTime between  '2013-01-07 00:00:00.000' and  '2013-01-08 00:00:00.000'
group by 
CONVERT(VARCHAR(20),aud.StartTime,106),
ISNULL(act.ComponentName,'') ,
ISNULL(act.ActivityName,aud.ActivityName)  ,ISNULL(act.ActivityDesc,aud.ActivityName) ,
ISNULL(tsk.TaskName,aud.TaskName) ,ISNULL(tsk.TaskDesc,aud.TaskName) 
having 
Sum (CASE when SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),1,2) * 3600 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),4,2) * 60 +
SUBSTRING(CONVERT(VARCHAR(20),aud.EndTime - aud.StartTime,108),7,2) >= @Sec_more_than then 1 else 0 end) >= @occur_no
order by 1,2,4,6





		Date		ComponentName		ActivityName		ActivityDesc		TaskName		TaskDesc		TotalOccurrence		Occ > 30Sec		Max Duration (Sec)		Min Duration (Sec)		Avg Duration (Sec)





Cached SPs by logical write

		Use AVNAPPDB
GO
SELECT TOP(25) p.name AS [SP Name], qs.total_logical_writes AS [TotalLogicalWrites], 
qs.total_logical_writes/qs.execution_count AS [AvgLogicalWrites], qs.execution_count,
ISNULL(qs.execution_count/DATEDIFF(Second, qs.cached_time, GETDATE()), 0) AS [Calls/Second],
qs.total_elapsed_time, qs.total_elapsed_time/qs.execution_count AS [avg_elapsed_time], 
qs.cached_time
FROM sys.procedures AS p
INNER JOIN sys.dm_exec_procedure_stats AS qs
ON p.[object_id] = qs.[object_id]
WHERE qs.database_id = DB_ID()
ORDER BY qs.total_logical_writes DESC;


		SP Name		TotalLogicalWrites		AvgLogicalWrites		execution_count		Calls/Second		total_elapsed_time		avg_elapsed_time		cached_time











































Cached SPs by physical read

		Use AVNAPPDB
GO

SELECT TOP(25) p.name AS [SP Name],qs.total_physical_reads AS [TotalPhysicalReads], 
qs.total_physical_reads/qs.execution_count AS [AvgPhysicalReads], qs.execution_count, 
ISNULL(qs.execution_count/DATEDIFF(Second, qs.cached_time, GETDATE()), 0) AS [Calls/Second],
qs.total_elapsed_time, qs.total_elapsed_time/qs.execution_count 
AS [avg_elapsed_time], qs.cached_time 
FROM sys.procedures AS p
INNER JOIN sys.dm_exec_procedure_stats AS qs
ON p.[object_id] = qs.[object_id]
WHERE qs.database_id = DB_ID()
ORDER BY qs.total_physical_reads DESC;


		SP Name		TotalPhysicalReads		AvgPhysicalReads		execution_count		Calls/Second		total_elapsed_time		avg_elapsed_time		cached_time
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Summary of steps to change RVWUSER password in Ramco Aviation application:

1. Login to application as adminuser then change the password to the value that has been set in the
SQL server.

2. Change the SQL server RVWUSER password.

3. Run configuration generator

4. Config and ini files need to be updated with new rvwuser password.
5. Restart the services.

1. Login to application as adminuser then change the password.

i. Login Ramco Aviation application in administrator account
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ii. Select Business process -> Deployment Process -> Resource Details

(:.:"lnl'irtuaIWOrks"" - Enterprise Application - Windows Internet Explorer
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|http:,l',l'ramcohI4D4,I'E><tui,l'extui,l'demo,l'launchpanel.htm# ’_ ’_ l_l_’_ ’_ ,%l . Trusted sites | Protected Mode: Off | o0 - 5
:"Startl J i [ @ J --'53 Microsoft SOL Server Ma... | |j Login Properties - rewuser ” @ YirtualWorks™ - Enter... |rp_:|% @ @ l(b 6:30 PM
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iii. Give resource id as RM server name, Resource type as RM server then click Fetch Resource
ID Details Button.

tualWorks™ - Enterprise Application - Windows Internet Explorer

e —

y - If./ http: | framcobl404/Extuifextuifdemoflaunchpanel.htm j 2| X ILive Search peiid
2

{1? ﬁ‘ﬁ? i~ Mirkualwiarks™ - Enterprise Application | | T’} - Eﬂ - - l-_;}’Page - {0 Took -
Business Process: Deployment Process User: ADMIMUSER. Organization Unit: Role: AdminRole
n:—. Business Process = m_._ Recent Activities = | Fawarites » Quick Code Es e Lo [ T @ ﬁj 2% Themes+
=|* Bulk Resource Creation 5B Trabarr | & &) 12 &1 @
Resource ID ramcobl43n
Resource Mame Lpdate Mew Password &
ResourceType RM Server b Fetch Resource ID Details ] ’ Update ]

«| [« 1[-11 [o] 2] [+] [=] ) [& et I B s s v [ | = Al b P

# Tl Cluster User Mame User Password Remarks

1 ™ Rl lle] ¥ pvsuser Rk rarmcabl430

2 Fl v N hd

Save Resource Details

Deployment Process -= Resource Details (-0 58 Minutes) | 6:33 PM

|Ready. Fetch Resource ID Details Successfully Completed (Tatal: 1425 § Server: 514 [ Client: 679 [ Misc: :’_ ’_ ’_l_’_ ’_ ’%l " Trusted sites | Protected Made: OfFf | HA00% - 2
L"Startl J i—a & J Az Microsoft SQL Server Ma... | |5 Login Properties - rvwuser || (€ VirtualWorks™ - Enter... |f‘:|!0 @ @ [(b 6:33 PM
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iv. Change user password in the fetched line for the user name: rvwuser. Now enable update
new password check box and select the line, then click update button and save resource
details button.

Cf"b'irtual\'lorks"" - Enterprise Application - Windows Internet Explorer

Ir./,:, http: fframeobl4 04 Exbuifextuifdemolaunchpanel.hitm j [ X ILive Search Feliid
A »
e L Mirtualwarks™ - Enterprise Application | | - B - o= - :rPage - (0 Tools ~
Business Process: Deployment Process User: ADMINUISER Organization Unit: Role: Adminfole
.._,:—. Business Process » 4._:._ Recent Activities = | Favarites = Guick Code = e Lo B T @ ﬁj =i Themes~
=1~ Bulk Resource Creation 58 Tralbarr | & &) 12 &1 @
Resource ID rarmcobl430
Resource Mame Update MNew Password
ResourceType RM Server » Fetch Resource ID Details ] [ Update ]
<[] 1]-111 ] 2] = [E] B & bzl R s Wess =l 8 | = Al ~ Fe
# Gl Provider Tvpe Cluster User Name User Password
1 "@ ¥ S0l Server v MO W paMUsEr Taane
z ™ ¥ none v MO -
Kl | 2l

Save Resource Details

Deployment Process -= Resource Details L2 59 Minute(s) | 10:20 AM
|Ready. Update Successfully Completed {Total: 1112 | Server: 994 [ Client: 0 f Misc: 118 ms) ’_ ’_ ’_l_’_ ’_ ’%l . Trusted sites | Protected Mode: Off | H100% ~ g
A."Startl J _Er|2| [ @ J -'53 Microsoft SOL Server Ma... ” é ¥YirtualWorks™ - Enter... |m r_E @ @l{b 10:20 AM

2. Change the SQL server RVWUSER password

i. Connect RM server by administrator login account.
ii. Go to start menu -> Run -> Type SSMS.

Ramco Systems Limited Confidential Page 7
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machine

e Typethe name of a program, folder, document, or Internet
resource, and Windows will open it foryou,

Dpen: Issmsl j

'.f-' This task will be created with administrative privileges,

[0]24 I Cancel Browse.., |

Ostat| | S, m & |[=ren [foU@E & sospm

iii. Now SQL server management studio will open. Connect Database Engine with sa login
credentials

Ramco Systems Limited Confidential Page 8
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I'______._ Microsoft SQL Server Management Studio

File Edit Wiew Tools ‘Window  Community  Help

E e ewquery | [y | B8 05 5 | [ |15 H 3 | ) o

[ F Connect to server

F §“(3°f Server 2008 rR2

Server type: IDatahase Engine

Server name: IHAM COBL430

Authentication: I SOL Server Authentication

Lagin:

Pagsword:

[~ Femember password

Connect I Cancel I Help Options >

f!start| | % m @  |[4s Microsoft SOL Server .. U@ &y eom
Ramco Systems Limited Confidential Page 9
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iv. Open Object explorer (view-> Object Explorer) and navigate to the login folder, where you
can find rvwuser.

icrosoft SQL Server Management Studio

File Edit Wiew Debug Tools Window Community  Help

Eewquery | Oy | BB 05 5| |5 3 | )

Object Explorer

Conneck = !§ !E m T 5
= | RAMCOBL430 (SGL Server 10.50.1600 - sa)
[l Databases
B [ Security
Bl [ Logins
&, ##M3_PolicyEventProcessingLogin #
A8, ##M5_PolicyTsglExecutionLoging #
A ePubsuser
& MT AUTHORITY\LOCAL SERYICE
A NT AUTHORITY\SVSTEM
MT SERVICE{MSSOLSERVER
MT SERMWICE,SOLSERVERAGENT
A RAMCOBL430%Administrator
A vewdiradmin

¥

& Testuser
[ Server Roles
[0 Credentials
L1 Cryprographic Providers
3 Audits
[ Server pudit Specifications
[l Server Objects
[l Replication
[ Management
@ 3GL Server Agent

Ready

A’fStartl J Lom e ”% Microsoft SQL Server ...

Lo E s eterm

Ramco Systems Limited Confidential Page 10





V. Right click rvwuser -> select properties

l. Microsoft SQL Server Management Studio

B
ramco

. Now a properties window will open.

File Edit Wiew Debug

r

= Lﬂ RAMCOEL430 {SOL Ser
[ Databases
= [ Security
= [ Logins
B, ##M5_Pol
&, ##M5_Poli
A ePubsuser
A NT AUTHOI
A NT AUTHO!
MT SERWIC
MT SERNIC
A RAMCOBLY
A rewediradmi
A rvwuser
A sa
& Testuser
[ Server Roles
[ Credentials
[ Cryptographic
L3 Audits
[ Server Audit S
[ Server Objects
[ Replication

Connect = !j _!Q m T

Tools  ‘Window  Community

E o ew query | [y | oy o | Ly |5 H & | )

Login Properties - r¥ywuser

Select apage

Server Roles
User Mapping
24 Securables
A Status

Help

g Script = HE Help

Lagit name:
€ Windows authertication
% SOL Server authentication
Pazzword:
Confirm pazsword:
" Specify old passward
Old password:

| Mapped to certificate
| Mapped to assmmetic key
r tap to Credential

II"\"WUSBI

Search... |

™ Enforce passward palicy
™| Enforce pazaword expiration

™| User must change passward at neqt login

A

L L L

3 Managemert tapped Credentials Credential | Pravider
(B 50L Server Agent | Server
R&MCOBL430
Connection:
24
3} “iew connection properties
Femayve |
Ready Drefault database: I master ﬂ
Default language: I English ﬂ
0K I Cancel |
Ready
A'.‘Startl J i [ 4] @ J L&g Microsoft SQL Server Ma... || E Login Properties - rv... |&I% E @[(b 6:21 FM
Vi. In both the password and confirm password enter new password for rvwuser and Click ok.
Ramco Systems Limited Confidential
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3. Run Configuration generator

i. Run config generator in WEB and APP Server using administrator account.

3.A Recycle vwservice & defaultAppPool in APP server.

i. Go to App server -> start -> run -> Type inetmgr

. Now the internet information services manager will open.

"-E Internet Information Services (IIS) Manager

@ Q [ W5 » StartPage

File  Wiew Help

Internet Information

Q-7 |8

g Applicatio r Manager
Gﬂ RAMCOEL40S (RAMCOBL40S  Adn a :
Mame | Sarver Connect to localhost 115 Mews and Information
%RAMCOBL‘}DS localhost Connect ko a server... 115 Downloads
Connect ko a site. . II5 Farums
Connect o an application. .. TechMet
MSDM
ASPMET Mews
< | 2
\ J 5\ J J

1S News

Enable 1S

113 Mews is disabled, click the Enable 115 Mews link to get the most recent online news,

J
4 | 3
Ready
A’"’Startl J i m e J f. Canfig | 3 assembly ’,,\,} Services ||¢3 Internet Information ... |g&; E @[{b 4135 PM
Ramco Systems Limited Confidential
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iii. Expand server name in the left side of window. Select Application pools, in which right click
vwservice->select recycle option

®E Internet Information Services (IIS) Manager [ (2] x]

@ 3 [ () » RAMCOBL4DS » Application Paols ] o @ -

- add Application Paal...

File  ‘iew  Help

Comnections L
I le Application Pools

%5 Skart Page Set Application Pool Default
Eag RAMCOBL40S (RAMCOBLA0S Adn This page lets you view and manage the list of application pools on the server, Application pools are associated with el

worker processes, contain one or more applications, and provide isolation among different applications.

q' ]

é.? ey Application Pool Tasks
=-[a] Sites Filter: » (0 Go - lgshow Al | Groupby: N Grouping - b Start
|- 43y Default web Sit
= _e. Zlepnete clinle:t Mame = I Skatus I \MET Frame... | Managed Pipeli... | Identit I Applications @ Stop
- - =3 i = Recycl
3 ViWService E:‘ASP.NET w0 . Started w40 Integ-rated NetworkSer\r!ce i} ¥E
LA BSPNET 4.0 Classic Started w40 Classic MetwiorkService 0 Edit Application Pool
chassic .MET AppPool  Started ] Classic MetworkService i} B B oo
|:¥DefaultappPool Started  w2.0 Integrated MetworkService 1 = b0
p— - ; - 1 Recycling...

Add Application Paoal. ..

Advanced Settings. ..
Set Application Pool Defaults... Rename
Stark x Remowve
@ Stop View Applications
| f:_‘i Recycle. .. ,@, Help
D Easic Settings... orline Help
Recvcling...
Advanced Settings. ..
Rename
#K  Remove
Wiew Applications
'@' Help
Online Help
4| | @
P I I » Content Vigw
Ready a_i_]
:"Startl J . J # Config | 1 assembly . Services ” qi Internet Information ... | 23 % @ @l{b 4139 PM
iv.  Similarly, Recycle Default AppPool.
Ramco Systems Limited Confidential Page 13
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3.B Open Internet information service manager in Web server

i. Recycle Default AppPool.

"!Elnternet Information Services (I115) Manager M= E3
@ = [..:'" » RAMCCEBL404 ¢ Application Paols ‘ TR T”ﬁ |.@. =

File  View Help

_- e &n lication Pools S
&,' ™ | | ta| |&, g 2 App .; Add Application Poal. ..
-5 Stark Page Set Application Pool Defaults. .
E _@aj RAMCOBLA04 (RAMCOBL404H Adminis This page lets vou view and manage the list of application pools on the server. Application pools are associated R
! with worker processes, contain one or more applications, and provide isolation among different applications. icati
2} Application Pocls P ) PP ) P q PP Application Pool Tasks
6] Sites Filter: - (o - (g show Al | Group by: Mo Grouping - b start
Mame = | Status | .MET Frame... | Managed Fipeli. .. | Identit @ stop
L} &SP NET w40 Started w40 Integrated MetworkService < Recycle...
QASP.NET 4,0 Classic Skarted w40 Classic MetworkService Edit Application Pool
QASP.NET w4,0 DefaultAppPool Starked w0 Integrated MetworkService D B
chassic MET AppPool Skarted w20 Classic KetworkService o .e ghict oo
| Integrated Recycling...
Add Application Poal, .. w0 Inteqgrated LocalSystem Advanced Settings. ..
Set application Pool Defaults, .. Rename
Skart X Remove
B stop View Applications
| ‘;_‘; Recycle... .@. Help
D Basic Settings... Orline Help
Recycling. ..
Advanced Settings. ..
Rename
K Remove
View Applications
.@. Help
Online Help
1| | i
Ready &?ﬂ
f"Startl J i . J --'53 Microsoft SOL Serv...l --'53 Microsaft SQL Serv. .. 9 Config . Services II '@E‘ Internet Inform... |« .-_ﬂ @ @[{b 4:51 PM
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4: Reset the password in .config and .ini files in servers.

4. A Update rvwuser password in econnect config and mapping files.

= Go to econnect installed path(Local physical path\econnectconfigurator) and double click
econnectconfigurationsettings.exe

=  Give user name as ‘rvwuser’ and enter rvwuser password credential, RM server name and
Econnect database name, finally click save button.

E eConnectConfigurator ! B

—_ - -
GLF | . = Computer = Local Disk (0:) « Econmect = Uity = eConnectConfigurator - 2y ISearch LD
File Edit Wiew Tools Help
Organize > = Wiews v .@.
Favorite Links Mamns _+ || pate modified |~ Type |=|_siee |
:_ﬁeConnectConfigurationSettings.exe 12{2002011 5:11 ...  Application 96 KB
= ) EncryptDecrypt. 111 .. pplication Exte. ..
[El Documents || EncryptDecrypt.di 12{20/2011 5:11 ...  Application Ext & KE
!E Pictures
!B‘ Music
Mare  »
i-_'i Ramco eConnect Configurator !E[
Folders
= Econnect Configuration Settings
. App_Data
- Database i i i
| fipp_Themes IWatcher Configuration I Map File I
. bin Configuration File Connection
. DESetup
., FileCopryLltility i+ application Settings
. FileServices
. Help " Map File Settings
. images
. RamcoliConnack
7. Received User Name Irkuser
. Restore
) Utiliey Password [
. eConneckConfigurs
. econnectbkip Server Iramcohl430
. Ganesh
| Mari Database [avnappdb|
. MM
. MMD_MODIFIED = | ’Cl—‘
| M5OCache ik el
. Cut MEd
. Program Files
. Program Files (x86)
. RAMCO_SCHEDULE

. Tamil
), Unit Testing |
|2 items (Disk free space: 16.6 GE) hI‘ Computar 4
f"'Startl i N ] 9 eConnechConfigurator || j] Ramco eConnect Conf... u'g‘e Microsoft SQL Server Ma. .. |% @ @[{b 11:54 Al
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Note:

In case, if installed econnect is in version 1 series. Please update the below mentioned files with new
rvwuser password credential for the user rvwuser.

i. Open web.config file from the econnect installed root directory path. Under the appsettings
node update the rvwuser password for the key ‘DSN’.

. Open watcher.exe.config file from the path... eConnect\FileServices. Under the appsettings
node update the rvwuser password for the key ‘DSN’.

iii. Open web.Config file from the path... eConnect\RamcolConnect. Under the appsettings node
update the rvwuser password for the key ‘DSN’.

iv. Go to the path... eConnect\FileServices\dINdINXMLDATA. Update rvwuser password for the all
the mapping xml files (Name ends with xxx_map.xml) in the DATAMAP node.

V. For all the above cases, if rvwuser is not mentioned in the files, please leave the file as it is,
don’t make any changes.

Ramco Systems Limited Confidential Page 16
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4. B Update rvwuser password in epubs config files.

i. Search web.config file in the epubs installed path.

a ePubs

5] %]

‘\_} | . = Computer = Local Disk {(E:} ~ ePubs > & ISearch

File Edit W¥iew Tools Help

Organize v S=wiews v " |Open ¥
Favorite Links Mame * I'I Date madified I'I Type I'I Size I'I Tags I'I
| ePubs_User_ChangePWD, aspx 1zf9§2011 2:...  ASPYFile 1KE
[El pocuments | ePubs_User_Manager.aspx 12/9/2011 2.... AP File 1KB
‘E Pictures | &Pubs_View_Export_Status, aspx 12/9§2011 2:...  ASPYFile 1KE
‘[}1 Music || ePubsCalender. aspx 120902011 2:... ASPXFile 1KE
More  »» || ePubsGatewayService, asmx 12/9§2011 Z:...  ASMX File 1KE
| ePubshonR outine T askTemplate , xml 12/9§2011 2:..,  ¥MLFile 23KB
Folders v L frmaddBockmark, aspx 120902011 2:... ASPXFile 1KE
B Deskiop = I_,Frm(:_ontentSrch.aspx 12/9§2011 Z:...  ASPX F?Ie 1KE
. " =1 | FrmDisplayImage.aspx 12/9§2011 2;...  ASPYFile 1KE
B adviristrator | FrmDisplayPartsInfo.aspx 12/9(2011 21, ASPXFie 1KB
. Public | frmExport..aspx 1209(2011 2:...  ASPY File 1KE
1% Computer || frmLaunchPdf. aspx 120902011 2:...  ASPYFile 1KB
=3 Floppey Disk Drive (Az) | frmiumericallndex. aspx 12/902011 2:...  ASPYFie 1KB
&, Local Disk (C:) || FrmPrvendorInfo. aspx 124942011 2:.,,  ASPX File 1KE
(e CD Drive (D)  Frm¥endorAddr, aspx 120902011 2:...  ASPXFile 1 KB
(—w Local Disk (E:) || frb.imagegallery. aspx 120902011 2:...  ASPYFile 1KB
. $$PendingFiles | Head. aspx 120942011 21...  ASPYFile 1 KB
| $RECYCLE.EIN Head. html 120902011 2:...  HTML Document SKE
| 5.4 |7 HelpTitle, xml 12492011 2:... %ML File 2KB
| Backup || HEmlTosml aspe l2/9f2011 zi... ASPEFile L KB
4. Crystal Report Upgrade U install.cab 120902011 2:...  Cahinet File 3,094 KB
5. EPubs T 1 IPCPdfTemplate. xml 12/9§2011 2:...  ¥MLFile 4 KE
License. kxk 6/2212011 11,.. Text Documnent 1KE
x. App Data I_‘Login.aspx 120902011 2:... ASPXFile 1KE
. App_Themes
bin Menu. htrnl 12/9§2011 2:...  HTML Docurnent ZKE
. || PackageTemplate xml 12/9)2011 2;...  ¥MLFile 19 KB
. DESetp | 7| POFSummary. xml 12/9(2011 2:...  ¥MLFile 12 KB
. ePubsPrintScheduler | 7| Precompiledapp. config 1209(2011 2:...  COMFIG File 1KE
J Extension || Preview.aspix 12/9(2011 2:.,,  ASPY File 1kB
, Extension-RM | SelectPackage.aspx 12/9/2011 2.... AP File 1KB
. Help | SelectTaskCard.aspx 12/9/2011 21...  ASPYFile 1KB
. Images | Wersion, kxk 120942011 2:...  Text Document 1KB
.15 120902011 2:...  ASPYFile 1KE
. My Project = 011 4 |
. OUManager 120902011 2:...  #5L Styleshest 30 KB =
|1 item selected 11.3 KB |l¥ Computer 4

J 4 * canfig - Search Results. .. ” i ePubs

A-'Startl J _Er|2| N

Ramco Systems Limited
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ii. Open web.config file and search for user id, if user name is rvwuser then change password by
rvwuser credentials. In case if its epubs user, no need to change anything.

n ePubs _ = =]
— §
GLF | . = Computer « Local Disk (Et) = ePubs ~ v m ISearch @J
File Edit Wiew Tools Help
Organize > = Wiews v MjOpen - .@.
Eavorits Links Mame = |v| Date maodified |v| Tvpe Ivl Size Ivl Tags |v| il
|| ePubs_User_ChangePwD, asp: 120902011 2:...  ASPYFile 1KB
[EI pocuments | ePubs_User_Manager.aspx 12/92011 2:...  ASPY File 1KB
E Pictures | ePubs_‘isw_Export_Status, aspx 120902011 2:...  ASPYFile 1KB
m Iweh.conﬁg - Notepad |0
File Edit Format View Help
<configuration> -l

-

<configsectionss

<section name="dataconfiguration” type="microsoft.practices.enterpriseLibrary.bata.configuration.batabasesetting
<sectionGroup name="system.web.extensions" type="System.web.Configuration. SystemwebExtensionsSectionGroup, Syster
<sectionGroup name="scripting” type="system.weh.Configuration, scriptingsectionaroup, System.web.Extensions, ve

<section name="scriptresourceHandler™ type="system.web.Configuration.scriptingscriptResourcerHandlersection,
<sectionGroup name="webservices” type="System.weh.Cconfiguration. scriputingwebservicessectionGroup, System.weh
<section name="jsonserialization” type="system.web.Configuration.scriptinglsonserializationsection, System
<section name="profileservice” tvpe='System.web.configuration.ScriptingPeri1eServiceSection, System.webh. E

a="SysTeam. wa Confi guration. scri pt'lngAuthent'l catilonservicesection

<, Find what: |user id

</
Direction————— Cancel |
[~ Match case C Up & Down
<da

<apk =
<!—— VALUES : TRUE/FALSE -->
<add key="SSO0EMABLE" walue="[SSOEMABELE]"></ add>
<add key="Logorath" walue="E:“erPubs’ImagesiRamcoLogo. bmp"></ add>
<add key="signoffimg" walue="E:“ePubs’Images’no.jpg" =< add>
<! ==TH133av_ePubs20_For_ST_00213 - start-->
<add key="HeaderTitle" walue="Ramco Aviation ePublications 2.0":< add>
<! ——FHL33AV_ePuUbs20_For_sT_00213 - End--»
<add key="AMMHeaderTitle" wvalue="Ramco ePubs - AMM Task'></add>
<add key="orgunt"” walue="" />
<add key="LangId" walue="" />
<add key="Role" walue="" />

<add key="seruser" wvalue="" />
<add key="Pass" walue="" />
<add key="URL" walue="" />

<add key="cmdTimeout" walue="2000" /=
<add key="ouMmanagerrole" walue="ouadmin" />
<add key="MyDE" wvalue="[EEgREF=pubsuser; password=epubs; data source=ramcoh1430;initial catalog=ePubsappdbh" /> -

< | v 4 L

= o

|1 item selected |11.3 KB (B Cormputber 4
f"'Startl J % | J 4 * config - Search Results. . |  ePubs || j web.config - Notepad 25 % @ [(b 12:08 PM

Ramco Systems Limited Confidential Page 18





4. C Update other .ini files in server.

B
ramco

i. Go to the web server in the path : virtualworks\iis\extuil\NonRVWA\ in which open
Deploy.ini file and update rvwuser password in the same.

RS

e galFamsob1430
ruwuser
Address Eﬁxsappdb v| Go
A~
.& W =iy 3Dep.|0y . 1KB Configuration Settings  6f22/2011 3:50 FM
= ﬂ EngineCperatingRaport TOKE RPTFile SI29/2005 2:24 PM ==
N5 My Network Places | E@_Job_Card_Report BOKE RPTFie 4/30/2008 3:36 PM
ﬂ Fieldmaint-acdusSamp GOKE RPT File SZ0/20105:12 PM
. 10KEB ASP.MET Server Page  9y3/2009 £:18 PM
Details g
6KE ASP File 41512006 1:57 FM
Genhonkii SKE ASPFile 4/21/2008 3:55 PM
ﬂ GRGoodsReceipt 7LKE RPT File 11/5/2009 10:15 PM
'_1 HangarMaink-YPWio-Comm T7KE RPTFile 6f16/2007 5:43 PM
ﬂ HangarMaink-¥Pwio-CommTimeShesk 46 KE RPT File 6/16/2007 5:43 PM
ﬂ HangerMaink-TaskZard 33KE RPTFile 6f30/2005 10:39 AM
€ |inv_plan_Report 11 KB HTML Document &f5f2010 6:13 PM
m Inv_Plan_Report_01_new 9ZKE RPTFile 12/17(2010 5:39 PM
U Inv_Plan_FReport_01_new_bak A0KE RPTFile 319/2010 6:13 PM
=] launch_repart Z1KB  ASP.MET Server Page  12/24/2009 4:43 PM
launch_report. aspix.bak 18 KE BAK File 51412009 4:45 PM
m LibraryRefDoc 11 KB RPTFile 11/4/2008 5:43 PM
g‘; MCR_Status_Repart 4KE HTML Document Q009 6:18 FM
|ﬂ Monthlyhoursandeycle 7LKE RPTFile SJ29/2005 2:24 PM
2% Monthyhrscycle 24KB Microsoft SQL Serv.,.  7/5/2007 1:54 PM 3

Bzn. - @am. - L2, - TIRa...

(1 fy
Bzm. ) %@® W 4ispy

ii. Have a look at the configuration files mentioned in the below table. Change rvwuser password
wherever it is used. In case if rvwuser credentials not used, don’t make any change in the

files.
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File name Server path Server
MMDSettings ..MMD Installed path\DotnetAutommd\bin\Debug WEB
Deploy ..Reliability installed path\Bin\Debug WEB
Deploy . JIS\Extu\REP WEB

4. D Update PackagePrintingInteginfo.xml file in server.

i Go to the web server in the path : virtualworks\iis\extui\NonRVW\ in which open
PackagePrintingInteginfo.xml file and identify the <connectionStrings> node.

= [fitis cloud customer, update the User Id and password fields in the connectionstring value
against the respective Hostname in the ‘name’ attribute of ‘add’ node.

= [fitis non-cloud customer, update the User Id and password fields in the connectionstring
value against the static value Generic in the ‘name’ attribute of ‘add’ node.

ol [ = MNonRvw =g x
bome  share Vi )
© - 'r| .+ Computer b NewVolume (D:) + Progrsm Files (x86)  VirtualWorks b IS » ExtUi » NonRuw » v c,‘ [ search NonRww 2]
X Favorites Name Date modified Type Size o
B Deskiop "] PackagePrintinglnteglnfo 08PM XML File 2k8
& Downloads | PrintPackage /24/2014 10:02 AM  ASP.MET Server Pa... a7 Ke
El PackagePrintinginteginfo - Notepad I;li-
File Edit Format View Help
<!-- Created by Nandha Kumar D for AHBF-764 on 28.85.20814 --> ~ =
«l-- For cloud version, provide "YES" to "OnCloud” attibute, otherwise provide "NO". "InvokeBy" can either be set to "WebService" or "DBCall™ --»>

<PackagePrinting OnCloud="Mo" InvokeBy="WebService" >
<connectionStrings>

<!-- Replace the placeholder with the corresponding value. For example: -->

<1 Provide SegmentationId to "name" for cloud customers (like "AstraTrg.ramco.com"). For non cloud customers provide "Generic" --»
- <add name = AstraTrg ramco. com” connectlonStrlng ="Data Source=CloudDBServer;User Id=readuser;password=read;Database=AVNAPPDB" ePubsDBName="ePubsDB"/> -
<add name ="Generic" connectionString ="Data Source=¥ServerName®;Application Name—%ApplnName% User Id=rvuwuser ,passwold rvi;Database=AVNAPPDE" ePubsDBMame="%4
<add name ="%HostNameXk" connectionString ="Data Source=%ServerNamek;Application Name=%ApplnName¥;User Id=rvwuser;password=rvw;Database=AVNAPPDB" ePubsDBName:
</connectionStrings>

</PackagePrinting>
~
< m >
EE L F.NCT SEIVET Fd.., ThD
|| War Uncovered_Part_Rep.rpt RPT File 12KB
|_] LibraryRefDoc.rpt RPT File 11KB
|| TechLog_Summary_rep.rpt RPT File 83 KB
|| PHIInv_Plan_Report_01.rpt RPT File 75KB
|| Timesheet_Exception.rpt RPT File 14KB
|| HangerMaint-TaskCard.rpt RPT File 33KB
[ — nnT v
47items  1item selected 1.05KB  State: 3% Shared
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4.E Configure the linked server ‘ePubs Inksrvr’ Password .

i. Connect RM server by administrator login account.

ii. Go to start menu -> Run -> Type SSMS

machine

Type the name of a program, folder, document, or Internet
resource, and Windows will open it foryou,

Open: Issms| j

'f-' This task will be created with administrative privileges.

QK I Cancel Browse.., |

Ostart| | L m & [[Zrun W& =iy eosem

iii. Now SQL server management studio will open. Connect Database Engine with sa login
credentials
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f..____-. Microsoft SQL Server Management Studio

File Edit ‘Wiew Tools ‘Window Communiby  Help

§ B newquery | [y |00 00 5 | |5 H S | B

13 F Connect to Server

? §m5°f Server2008R2

Server type: I Databasze Engine

Server name: |R&MCOBLA30

Authentication: I SOL Server Authertication

Login: Isa

Ixxxxxxxxxxx91

Password:

™ Remember password

Connect I Cancel | Help Optiohg »»

:fStartl J Zom e JI% Microsoft SQL Server ... |%B Wi}y &:10FM
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iv. Open Object explorer (view-> Object Explorer) and find ‘epubs_Inksrvr’ node by navigating
the Server Objects-> Linked Servers folder of connected sql instance.

File Edit View ijed zbug Tools  Window Community Help
A NewQuey [y BBE EGH 0 E,

Comect- HH 5 7@ H
= |y ramcovmd22 (SQL Server 10501600 - 54)
[ Databases
[ Security
[ [ Server Objects
(1 Backup Devices
(1 Endpoints
=/ [ Linked Servers
[ [ Providers
& efb Inksnvr
ﬁ efbe_Inksrvr

@ 1 Triggers
[ Replication
[ Manzgement
5 SQL Server Agent
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V. Right click on the "ePubs_Inksrvr" node and select "Properties"

File Edit View Project Debug Tools Window Community Help

(L NewQuey | [y |53t | 3 |5 H & [E
OectBploer A X
Connect~ iﬁ!ﬁ T EQ

B | ramcovmé22 (SQL Server 10501600 - 54)
[ [ Databases
(23 Security
1 [ Server Objects
[ Backup Devices

& [ Endpoints
= [ Linked Servers
(3 Providers
& efb_Inksrvr
© F efbc_Inksrvr
4 .
3 Triggers New Linked Server...
[ Replication Test Connection
@ 3 Management Script Linked Server as
B SOL Server Agent =
Policies
Facets
Start PowerShell
Reports
Delete
Refresh

Ready
Vi. Right click on the "ePubs_Inksrvr" node and select "Properties”
It opens "Linked Server Properties" window and then select the ‘Security’ page in the Top-left.

= |dentify the fields ‘Remote Login’ and Password.

= |f Remote Login is rvwuser then change password by rvwuser credentials. In case,

it is epubs user, no need to change anything.
= Click ‘Ok’
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File Edit View Project Debug Tools Window Community Help
J NewQuey | [y B3 (3 5 O B W 2 B

Connect~ M & 5 T 7 G
=] ramcovm422 (SQL Server 10,501600 - SA) 550'51 ~ ﬁ}"&’
[ Datzhases
[ Security
I [ Server Objects
@ [ Backup Devices
3 Endpoints Local Login Impersonate FRemote User Remote Password
= 3 Linked Servers
[ Providers
@ % efb_Inksrvr
ﬁ efbc_Inksrr
ﬁ epubs_nksrr
[ Triggers
[ [ Replication
(21 Management
& SQL Server Agent

Local server login to remote server login mappings:

Fora login not defined in the list above, connections wil
Server

ramcovm4 22
(") Not be made
Cornection:

SA () Be made without using a securty context

3 View connection properties () Be made using the login's cument securty context

(@ Be made using this securty context:

Remote login:

With password:
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Step 5: Restart the services

5. A Restart the following services in Web server

i. Connect Web server by administrator login account.

ii. Go to start menu -> Run -> Type services.msc and click ok.

Type the narne of a program, folder, docurnent, or Internet
resource, and Windows will open it for you,

[

@ This task will be created with administrative privileges.

Browse,., |
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Now a service window will open. Select IIS Admin service and click restart the service link.

£} Services [_ 8] x .
File Action Wiew Help
e @0 HE»u i
. Services (Local) q Services {Local)
115 Admin Service Marne -~ I Descripkion | Skatus | Starkup Type I Log On &s | il
(CLDCOM Server Proc..,  Provides la...  Started Aukomatic Local System
Stop the service L Deskkop Windaw M., Provides ... Started Autornatic Local System
Restark the service {ELDHEP Client Reqisters a...  Started Aukomatic Local Service
iChDiagnostic Policy Se... The Diagno... Started Automatic Local Service
Description: G Diagnastic Service ... The Diagna. . Manual Local Service
E':?e‘::l::s:isT;ergrfw?efaclljrgilsj:?:;rt:: 15 iChDiagnostic System ... The Diagno... Started Manual Local System
configuratian For the SMTP and FTP “GhDistributed Link Tra...  Maintains li...  Started Automatic Local System
services, IF this service is stopped, the Lk Distributed Transac,.. Coordinate...  Started Automatic (0., Mebwark 5.,
server will be unable to configure SMTR (2, iz client TheDM5Cl.. Started  Automatic Metwark 5. .
ggr?;'slE;:;sei?ﬁ:icﬁvl;g;::éega inii” ‘GhePubsPrintScheduler Manual Local Service
fail bo start. GkExtensible Authenti...  The Extens. .. tManual Local System
‘EhFunction Discovery ... Host proce...  Started Manual Local Service
‘GLFunction Discovery ... Publishes t... tManual Local Service
ik Group Palicy Clisnk The servic,..  Started Automatic Local System
ChHealth Key and Cer... Provides %.... Manual Local System
“ChHuman Inketface D..,  Enables ge... Manual Local System
*AT1S Admin Enables thi Aukomatic M
CLIKE and AuthIP IPs... The IKEEX... Started Aukomatic Local System
Gk Inkerackive Service..,  Enables us... Manual Local System
{ChInkernet Connectio...  Provides ... Disabled Local System
GLIP Helper Provides a...  Started Automatic Local System
5 IPsec Palicy Agent Inkternst Pr... Starked Aukomatic Mebwork 5,
{ChKtmRm For Distribut,.. Coordinate...  Started Aukomatic (D, Metwork 5.,
GhLink-Layer Topolog... Createsa ... tManual Local Service
LhMchfee Framewark, ., Shared ca..,  Started Automatic Local System
{EhMcAFee McShield McAfes On...  Started Aukomatic Local System
\GhMcAfee Task Manager Allows sch...  Started Automatic Local System
LhMchfee Yalidation T... Provides v...  Started Automatic Local System
{EhMicrosoft \NET Fra... Microsoft ... Disabled Local System
Gk Microsoft \MET Fra...  Microsoft ..., Disabled Local System
LhMicrosoft \MET Fra...  Micrasoft ... Automatic (0., Local System
{EhMicrosoft \NET Fra... Microsoft ... Aukomatic (0., Local System
Lk Micrasoft Fibre Cha,.. Registerst.., Manual Local Service
“ChMicrosaft iSCST Initi,,.  Manages L., Manual Local System ﬂ
Extended 4 Standard /

:'Startl J __:é. . B “ . Services
iv.
LlWindows Time

ZWindows Update

CLWINHTTP Web Proxy Suto-Discovery Service

ShWired AukoConfig
SEWMI Performance Adapter
Shworkstation

Ramco Systems Limited

Maintains d... Skarted
Enables th...  Started
WINHTTR 6.,
This servic...
Provides p...
Creates an...  Started

Confidential

Similarly, restart the services for world wide web publishing service and File watcher.

Aukomnatic Local Service
Automatic (0., Local Syskem
Manual Local Service
ranual Local Syskem
anual Local Syskem
Aukomatic Local Service

Autamatic

|:’.‘. GoE wUis 2:z0PM
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5. B Restart the following services in APP server

i. Connect App server by administrator login account.
ii. Go to start menu -> Run -> Type services.msc and click ok.
iii. Restart the services

[IS Admin service

world wide web publishing service
Net.Pipe Listener Adapter

Net.Tcp Listener Adapter
Ramco.VW.RT.GatewayServerHost
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Changes in the RDW Product Configuration files and database for Password changes:

Note: Please use the password Encryption tool to encrypt the password.

The password Encryption tool is available as part of
<RDW product Dump/ RDW_9.0\CD1\Tools\EncryptPassword>

Config File Name / File Path / Database Key Name / Nature of change
Backend Table Column Name
DwAppSettings.xml <RDW Installed folder>\DW DBPassword RDW New Encrypted
\DW_REFACTOR\com\ramco\dw\ Database Password
ApplicationXML\ Property
Ex:
<add key="DBPassword"
value="<RDW Database
Encrypted Password>" />
DwAppSettings.xml <RDW Installed folder>\DW\ WindowsPassword | RDW App server New
DW_REFACTOR\com\ramco\dw\ Encrypted Domain Password
ApplicationXML\ Property
Ex :
<add key="
WindowsPassword" value="
<RDW APP Server Domain
Account Encrypted
Password>" />
web.config <RDW Installed DBPassword RDW New Encrypted
folder>\DW\BD\APP Database Password
Ex
<add key="DBPassword"
value="< Database
Encrypted Password>" />
web.config <RDW Installed folder>\ DW\ DBPassword RDW New Encrypted
DW_REFACTOR\com\ramco\dw\Pr Database Password
esentation\ Infrastructure
\InfrastructureServices Ex :
<add key="DBPassword"
value="< Database
Encrypted Password>" />
DWConfig.properties <RDW Installed folder>\DW PASSWORD RDW New Encrypted

Database Password

Ex:
PASSWORD=< Database

Confidential
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Encrypted Password>

DwDatasourceSQL.config | <RDW Installed folder>\ DW\ PASSWORD RDW New Encrypted
DW_REFACTOR\com\ramco\dw\Pr Database Password
esentation

Ex:
<dataSource

name="SQLOLEDB"

connectionString="P
rovider=SQLOLEDB; Data
Source=<Database Server
Name>; Database=< Dataabse
Name>; User Id=< Database
User Name>; Password=<
Database Encrypted
Password>; connection
reset=false;connection
lifetime=5; min pool
size=1; max pool
size=50"/>

dw_datasource RDW product database PASSWORD RDW New Encrypted
Database Password

Ex

update dw_datasource set
password= '<Encrypted
database Password>'where
datasource_id=2

dw_datasource RDW product database PASSWORD RDW New Encrypted
Database Password
For the row where
datasource id = 201

Ex

update dw_datasource set
password= '<Encrypted
database Password>'where
datasource_id=201
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CheckList

		S.No		Settings		Done?		Remarks

		1		MIME types are added as per the steps provided in the installation document.

		2		ITK path mentioned in Environment Variables

		3		Logo file for report is copied  to path mentioned in CustomReporting.xml file in ..\IIS\ExtUi\ILRT folder

		4		.NET framework re-distributable files are available in the server

		5		Login credentials are properly mentioned in Deploy.ini file in Extui\NonRvw folder.

		6		Code39AzaleaWide2 bar code font installed in all clients

		7		Ramco Client Utility msi package is installed in all clients

		8		Changes in web.config files as mentioned in installation document

		9		Crsytal print control dlls version 12.2.0.290 is package in Ramco client utility. To check the crystal verison available in server. It should be the same version.

		10		All SQL job schedulers are configured and running.

		11		DepDB Audit enabled

		12		ftp path settings for document attachement feature

		13		MMD settings(Latest exe,server details in deploy.ini,printer configuration etc.)

		14		Crystal 32 bit isolation settings

		15		If crystal reports server edition is used, to ensure all rpts are published using crystal publishing wizard

		16		DB Maintenace Plan enabled

		17		Deadlock Trace Enabled

		18		Service broker enabled
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