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This document walks through the prerequisites before start installing VirtualWorks™ .Net
Runtime (Microsoft Version) installation.

Note: Settings specified in this document are applicable to all layers like File Server, Web
Server, App Server and RM Server unless it explicitly mentioned that applicable to particular
layer.

1. Prerequisites

Operating System Windows Server 2012. Note: Application and RM
(Database) Servers should always have same OS +
Service Pack

.Net Framework Version 2.0, 3.5 SP1, 4.0 and 4.5
VC 7 Runtime Installer for this application is packaged along with the
installation kit itself. Run the file

VC7RuntimeSetup.MSI that is given with the
installation Kit.

XML MSXML 4.0 + SP2 or above

1S 8.0

SQL Server 2012 (only in RM Server)
The server default collation should be (Latinl-General,
case-insensitive, accent-sensitive, kanatype-

insensitive, and width-insensitive for Unicode Data,
SQL Server Sort Order 52 on Code Page 1252 for non-

Unicode Data). During setup choose
“SQL_Latinl General CP1 CIl_AS” as SQL collation
Microsoft Web Deploy Microsoft Web Deploy v3.5 needs to be installed in

Application Server (Choose installation type as
complete) — Software Available in DVD4 - Tools

1.1.Server Settings before proceeding with installation

Before proceeding with the installation, make sure that,

v All Servers have sufficient Disk space (as per the Hardware Specification & COTS
List) and also partitioned. It is recommended to have at least one more drive
apart from Default “C” Drive. It is advisable to install the VirtualWorks™ in the
User partitioned Drive, instead of System Drive ((o39)]

v' System Drive should have partitioned with minimum of 40GB allocation and User
Drive with remaining

v" User Drives for RM Server should be partitioned to keep Database files and Log
files separately. This enhances performance of SQL Server 10 operations

v Server name (across all layers) should not have any special characters. All

server names participating in the VirtualWorks™ deployment architecture should
start with alphabets and can contain numbers. Non-Alphanumeric characters are
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not allowed. Servers should also not have any VirtualWorks™ component name
and part of the Server Name.

v" Check the Global Assembly Cache path (C:\Windows\Assembly); it should not
appear as a folder. It should appear like as specified in below screenshot.

(=T |

w C,-| | Search Windows »r |

assembly

. v Computer » Local Disk (C:) » Windows » assembly

_ Assembly Mame Version  Cul.. Public Key Token |~
« Favarites g 2000 bO3fSF7f11d50a3a \
B Desktop 7.0.330.. bO3f5f7f11d50a3a
® Downloads s#14ppconfig 143,12 bObf8b7c06314379 [
i Recent places 381 AspNetMMCExt 2.0.0.0 b03f5F7F11d50a3a [
18 AssetRMInfo 14312 b0bf8b7c06314379 |
4 Libraries ElleasStockAnly 14312 3a721247b727f8b9 |
3 Documents aﬁ'lBasStockAnly.Resources 14312 3a721247b727f8b9 |
J“. Music aﬁ'lBusinessOhjects.L\censing.KE}r(ndeDemder 12.011... 692fbea5521e1304
& Pictures sl ClientSocket 14312 3a721247Tb727f809 |
E Videos aﬁ'lComponentRoutmg 14302 bObf8b7c0B314379 |
Hﬁ'lComSchonfig 3.0.0.0 b03f57f11d50a3a |
. ;ﬁ'lCDm’\ggen 14312 3a721247b727f8b9 |
1% Computer s8I CRVsPackagelib ComSvecConfig, Version Culture=neutral,

PublicKeyToken=b03f3f7f11d530a3a, processorArchitecture=M!

3&1Cr)rstalDecisions.CrystaIReports.Design

&i Network Hﬁ'lCr)rsta|Decisions.CrystalReports.Engine 12.0.20... 602fbea5521e1304 |
ElflCr}rsta|Decisions.CrystaIRepor‘ts.Engine.resources 12.0.20.. en 692fbea5521e1304 |
aﬁ'lCr_\,rsta|Decisions.Cr_\,fstaIRepor‘ts.TempIateEngine 12.0.01.. 692fbea5521e1304
aﬁ'lCr_\,rstaIDecisinns.Data.AanntNetlnternp 12.0.20... 692fbea5521e1304
aﬁ'lCr_vstaIDecision5.Enterprise.Desktop.RepDrt 12.011.. 692fbea5521e1304
aﬁ'lCr_vstaIDeC|5|0ns.Enterprlse.Framework 12.0.01.. 692fbea3521e1304
aﬁ'lCr)rstaIDecisions.Enterprise.InfoStore 12.0.01.. 692fbea3521e1304
;ﬁ'lCr)rstaIDecision5.Enterprise.PIuginManager 12.0.1.. 692fbea3321e1304
:ﬁ'lCrysta|Decisiuns.EntErprise.‘u’iewinq.REpurtSDurce 12.0.11... 692fbeas521e1304 e
< m

88items  1item selected

v" Windows Firewall is off for all state viz., Domain Profile, Public Profile and Private
Profile.

During runtime installation, the app and web server will communicate through a port
number (which will be defined during installation); to make sure firewall is not
blocking this process, the following settings needs to be done.

Also refer section 2.0 Enabling VirtualWorks™ Runtime specific ports in Firewall to
set firewall for the ports between the servers

To change Windows Firewall settings

Go to Control Panel -> Click on Windows Firewall -> Click on Change Notification
Settings
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i(—) (—)\ * 1 |ﬂ » Contral Panel » &l Contral Panel lterns  » “Windowrs Fireweall

Control Panel Home

Allow an app or feature
through Windows Firewall

'@' Change notification settings

'@' Turn Windows Firewall on or
off

'@' Restore defaults
'@' Advanced settings

Troubleshoot my network

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Update your Firewall settings

Windows Firewall is not using the recommended | @Use TR T SRiTIE
settings to protect your computer,

What are the recommended settings?

. @ Domain networks Connected (%)
Metworks at a workplace that are attached to a domain
Windows Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active domain networks: L:h reil.rameco.com
Matification state: Do not notify me when Windows Firewall blacks a
new app
. @ Private networks Mot connected @
. @ Guest or public networks Not connected ()
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:(-) - T |ﬂ v Corntral Panel v All Control Panel lterns » Windows Firewall » Customize Settings

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use,
Domain network settings
@ O Tum on Windows Firewall

Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Firewall blocks a new app

(®) Turn off Windows Firewall (not recu@

Private network settings

@ O Tumn on Windows Firewall

Block all incoming connections, including those in the list of allowed apps

Notifv me whep Windgws Firewall blocks a new app

@um off Windows Firewall (not recommended

Public network settings

@3 O Tum on Windows Firewall

Elock all inceming cennections, including those in the list of allowed apps

MNotify me when Windows Firewall blocks a new app

(®) Turn off Windows Firewall (not reco@

Ensure that the above rounded firewall state setting is done for all three profiles
and click on OK.

1.1.1. Environment Variables Settings

» Set .Net Framework v3.5 and v2.0.50727 in environment path. Right click on My
Computer -> System Properties -> Advanced System Settings -> Advanced Tab -
> Environment Variables -> System Variables -> Edit the "Path" variable and
paste the physical paths for .Net Framework 3.5 and 2.0 in the same order as
specified at the end (after adding a ; [semicolon]) and click on OK . This should
be set in all participating servers (WEB, APP and DB/RM Server).

For Ex: 32 bit machines: %systemroot%\Microsoft. NET\Framework\v2.0.50727
For Ex: 64 bit machines - %systemroot%\Microsoft. NET\Framework64\v2.0.50727
Similarly for Framework 3.5 version also.

This setting is required to enable command line invocation of dotnet compiler program.
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L] l System I \L‘E‘LI
OO = 4 [/ Contrel Panel » System and Security » System w ¢ | [ search Control Panel 2]
" - I =
Control Panel Home vi System Properties| Environment Variables
]l
) Advanced |
® Device Manager it [Cemeutes Nemre T Harkalfe | Advanced [Femote
%) Remote settings You must b Ingged on as an Administrator to make most of these change Edit System Variable
) Advanced system settings Pertormance
Visual effects, processor scheduling, memory usage, and vitual memary Variable name: [ Path |
ariable walue: S\Microsoft NET\Frameworké#iv2.0.50727]
5! e ‘ |
oK Cancel
User Profiles
Deskiop setings related to you signiin
System variables
Varizble Valus -
Co HUMBER_OF_P... 1
Startup and Recovery =TT
System startup, system failre, and debugging informetion Path Ciwindows!system32;Cwindows; i, . I
v
Setlings.. ~
[ mew. ||| Edi.. ||l Delete |
Ervirorment Varisbles |
"
See also oK Cancel Apply ‘
Action Center

» In case if the installation should happen on a different drive other than the
default system drive (for ex. instead of C:\Program Files, if the installation should
be done on D:\Program Files), then change the Program Files directory path in
Registry as below:

o For 32 bit OS — Change the value of the Key ProgramFilesDir under the

registry key HKEY_LOCAL_MACHINE\SOFTWARE\
\Microsoft\Windows\CurrentVersion from C:\Program Files to D:\Program
Files

o For 64 bit OS — Change the value of the Keys ProgramFilesDir and
ProgramFilesDir(X86) under the registry key
HKEY_LOCAL_MACHINEASOFTWARE\Wow6432Node\Microsoft\Windows\C
urrentVersion and

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
from C:\Program Files (X86) to D:\Program Files (X86).

Note: This modifies the default program Files installation directory path for all new software
installations. If this is acceptable then proceed with this settings, otherwise change the settings
back to original after completing the runtime installation and also ensuring that the applications
are launches properly. And also during RT Patch installation and un-installation, these settings
needs to be same as given during RT installation.
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1.1.2. User Access Control Settings

» If the Runtime installation is not done through the “Administrator” user account
and is done through a user account with “Administrator” privileges (added in
“Administrators” Group), then the following needs to be done. Please note that
adding a user account to “Administrators” Group does not mean that the user has
got “Administrator” equivalent privileges. So following privileges are required:

v' User should be part of “Administrators” group

v" User should be part of “Power Users” group

v The “User Account Control Settings” for the logged-in user account should be
set to “Never Notify”. See image below for details:

e
© (3~ 1|8 » ool Panel » All Control Panel frems » User Accounts > v & [ search Control Panel 2|
—_

]

Contrel Panel Home
Make changes to your user account

Manage your credentials

Manage your file encryption )
certificates # Change Us4

Vinoth Kumar K

&) Configure advanced user %) Manage User Accounts RSIEXDOM\2150

profile properties

Change my environment

variables -
7 User Account Control Settings [=[= |

To change your password, press Ctrl+ Alt+Del and select Change a password.

~

Choose when to be naotified about changes to your computer

lly harmful programs from making changes to your computer.
ttings

Never notify me when:

®  Apps tl to install software or make changes to my
compuer

¢ | makefchanges to Windows settings

i\, This sdtting will take effect after you click OK and

-C- restarthour PC.
Never notify
N/
v
= = =
ea J:%J ‘ Q&u;emmum | |\) User Account Co... 2[5 5 Oy EI':IG 26_211320[”3

Note: 1. In the above screenshot “RSIEXDOM|9159” is a sample user account created for
demonstration purpose. 2. This setting is required without which Create folder permission will not
exist for a non- Administrator User account
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v" Manually create a folder called “Preferences” under .\Program Files (x86) folder

and provide “Full Control” (under Security Tab) for the logged-in user account.
See image below for details.

Preferences Properties -

General I Sharind | 5 ecurity ‘ Iravinus Wersions I Customize |

Object name:  C:MProgram Files (x8E6]\Preferences

52, CREATOR ODWNER
H2_cveTrkd e
< m b4
Ta change permissions, click Edit.
Fermiszions for Everyone Al Deny
Full control v -
Madify v
Fead & execute v H
List folder contents v
Fead v
“wirite: i e
ﬁﬂﬁfﬂlﬁﬁ?ﬁlﬂﬂﬂﬂdﬁﬁﬂmy Adyanced
chek Advanced.

Learn about access contol and permissions

v" Do the settings as given below. These settings should also be done on all
participating layers (WEB, APP and DB).

» Run gpedit.msc from Run, navigate and browse to Computer Configuration ->
Windows Settings -> Security Settings -> Local Policies -> Security Options

» Set policy User Account Control: Behavior of the elevation prompt for
administrators in Admin Approval Mode to — Elevate without prompting

» Set policy User Account Control: Detect application installations and prompt
for elevation to — Disabled

» Set policy User Account Control: Run all administrators in Admin Approval
Mode to — Disabled
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= Local Computer Policy
4 & Computer Configuration
I [ Software Settings
a [ Windaws Settings
I | Mame Resolution Policy
(=] Scripts (Startup/Shutdoun)
4 3 Security Settings
p 4 Account Palicies
4 [ 5 Local Palicies
I 4 Audit Policy
I L4 UserRights Assignrent
' Security Options
B[] Windows Firewsall with Adwvance
| Metwark List Manager Policies
I || Public Key Palicies
I || Software Restriction Policies
b ] Application Control Policies
[ ‘g IP Security Policies on Local Co
b ] Advanced Audit Policy Configl
I glly Policy-based QoS
B [ Administrative Templates
a 4, User Configuration
B [ Software Settings
B [ Windows Settings
B [ Administrative Templates

Paolicy
| Metwork security: LAM Manager authentication level

Metwork security: LDAP client signing requirernents

| Metwork security: Minimum session security for NTLM S5P based (including secure RPC) clients

Metwork security: Minimum session security for NTLM S5P based (including secure RPC) servers

| Metwark security: Restrict NTLM: Add rernate sercer exceptions for NTLRM authentication
| Metwork security: Restrict NTLM: Add server exceptions in this domain

Metwork security: Restrick NTLW: Audit Incoming NTLM Traffic

| Metavark security: Restrict MNTLM: Audit NTLM authentication in this domain
| Metwork security: Restrict NTLM: Incorning NTLM traffic

Metwork security: Restrick NTLM: NTLM authentication in this domain

| Metwark security: Restrict NTLM: Outgoing MTLM traffic to rernote servers

5 Recavery consale: Allow automatic administrative logon

Recovery consale: Allow floppy copy and access to all drives and all folders

A Shutdowin: Bllow systern to be shut down without having ta log on

A Shutdown: Clear virtual memory pagefile

Systern cryptography: Force strang key protection for user keys stored on the computer

Systern objects: Require case insensitivity for non-Windows subsysterns

| Systern ohjects: Strengthen default permissions of intermal systern ohjects {e.q. Symbolic Links)
| Systern settings: Optional subsysterns

Systern settings: Use Certificate Rules on Mindows Executables for Software Restriction Policies

| User Account Control: &dmin Approval Made for the Built-in Adrinistrator account

| User Account Control: Allow UlAccess applications to prompt for elevation without using the secure desktop
User Account Control: Behawior of the elevation prompt for administrators in Admin Approval Mode

| User Account Control: Behavior of the elevation prampt for standard users

| User Account Control: Detect application installations and prompt for elevation

| User Account Cantrol: Only elewate executables that are signed and validated

| User Account Cantrol: Only elewvate UlAccess applications that are installed in secure locations

User Account Control: Run all administrators in Admin Approval Mode

| User Account Control: Switch to the secure desktop when prompting for elevation
| User Account Control: Virtualize file and registry write failures to per-user locations

Security Setting
Mot Defined
Megotiate signing

Require 128-bit encrypti..

Require 128-bit encrypti..

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Disabled
Disabled
Disabled
Disabled
Mot Defined

Enabled
Enabled
Posix

Disabled
Disabled
Disabled

Elevate without prompti..,

Prompt for credentials
Disabled
Disabled
Enabled
Disabled
Disabled
Enabled

v' After completing the above steps, settings to be set in all layer machines where
the installation would be done. While running the RSSetup.exe from the Base
Runtime installation kit, VirtualWorks folder would get created under ..\Program
Files (x86) folder. User should have “Full Control” privileges for VirtualWorks and

its sub-folders (under Security Tab).

running the RuntimeSetup.MSI.

Base Aviation Solutions Group
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VirtualWaorks Properties -

| General | Sharingd Securty treviuus Wersions I Customize ‘
Object name: T lles [«B6]\Witualw/orks

|'E:'_mup 0Of LISEl Names:

2 ~

52, CREATOR OWNER

2 cvoTEm hd
<

m >

To change permissions, click E dit

B N 1L Deny

Full control
Madify
Read & execute

List folder contents
Read
“Wiite

e r=Torced ]
click Advanced. dranced

Leamn sbout access contral and permissions

ooy

LANAAN

~

v Restart the Servers.

1.1.3. Server Roles Settings

Generally in Windows 2012 server, most of the Roles and Features are in uninstalled state
and wherever we need, we could initiate the required Roles and Features.

For installing VirtualWorks™ Runtime, it is mandatory to enable the following Roles and
Features.

1. Go to Server Manager.
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2. Click on Add Roles and Features.

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START
E2 Add roles and features j

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

3. On the installation type, select “Role-based or feature-based installation” and click on
Next.

DESTINATION 5E

Select installation ‘[ype TECHTEST201Z.rsimailrsil.amio

Before You Begin Select the installation type. You can install reles and features on a running physical computer or vir|

maching, or on an offline virtual hard disk [WVHD).
Installation Type
ures.

) ®) Role-based or feature-based installation
Server Selection i . ) .
Configure a single server by adding roles, role services, and feat

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-f
or session-based desktop deployment.

4. Select the “Select a server from the server pool” option and select the current server
name from the server pool.

——=
(@) Select a server from the server pool

——

II._.- ST FITLUar TIaTd 3k,

Server Pool

Filter: |

[ o WAl Operating System

TECHTEST2012 rsimail.rsi.. 172.16.5.77 I licrosoft Windows
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5. Select the layer to be installed in the server. If WEB layer of VirtualWorks™ is to be
installed, then select the WEB Layer and if APP layer of Virtualworks™ is to be
installed, select the WEB and APP Layers. While selecting the WEB / APP layers, if
the system by default prompts for some Role services/features to be installed, select
the same and proceed further.

Select server roles A
Befors You Begin Select one or more roles to install on the selected server.
Installation Type Roles Descri
Server szlection LI Active Directory Lightweight Directory Services |~ Active
e Dicectong Bighis Management Services i’zzlgé
Features role sd
| and m
[] DNS Server varity|
[] Fax Server
3 File And Storage Services (Installed)
[] Hyper-v
[] Network Policy and Access Services —
[] Print and Document Services -
[] Remaote Access
[[] Remate Desktop Services
[] Web Server (IIS) j
i Sepiey ey
Lo IR ~ LR - W
For Web and App Servers, select the following Role services:
Select the role services to install for Web Server (II15)
fRole services N
[ s Hﬂble Web Core
4 - 4 Management Tools
4 Common HTTP Features 115 Management Conscle
Default Document ] 3 15 6 Management Compatibility
Directory Browsing : 115 Management Scripts and Tools
HTTP Errors
Static Content < m
HTTE Redirection
. [] WebDAV Publishing y
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For App Server, select the following Role services:

Select the role services to install for Application Server

Role services

MET Framework 4.3

[] cOM+ Network Access

Distributed Transacticns

[] Ws-Atomic Transactions
Incoming Metwork Transactions
COutgeing Metwork Transactions
TCP Port Sharing

[] Web Server (IIS) Support

[[] Named Pipes Activation
[] TCP Activation

6. On clicking Next, the features respective to the layers would be prompted. Select
.Net Framework on all installing servers. (Make sure that the features HTTP
Activation and Non-HTTP activation under “.Net Framework 3.5 features are not
selected and .NET Framework 3.5 (includes .NET 2.0 and 3.0) feature is selected)
And make sure HTTP Activation, Named Pipe Activation, TCP Activation and TCP Port
Sharing options are selected under WCF Services of .Net Framework 4.5 Features.

For Web, App and RM Server, select the following Features

—
Features 4 i v| .MET Framework 4.5 Features {Installed)
v

MNET Framework 4.3 [Ins

(IR NET Framework 3.5 Features - ASD MET 4 5 (lnatalled)
MNET Framework 4.5 Features (Installed) 4 F Services (Installed
I+ [] Background Intelligent Transfer Service (BITS) V| HTTE Activation (Installed)
[] BitLocker Drive Encrypticn [] Message Queuing (MSMQ) Acti
[ BitLocker Netwark Unlock v Named Pipe Activation (In
L] BranchCache | TCP Activation (Installed)
I:‘ Client for NFS | TCP Port Sharing (Installed)
ot o o TR )
[] Data Center Bridging [ Background Intelligent Transfer Service (BITS)

(] Enhanced Storage

[1 Bitlocker Drive Encrvption
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7. Clicking Next, system will automatically display the selected Roles and Role Services
to be installed in this server. Click on Install to install the same.

|Conﬂrm installation selections I A

| i Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typs

server salection Opticnal features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes,

Featuras

Web Sarver Role (II5) .NET Framewark 3.5 Features -

B MNET Framewaork 3.3 (includes MET 2.0 and 3.0)
Role Services

NET Framework 4.5 Features

Application Server
i ASPMET 4.5

Role Services

Application Server

Distributed Transactions

Incoming Metwork Transactions
Cutgoing Network Transactions
NET Framework 4.5

Export configuration settings
Specify an alternate source path

I Cancel

Wait for the installation to complete and restart the server if the same is prompted.

[ Add Roles and Features Wizard = [ = -

DESTINATION SERVER

Installation progress TECHTEST201 Zrsimailrsilrameo.com

View installation progress

0 Feature installation
| — 1

Installation started on TECHTEST2012.rsimail.rsil.ramco.com

.MET Framework 3.5 Features -
NET Framework 3.5 (includes .NET 2.0 and 3.0)
.MET Framework 4.5 Features
ASPMNET 4.5
Application Server
Distributed Transactions
Incoming Metwork Transactions

Outgoing Network Transactions
.NET Framework 4.5
Web Server (IIS)
Mananamant Tanle
You can close this wizard without interrupting running tasks. View task progress or open this

1] page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next » Close Cancel
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1.1.4. RMSERVER Settings

1. Go to SQL Server Configuration Manager.

2. Disable Shared Memory Protocol as this is not supported. This needs to be disabled
under both "Protocols for SQL Server" as well as under "Client Protocols" as shown
below.

Sgl Server Configuration Manager
Eile  Action View Help

a5 == H

‘@ S0L Server Configuration Manager (Local) Protocol Mame Status
B S0l Server Services ‘g Shared Mermory  Enabled
_E_ S0L Server Metwork Configuration (32bit) ¥ Mamed Pipes Disabled Enable
Pl .. S0L Mative Client 11.0 Configuration (32bit) FTCRAP Enabled Disahle
Clier€@rotocols >
‘% Aliases Properties

4 _E_ S0L Server Metwork Configuration Help
Bl= Protegls for MSSOLSERVER >

4 .. S0OL Native Client 11,0 Configuration
ClieniProtocals >

B Aliases

3. If Sql server is set with instance name and the Virtualworks™ Runtime executable is
allowed to run RM server, then do the following settings

Create Alias name for the Server Instance through SQL Configuration Manager.
Goto SQL Configuration Manager -> SQL Native Client 11.0 Configuration
-> Aliases -> Right click -> New Alias...
Give an Alias Name and TCP Port no (Default is 1433 if it is not changed during
SQL Server installation, if TCP port no is changed during installation and not
known while creating Alias then change the Protocol to “Named Pipes”).
Give Server Name with ServerName\lnstanceName and Click OK
After this setting has done, the sqgl server should be able to connect with alias name,
instead of ServerName\lnstanceName. This Alias name should be given in Resource
Manager (RM) Server Name during all the course of VirtualWorks™ Runtime

installation.

Refer screenshot given below:
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Sqgl Server Configuration Manager
File  Action  View Help
o= #H| 4=
@ S0L Server Configuration Manager iLocaly
[ sOL Server Services

_E_ S0L Server Metwark Configuration (32bit)
4 % S0L Mative Client 11,0 Configuration {32bit) Alias - New

Client Protocals
%Ahases Alias
F] _E_ SQL Server Metwork Configuration
£ abasakianbiSIOLIERYER
22, S0L Mative Client 11.0 Configuration
% Client Pratacols

A% Aliases

Alias Narme Server Protocol Pararmeters

There are no iterns to show in this view,

Alias Mame Mews Alias

Port Mo

Server

Port No
Port number used by the new alias to connect ta SQL Server

il

4. Restart SQL Server Services

1.1.5. Component Services Settings
Note: These settings need to be done in App and RM Layers.

The following changes should be done in Com+ Explorer (To launch Component Services
Goto Start -> Run -> Type dcomcnfg -> Ok). If “APP Server” role is not available in

Database layer machine, add the same and do these settings.

1. Open COM+ Explorer

2. Expand to “My Computer” node

Expand Distributed Transactions Coordinator -> Select Local DTC and click on
properties and click on Security tab and choose the options as per the image below:
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Tracing I Lagging | Security

g =
[w] Metwark DTC Access
Client and Administration
[#] &llows Bernate Clients [#] &llows Fremate Administration

Tranzaction Manager Communication

[w] &llaws Inbaund [w] &llaws Duthaund
() Mutual Authentication Required
() Incoming Caller Authentication Fequired
® Mo Authentication Fequired

[#] Enable ¥4 Tranzactions [JEnable SMA LU E.2 Transad

\orerens /

|NTﬂUTHDHITY\NetworkSewice | | Browse...

Account:

Pagzword: | |

Confirm password: | |

Lear more about getting these properties.

Apply

4. Choose Logging tab and change the Capacity to 40 MB. Click on OK.

| Tracing| Logging | Security |

Lag Infarmation
Location: | | Browse. ..

LCapacity:

Learm more about setting these properties.

|| Cancel || Apply
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2. Recommended Settings in WEB, APP and Database
Servers

Entries in LMHOSTS and HOSTS file
« Add the IP address of the APP Server in LMHosts file of the WEB Server (in case WEB
and APP servers are two different physical machines)
a. Open the LMHOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and type the IP address (of the App server name) and the App
server machine name separated by the tab space and save the file.

>

< Add the WEB Server IP and the Application Server IP Address in the HOSTS file of
the WEB Server (in case WEB and APP servers are two different physical machines)
a. Open the HOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and specify the IP Address of the WEB and the Application
Server and its machine name separated by Tab space. Save the file and close
it.

% Add the IP address of the WEB Server and RM Server in LMHosts file of the APP
Server
a. Open the LMHOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and type the IP address (of the WEB server name and the RM
Server) and the WEB and RM server machine names separated by the tab
space and save the file.

< Add the WEB Server IP, Application Server IP and the RM Server IP Addresses in the
HOSTS file of the APP Server
a. Open the HOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and specify the IP Address of the WEB, Application and the RM
Server and its machine name separated by Tab space. Save the file and close
it.

« Add the IP address of the Application Server in LMHosts file of the RM Server
a. Open the LMHOSTS (without  extension) file  available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
b. Add a new line and type the IP address of the App server name and the
Application server machine names separated by the tab space, save the file
and close it.

% Add the Application Server IP and the RM Server IP Addresses in the HOSTS file of
the RM Server
a. Open the HOSTS (without extension) file available under
%systemroot%\SYSTEM32\Drivers\ETC folder and go to the end of the file.
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b. Add a new line and specify the IP Address of the Application and RM Server
and its machine name separated by Tab space. Save the file and close it.

Once all the above settings are completed, restart the WEB, Application and the RM Server.
Make sure all the necessary services are restarted.

Refer attachment given below:

Hosts File Table:

lhusts - Motepad

File Edit Format View Help
W Copyright (c) 15593-2009 Microsoft Corp.
e

# This is a sample HOSTS Tile used by Microsoft TCP/IP for windows.

e

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual 1ine. The IP address should

# be p¥aced in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

E

# Additiuna11¥, comments (such as these) may he inserted on indiwvidual
# 1ines or following the machine name denoted by a '#' symbaol.

2

# For example:

#

# 102.54.94. 57 rhino. acme. com # source server

# 38.25.63.10 xX.acme. com # x client host

# localhost name resolution is handled within DNS dtself.

# 127.0.0.1 localhost

# e localbnst

172.16..2.19 AMDENZ KERAMAPPL

172.16.2.20 amdenzk8r amwebl

172.16.2.16 amdenvmsglshx
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LMHosts File Table:

i Imhosts - Notepad

File Edit Format ‘iew Help

The #BESIM_ and #EMD_AL TERMATE keywords allow multiple #INCLUDE
statements to be grouped together. any single successtul include
will cause the group to succeed.

Finally, non-printing characters can be embedded in mappings bﬁ
first surrounding the MetBIOS name in guotations, then using the
“0xnn notation to specify a hex value for a non-printing character.

The following example i1lustrates all of these extensions:

102, 54,594,597 rhino #PRE #DOM:networking #net group's DC

102, 54,594,102 "appname  hOx14" #=pecial app server
102, 54,594,125 opular #FPRE #s0Urce server

102, 54.54.117 ocalsry #PRE #needed for the include
#BESIMN_ALTERMATE

#FIMNCLUDE \\10ca1srv\?ubWic\Tthsts
#FINCLUDE “MrhinospublicyImhosts
#END_ALTERMATE

In the above example, the "appname" serwver contains a special

character in its name, the "popular” and "localsrv"” server names are
preloaded, and the "rhino" serwver name is specified so it can be used
to later #INCLUDE a centrally maintained Imhosts file 4f the "localsry”
system s unawvailable.

mote that the whole file s parsed including comments on each Tookup,

so keeping the number of comments to a minimum will 1m?rnve performance.
Therefore it s not advizable to simply add Imhosts file entries onto the
end of this file.

T N N S P P N N

172.16.2.1% AMDENZ KSRAMAPPL
172.16.2.20 amdenzkar amwehl
172.16.2.16 amdenvmsglshx

I

al
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3. Enabling VirtualWorks™ Runtime specific ports in
Firewall

In case firewall needs to be set between WEB/APP/Database layers, open the following ports
Bi-Directionally in the Firewall between the immediate source and the destination servers

For VirtualWorks™ .Net Runtime, following ports are mandatory:

Service Name

Port No.

Direction

Internet Information
Services (11S)

Default Port 80 (If this is changed in
11S, then the modified port should be
enabled in Firewall)

Bi-Directional — Between
WEB and APP Servers.

Service (proprietary
to VirtualWorks™)

through RDE Configuration)

VWSocketServer Whichever port is specified while | Bi-Directional — Between
generating WEBConfig and | WEB and APP Servers.
APPConfig DLLs through
ConfigGenerator

Ramco Daemon | Default Port 1306 (Configurable | Bi-Directional — Between

the server on which
Daemon Engine is
configured and Database
Server.

MS SQL Server

Default Port 1433, 1434 (Can be
changed at the time of installation of
MS SQL Server)

Bi-Directional — Between
APP and Database Server.

MSDTC

This service wuses 135 as a
mandatory port and also another
port for communication between APP
and RM Layer. The second port is
dynamic and can vary between the
entire allowable TCP port ranges.
This port range can be restricted
manually through COM. Contact
Runtime Support team on how to
configure manual port ranges.

Bi-Directional — Between
APP and Database Server.

Net.TCP, Net.Pipe
(Services running
on APP Server)

Ports — 807 and 808 (This is required
only if Communicator Type is set to
1 in WEB.Config file in WEB Server
under ..\VirtualWorks\I1IS).

Bi-Directional — Between
WEB and APP Servers.
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